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1 Introduction

1.1 Objective of the document

The objective of Deliverable 4.3a is to present the results of the points presented in De-
liverable 4.1 (D4.1) related to heterogeneous data aggregation of FIREMAN task 4.1. Note
that the document is split into two parts, thus some aspects are left for part b. In the first
part, we aim on the first results of an extension of the Markovian traffic model presented
in D4.1, to describe dense network scenarios. Moreover, we also present an analysis of Big
Data and data storage on the aspect of smart grids (SG), with some discussions on how to
deal with the huge amount of data generated by it. It is shown that there is an increased
amount of heterogeneous data, and thus Internet-of-Things (IoT), edge computing and Big
Data analytics will perform an important role on function and efficiency of modern SG. Finally,
we present some insights on cuckoo filters as a method to store and access SG data.

1.2 Structure of the document

The remainder of this document is structured as follows: Section 2 presents a novel
markovian traffic model that deals with dense networks. Section 3 we present an analysis
of the importance of edge computing, IoT and Big Data analytics on SG. Section 4 presents
some insights on a technique for data storage in SG scenarios. Finally, we summarize our
conclusions on Section 5.
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2 Multiple Background Processes Coupled Markov Mod-
ulated Poisson Process (M-CMMPP) Traffic Model

In D4.1, we introduced the Coupled Markov Modulated Poisson Process (CMMPP) traffic
model, which describes the arrival of the packets efficiently in terms of accuracy and complexity
[1]. However, the CMMPP traffic model describes an event-based traffic arrival comprised of
one event only, whereas some critical applications, such as autonomous vehicles and industrial
IoT scenarios [2], generate multiple events at a time. In this section, we introduce a traffic
model, describing a dense network scenario with suppport for multiple event sources called
M-background processes CMMPP.

2.1 Background

Markov Modulated Poisson Processes (MMPP) are one of the theories that have been
developed mainly for traffic modeling scenarios. Using such models in capturing the traffic of
machine-type communications (MTC) devices seems to be very promising. It suggests that
each device is modeled with a Markov chain and a Poisson process. Markov chains sn[t]
determine the transition rate λi[t], which modulates the Poisson Processes. As described in
D4.1, the basic CMMPP suggests having two transition matrices PC and PU , which are the
transition matrices for the coordinated devices and the uncoordinated devices, respectively. In
addition, the overall transition matrix of the model is calculated as

Pn[t] = θn[t].PC + (1− θn[t]).PU , (1)

θn[t] = δn.θ[t], (2)

where θn[t] is the alarm distribution in space and time, θ[t] is the alarm distribution in time,
and δn is the alarm distribution in space.

The CMMPP models the alarms as a result of a background process (sudden event)
that occurs in a certain location for a specific time. Assuming having multiple background
processes (multiple sudden events) needs simulating multiple CMMPP models, which means
having multiple transition matrices and parameters for each event, which is computationally
inefficient. To handle multiple events in automotive MTC scenarios, authors in [2] introduce
the coupled Markovian arrival process (CMAP), where they model the regular traffic and alarm
traffic as unicast and multicast empirical distributions, respectively. Different from them, we
developed an efficient traffic model called the M-CMMPP based on the basic CMMPP model.

2.2 Proposed M-CMMPP traffic Model

Assume M ≥ 1 background processes affect the transition of devices from the data state
to the alarm state as follows:

θnm [t] = δnmθm[t], m = 1, 2, 3, ...,M. (3)
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As the background processes are independent, we start by calculating the probability of no
alarms (PNA), which is a function of the probability of alarm at a given process (PmA

):

PNA = (1− P1A)(1− P2A) · · · (1− PMA
)

=
M∏

m=1

(1− PmA
), m = 1, 2, 3, ...,M.

(4)

Then, the probability of an alarm is given by

PA=1−PNA=1−
M∏

m=1

(1−PmA
), m = 1, 2, 3, ...,M. (5)

The overall θn[t], which is the probability of having alarms due to M background processes,
can be derived as follows:

θn[t] = 1−
M∏

m=1

(1− (δnm .θm[t])). (6)

Then, the overall θn[t] from (6) is used in (1) to form the transition probability matrix.
Therefore, θm and δnm are distributed respectively as θm ∼ U(Tm, Tm + τm) and δnm ∼
N(µm,Σm), where U is the uniform distribution, N is the normal distribution, Tm is the start
instant of the background process m, τm is the duration of the background process m, and
µm and Σm represent the mean and the covariance matrix of the background process m in x
and y coordinates, respectively. Space and time distributions are independent.

2.3 Simulation Results

Simulating the proposed M-CMMPP traffic model shows similar results to the original
CMMPP model, but with an extremely larger number of data and alarm packets as shown in
Fig. 1. Here we are considering M = 4 background proccesses, 1000 machine-type devices,
runtime of 60 seconds, average data rate λData of 1 message per minute ( 1

3600
) and alarm rate

λAlarm = 1. First, in Fig. 1 (a) Startup state, all devices tend to transmit some data. Then,
in Fig. 1 (b) Data state, some devices transmit data at different instants and different packet
lengths. In Fig. 1 (c) Alarm state, devices near to the epicenter of the background processes
transmit an alarm in a correlated behaviour with large packet lengths. We can notice the
large number of alarms due to the multiple background processes. Finally, in Fig. 1 (d) Silent
state, the devices that transmitted an alarm became silent, whereas other devices transmit
their normal data packets. We include 4 background processes, which are modeled uniformly
in space and time. This can cause network congestion, which is one of the most challenging
problems in MTC applications while using the current cellular network technologies.
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Figure 1: M-CMMPP results on different scenario steps.
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3 Smart Grid and Big Data (LUT)

Smart grid applications typically use cloud computing to address the computational re-
quirements for efficient electricity delivery. Recently, the emerging Internet of Things (IoT)
has resulted in increased number of devices connected to the smart grid, including consumer
gadgets, measurement equipment, and electrical and electronic devices such as smart power
converters, phasor measurement units, and smart meters. These heterogeneous devices that
are present in all the four stages of a smart grid—generation, transmission, distribution, and
consumption—generate huge amount of structured, semi structured and unstructured data.
Gathering, storing, and processing such huge data volumes using cloud computing creates
problems of bandwidth, latency, disaster recovery, and cost. To overcome these problems, we
present a theoretical discussion on the usage of IoT, edge computing and Big Data to collect
the data from smart grid, process the data using edge computing and Big Data analytics, and
use the data for smart grid maintenance, energy information and future decisions. Further, we
highlight how edge computing and Big Data approaches have mitigated the above mentioned
problems by shifting the control, intelligence, and trust to the edge of the network. The
proposed analysis supports the ongoing FIREMAN test case scenario being developed at LUT.

3.1 Edge computing and Big Data

Edge computing is used to overcome the aforementioned problems in cloud computing
[3]. The benefits of edge computing are that it moves data analysis and services away from
centralized servers and a lot of data analysis is performed at the source of data collection [4].
Edge computing analyze data on the spot and filters the important data in real time; this
improves the speed of data analysis and the decision-making process [5]. Edge computing is
proving huge benefits to (IoT)-enabled business, but nevertheless, cloud computing remains
important because having a centralized location for the data storage and analysis still has
many benefits. In particular, non-time-sensitive data can be sent to the cloud, for example, for
deep analysis post-hoc using machine learning (ML) methods to improve industrial operations
and strategies [6]. Table 1 shows some differences between cloud and edge computing [6, 7].

Table 1: Difference between Cloud computing and Edge computing.

Point of Difference Cloud Computing Edge Computing

Operations
Happens on the cloud platforms

such as AWS, Azure, Google
Happens on the device itself

or at the gateways

Benefits
Can store massive amount of data on scalable

hosting on the cloud which is accessable
anytime on the Internet

Network can be scaled independently
with each new device that is added to the
system, possibly working as a federation

Suitable use case
Suitable for the operations with more tolerance

in terms of latency and requires high
levels of computing power

This is suitable for low latency applications and that
allows for distributed data storage, leading to
scalable and cost effective hosting providers

The comprehensive sensing and processing abilities of IoT support many technologies in
SG. Further, the rapid proliferation in IoT-enabled devices can cause explosive growth in data
generation, resulting in the so-called “Big Data” regime, where the system generates data
that is so large, fast, or complex that non-traditional methods are required for processing it.
The generation of Big Data in SGs makes the existing data-processing capabilities ineffective
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as edge computing does not have enough resources for the complex and intelligent Big Data
analytics tasks [8]. Hence, it is important to include modern Big Data analytics to improve
the data-processing capacity of IoT systems [9]. Big Data analytics can be defined as the
process by which the variety of IoT data are analyzed to find the trends, hidden patterns,
unseen correlations and new information. This huge amount of data analysis and information
gathering will provide benefits to companies for current and future effective decisions and will
also provide benefits to the individual users [10].

We present here a theoretical framework using a combination of IoT, edge computing,
Big Data, and analytics for the efficient collection of data from the huge number of devices
connected to SG as well as the processing, storage, and visualization of the collected data. We
elaborate on some benefits of edge computing and and Big Data, such as latency, bandwidth,
disaster recovery, and price in the entire SG system, starting from data collection to data
visualization.

3.2 Related Research

In this section, we use systematic literature review structure, similar to [11], to answer the
question “what type of technologies can be used to handle the massive amount of data from SG
and obtain meaningful information from it, so that it can be used for better business decisions?”
The main objectives are to identify technologies that can work together to effectively extract
information from Big Data to fulfil the requirements of SG business and operations.

3.2.1 Smart Grid

The SG technology concept has emerged to improve the flexibility and efficiency of the
traditional grid and provide new opportunities for new generation methods such as wind, solar,
and other renewable energy sources (RES) based generation. The SG is essentially an electrical
network that consists of infrastructure, software, and hardware, which enables it for two-way
communication between all parts of the system and participants and efficiently generate power
and enable distribution in the supply chain. As a self-sufficient distributed system that can
provide energy from different sources including renewable and storage, SG also enables the
suppliers and consumers access to the control and management capabilities [12].

SG allows communication between the generation and consumption sides with the help
of devices such as smart meters, smart appliances, energy storage systems, power electronics
converters, and other energy-efficient resources. The SG uses computer technologies for the
improvements in automation and communications, such as information exchange between
consumers, transformers, and generation plants, and connectivity between many components
of the power network, e.g., power gathered from different generation plants [13].

The SG works differently than the traditional grid; the network structure of the smart
grid is complex having two-way communication and interaction between the devices and the
participant in the supply chain. The operations involves many steps from power generation to
consumption, as explained below [14] and ilustrated by Figure 2.

Generation: Power is generated from distributed sources that can include traditional
power plants and renewable sources such as solar and wind. Electric storage can be used
for generation-side management, including consumption-integrated storage such as electric
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Figure 2: Structure of Smart Grid (modified from [14]).

vehicles.

Transmission: The generated power is transmitted using a network of transmission lines,
substations, and distribution systems (from distributed generation). In the SG, transmission
comprises three interactive components—smart control centers, smart power transmission
networks, and smart substations. The smart transmission networks are conceptually built
on the existing electric transmission infrastructure, and the current advanced technologies—
sensing, computing, communication and signal processing—provide services such as power
utilization, power quality, network security, and reliability.

Distribution: The generated power is transmitted using a network of transmission lines
that connects via substations to distribution systems that cover smaller areas and deliver power
directly to the consumer. Because of the presence of both centralized and distributed power
generators in modern SGs, the distribution networks have two-way electricity transmission, or,
in other words, bidirectional power flow.

Consumption: The power consumption in modern SGs is often controllable and manage-
able by the end user using smart meters, sensors in appliances, plugs, and smart sockets. The
user can control and manage their electricity consumption by using mobile phone applications
or website applications to monitor and control the power usage.

Control and management: SGs have the capability of control and management, and
consumers, utility companies, and other players in the energy industry can have a control on
the energy usage and management. Data about the consumption and loads is generated from
the connected homes, smart cities etc., and the information generated from that data is used
by the companies and customers for their current and future decisions (using data analytics and
visualization tools). For example, the energy companies can use the information for predictive
maintenance; utility companies can use the information for demand and response programs;
and residential users can use the information to reduce the energy consumption at the peak
loads and reduce energy bills.

Storage: Electric storage is an important SG technology that enables generation-side
management—households can store either extra produced energy or cheaper priced electricity,
and later use it in the case of outage or when electricity is more expensive. Independent
residential grids that are totally dependent on the renewable energy and generate a surplus of
energy can store the surplus energy for future use.
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3.2.2 Internet of Things

The term “Internet of Things”, or “IoT”, was introduced by the British technology en-
trepreneur Kevin Ashton in 1999 as the title of a presentation at Procter and Gamble. The
IoT can be defined as small and complex systems that allow businesses, governments, and
citizens to adopt and interconnect physical objects and virtual objects based on existing and
evolving interoperable information and communication technologies [15]. IoT is a new tech-
nology paradigm that has emerged as a global network of machines and devices capable of
interacting with each other and with the platform for collecting, analyzing, storing and visual-
izing data generated from the devices and machines using sensors, actuators, communications,
and analytical tools. IoT is now playing a main role in SG by collecting data from all the main
phases of SG, including generation, transmission, distribution, and consumption [16, 17].

3.2.3 Edge computing

Edge computing refers to the enabling technologies that allow computations to be per-
formed at the edge of the network. The aim of edge computing is to ensure that computations
are performed at the proximity of data sources [18, 19]. According to [20], “Edge computing
provides execution resources (compute and storage) with sufficient connectivity (networking)
at close proximity to the data sources, typically within or at the boundary of access networks.”
Also, it states that cloud computing can be done within the premises of customers, for example,
inside houses or industries.

The nodes at the network edge are performing many tasks such as data processing, caching,
device management, and privacy protection to reduce the traffic from the devices to the cloud.
In order to perform all these tasks in the network, the edge should be well designed to effectively
meet the security, reliability and privacy protection requirements.

3.2.4 Big Data

In simple terms, Big Data can be defined as the collection of unstructured, structured, and
semi-structured data generated by the social media, devices, sensors, software applications,
and digital devices that are continuously generating data [21]. The data collected is so
large that the conventional data processing software and techniques are not able to process
it. It is characterized by the three main determinants, called the 3Vs —volume, velocity, and
variety. Volume is the huge amount of data generated that make the datasets too large for the
traditional database technology. This type of data is measured in larger units of data, such
as terabytes, petabytes, and exabytes. Velocity is the speed at which the data is generated,
processed, and moved around. Variety refers to the type of data (nature of data), i.e., whether
the data is structured or unstructured [22].

The main idea of IoT is to connect heterogeneous objects to the internet and collect
data from these devices, analyze the collected data, and make future decisions. Recently,
due to dramatic improvements in the technology and business digitization, the number of
devices connected to IoT has increased tremendously; as a result, the amount of data has also
increased tremendously so that there is a need to apply Big Data and Big Data analytics to
IoT. Both have high potential to extract meaningful information from the huge amount of data
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Figure 3: IoT and Edge computing in Smart grids using Big Data Analytics.

and improve the decision processes. The main requirements (functional and non-functional)
of Big Data and analytics in IoT are explained below.

Connectivity: Connectivity in IoT is mostly ubiquitous with the heterogeneous objects
in the network. Many objects are connected to internet via sensors in a smart environment.
IoT services are mostly based on MTC protocols that are required to handle a large number
of streams, and it takes benefits directly from the cloud distributed storage and computing
infrastructure [23]. The first and most important requirement of IoT is to provide reliable
connectivity for Big Data and analytics. Reliable connectivity will provide Big Data and
analytics the opportunity to efficiently combine and integrate the massive amounts of machine
generated sensor data. Using the advanced wireless networks such as Wi-Fi and 4G/5G, many
objects around us are able to connect to the computing and high performance infrastructure
and facilitate the IoT services [24].

Storage: The amount of storage required for huge amounts of heterogeneous data in a low-
cost hardware on a real-time basis has increased tremendously. The requirements of Big Data
storage in IoT are to handle massive amount of unstructured data and provide low latency for
analytics. A challenge is that many sources of IoT data exist, for example, sensors’ data, social
media, etc., and they are modeled in various ways using different communication protocols
and interfaces. Big Data technology provides some IoT-efficient data storage capabilities, but
more robust solutions are required.

Quality of services: The ability to ensure a specific level of performance to the data
flow is called Quality of Service (QoS). The QoS provided by the IoT is that the IoT network
should be reliable and should provide the guarantee of an efficient transfer of data from the
sources that generate the Big Data. The QoS in the IoT network is very important to Big
Data and analytics [25].

Real time analytics: IoT is growing rapidly and taking key steps to improve streaming an-
alytics and provide timely decision processes. Real-time information about the IoT-connected
objects are communicated and need to be analyzed in real time. Big Data uses an operational
database for the streaming data, and for most of the streaming data from web-enabled objects,
Big Data analytics performs real-time queries to extract information quickly, make decisions,
and interact with the devices and people in real time [26].
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Benchmark: Due to the fast digitization of businesses, many organizations have started
to shift their business online using IoT. Many organizations are now facing challenges in storing
and analyzing the huge amount of data connected through the IoT devices. Finding solutions
to those challenges requires some deep understanding of the problems. Benchmark plays an
important role in this situation by allowing the organizations to compare the quality of the Big
Data and analytics solutions [27].

3.3 The role of IoT, edge computing, and Big Data in smart grids

To spur growth in businesses, effective business decisions are very important, and they
are often made possible by getting information from collected data. IoT is a major source of
data; by some estimates, there are currently more than ten billion devices connected to IoT
networks1. These devices gather, analyze, share, and transmit data in real time. To handle
such massive amounts of data, IoT needs edge computing and Big Data, making them the
key to improve decision making [28].

In this work, we design an architecture for getting the smart grid data using IoT and edge
nodes as shown in Figure 3. The life-cycle of SG data starting from data generation to data
analytics. The data is generated from numerous smart meters, sensors, and digital devices
with a specific time scale. The generated data may be from generation plants (wind farms,
solar panels, conventional power plants, etc.), transmission and distribution networks (phasor
measurement units, etc.), or customers (residential homes, electric vehicles, commercial build-
ings, factories, etc.). Sensor data such as weather, humidity, temperature, and pressure, can
also be collected from the environment. Some useful data, e.g., information about external
events, can be collected from social media. Data generated from many sources increase the
grid reliability. The generated data is transmitted to the IoT network using IoT devices such as
sensors and actuators through the network technologies 3G/4G/5G, ZigBee, wi-fi, bluetooth,
and wired communication.

The important data that needs to be processed quickly (requiring low latency) is processed
by the edge nodes. The edge nodes are close to the data collection points, and therefore, pro-
vide low latency [4]. However, there are some cases in which the benefits may not be achieved,
since the latency not only depends on the distance between the data collection point and edge
processing server, but also on the edge server’s processing power, tasks’ computational com-
plexity, and edge traffic [3]. Figure 4 shows the latency versus central processing unit (CPU)
cycles that are required by a single device per bit in wireless communication by either the cloud
or edge computing. To achieve the latency requirements efficiently, the edge network should be
designed by keeping in mind factors such as task complexity, processing power of the servers,
and the network topology used. Regarding the bandwidth, edge computing reduces the data
traffic by distributing the data among different edge servers for computational workload, and
thus, lower amount of data is required to be shifted to the cloud.

The cooperation between cloud and edge computing provides high bandwidth as the bits are
transmitted to the cloud server when the sum of the tasks exceeds the combined computational
capacity of the edge servers. Another benefit of using edge computing in SG is the reduction
in failure—if there is an electricity outage problem in a particular area of the grid, the edge

1https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/. Last
access March 1, 2021.
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Figure 4: System latency versus required CPU cycles per bit in wireless systems assisted by
edge and cloud computing, adapted from [3].

computing services of the other areas will operate normally, without any problem. On the
other hand, if the grid relies solely on cloud computing, and there is a power supply failure
due to any natural disaster in the cloud infrastructure, then the whole network will fail [29].
As shown in the Figure 5, cloud computing shows the best performance when the signal to
noise ratio (SNR) is low, but the edge computing performs best even at high-SNR regime as
the number of edge servers increases, outperforming the cloud-assisted counterpart.

The data from IoT devices that is not handled by the edge nodes is directly sent to the
cloud storage. The huge amount of data generated by these devices is stored in a low-cost
storage at the cloud. In the second phase of data acquisition, the generated Big Data based
on the volume, velocity, and variety is stored in a shared distributed fault tolerant database.
The collected data is then transferred into the master node(s) in the Hadoop cluster. As
the data is collected from multiple heterogeneous devices, it may have different data formats
and information, and therefore, data preprocessing will be required. In the data preprocessing,
inaccurate and incomplete data handled. Flume is used to perform the data acquisition process.
The main function of Flume is to collect, aggregate, and transfer the large amount of data to
Hadoop master node. The data received by Flume is stored in a single or multiple channel.
The data is then sent to the external HDFS repository, where the data is written in a desired
format using plug-in serializers. The serializers change and restructure the Flume data into
the desired format. The data is pre-processed and a unified view of the data is achieved.
The data is stored in the HDFS multiple clusters for processing. The HDFS clusters consists
of DataNodes. The actual data and file system meta data are stored in those DataNodes.
The data analysis is performed by the YARN on the data stored in HDFS; these two run
on the same set of nodes that allows tasks to be processed on the nodes in which the SG
data is present. Hive and Impala are the tools to perform SQL queries on data residing on
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Figure 5: Outage probability curves for wireless systems assisted by cloud and edge computing
considering different numbers (n) of edge servers (BBH = 2 MHz, BEdge = 50 kHz, Rtarget =
5 Mbit/s) adapted from [3]

HDFS. HIVE is used for data querying, to select, analyze and make calculations on the data
of interest. The last phase is the data analytics; the tools used in Hadoop for data analytics is
Scalable Advanced Massive Online Analysis (SAMOA), a distributed streaming ML framework
consisting of programming abstraction for distributed streaming algorithms for data mining
and ML tasks. Data visualization (graphs, reports, etc.) is done using Tableau, a common
tool for interactive data visualization and sharing of information and dashboards.

4 Smart Grid Data Storage and Query

The staggering amount of generated smart grid data, e.g., metering data reports, sta-
tus measurements, and control commands, originated from heterogeneous sources call for a
paradigm shift in storage and retrieval patterns in fusion centers. Power system databases
need to store large amounts of smart grid data with stringent query and processing speed re-
quirements, which render traditional query strategies inefficient. Probabilistic data structures
emerge as a promising option for efficient storage and processing, overcoming the limitations
of deterministic approaches which entail high computational, space and execution time com-
plexity. Such randomized structures leverage space-efficient representations of data to achieve
satisfactory performance in approximate membership queries at the expense of controlled false
positives, and find myriad uses in modern communication, storage, and computational sys-
tems [30–32].

In this context, cuckoo filters offer a compact probabilistic way to represent an item by
storing its fingerprint, i.e., a bit string derived from the item using a hash function, in a hash
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table. The fingerprint length can be determined according to the target false positive rate
p̂fp. Smaller values of p̂fp require longer fingerprints to reject more false queries. Compared
to similar data structures, such as the Bloom filter [33], the cuckoo filter not only supports
dynamic item insertion and deletion, but also achieves higher lookup performance in terms
of time and space efficiency. A cuckoo hash table consists of an array of buckets, and each
inserted item has two candidate buckets determined by the hash functions h1 and h2. In
particular, the indices of the candidate buckets for an item X are computed based on partial-
key cuckoo hashing [34], as i1 = h1(X) and i2 = i1 ⊕ h2(f(X)), where f(X) denotes the
fingerprint of the item X. Partial-key cuckoo hashing is a variant of standard cuckoo hashing
to build cuckoo filters that support dynamic addition and deletion of items.

1

h2(X)
Item X

h1(X)

1
1

1
1

1
1

1

2

3

4

0

5

6 A

B

C

1
1

1
1

1
1

1

1

2

3

4

0

5

6 X

A

C

B 1
1

1
1

1
1

1

1

2

3

4

0

5

6

1
1

1
1

1
1

1

1
1

1
1

1
1

1

1
1

1
1

1
1

1

Entries

B
uckets

(a) (b)

Figure 6: (a) Item insertion in a cuckoo filter. (b) A cuckoo filter may have multiple entries
per bucket [34].

As illustrated in the item insertion example in Figure 6, the item X can be placed in either
buckets 2 or 6 of the hash table with a total number of 7 buckets. If either of the buckets
is empty, the algorithm inserts X to that free bucket and the insertion completes. If neither
bucket is free, as in this example, the algorithm selects one of the candidate buckets (e.g.,
bucket 6) for X, removes the existing item (in this case A), and re-inserts it to its own alternate
location [32]. This dynamic insertion process may require removing an additional item and,
thus, it may repeat until a vacant bucket is found or a maximum number of displacements is
reached. A set membership query for item X simply searches both buckets of the hash table
for the fingerprint of X, and returns true if an identical fingerprint is found.

The use of approximate membership checking in networking systems raises the issue of
their security, as they can be vulnerable to algorithmic complexity attacks. An attacker may
create a false positive for a given element X by inserting another element that maps to the
same buckets and has the same fingerprint. In other cases, an attacker is able to infer the
hash functions used in the filter, and perform even more sophisticated attacks. Ongoing work
aims to investigate the robustness and security effectiveness of a cuckoo filter implementation
against denial-of-service attacks in smart grid databases, which may force item insertion failures
even when the filter is almost empty.
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5 Conclusions

This document presented the first results and FIREMAN outputs from Task 4.1. So far,
we presented an extensive analysis of smart grid data scenario. The modern SG incorporates
numerous heterogeneous devices. Due to this increase in the volume of structured, semi
structured, and unstructured data, information retrieval from such a huge amount of data is
a hard task. The collection, transmission, storage, processing, transformation, and analysis
of large amount of data at a high rate are important for the efficient and effective function
of modern SGs. The main aim of this research is to highlight the importance of IoT, edge
computing, and Big Data for dealing with the high volume of SG data. Edge computing
is beneficial for SG in terms of latency, bandwidth, robustness to failure, and cost. In the
future, we will apply Big Data analytics to huge volumes of SG data and demonstrate the key
requirements quantitatively.

The document also presents initial discussions on a novel markovian traffic model for dense
networks and a data storage and query probabilistic system for smart grid applications. We
expect a more extensive and detailed output for part b of D4.3, as well as a description of the
data aggregation schemes first mentioned on D4.1.
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