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Summary

This deliverable presents the final descriptions of the individual and joint exploitation plans
for each innovation resulting from the FIREMAN project. It elaborates how the outcomes
of the project are being or planned to be used in future products and activities. It further
corroborates the high interest of the partners in exploiting them individually (commercially
or through other means) and jointly by integrating the different results into a comprehensive
solution that can be exploited.

The research is performed within the context of the EU CHIST-ERA project FIREMAN
(grant CHIST-ERA-17-BDSI-003).
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1 Introduction

1.1 Objective of the document

This deliverable is the final report on the individual and joint exploitation plans for each
innovation resulting from the FIREMAN project. The analysis performed by each partner
showcases the rich set of innovations and the efforts to exploit the results they are obtaining
from the project in order to gain insights for their research, to introduce or improve courses and
new projects, and transfer technical innovations to industrial partners. In particular, it allows
describing with a certain detail any new undergraduate and graduate courses, any trainings
and tutorials for high-level education programs, any technology transfers with industry, as well
as stimulating new research activities and collaborations.

1.2 Structure of the document

This document is organized as follows. Section 2 describes the methodology followed to
define the exploitation strategy in FIREMAN project. This section also identifies the main
innovations and the principal targeted stakeholders. Section 3 presents the analysis and the
strategies followed by the partners to exploit the main resulting assets, as well as the final joint
exploitation planned between partners. Finally, Section 4 provides a conclusion that identifies
the next steps that need to be done concerning the exploitation planning beyond the end of
the project.

Project Title: FIREMAN 4 https://fireman-project.eu
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2 Exploitation methodology

The identification of the assets developed in the FIREMAN project and how they will
be exploited by the partners implies developing business models and, when pertinent, joint
exploitation strategies. By assets, we mean any technological enabler, tool, function, system,
service, or knowledge that can be exploited by an academic and/or research institution, or
industrial partner to the benefit of their own organization and to their clients. The clients
can be other organizations (e.g., administrations, companies, institutions), or individuals (e.g.,
citizens, students, researchers).

2.1 Main innovations

Table[I|summarizes the main innovations that will be exploited by the partners. A complete,
detailed list of all the assets and innovations that will be exploited individually or jointly by
certain partners can be found in Section 3.

2.2 Main targeted stakeholders

Table [2| summarizes the main stakeholders that are targeted by the FIREMAN partners’
innovations, assets, and solutions. It identifies those that are more likely to be interested in
or concerned by resulting commercial or open-source products or services, or that could profit
from technological transfers (e.g., from academia to industry). A more complete analysis of
the assets and solutions that may target the listed stakeholders can be found in Section 3.

Project Title: FIREMAN 5 https:/ /fireman-project.eu
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Partner

Innovation name

Description

LUT

Event-driven data acquisition

The differences between periodic and
event-driven data sampling are high-
lighted, while a flexible event-driven
measurement technique based on
spike-filtering is developed.

ALBA

Quantitative Association Rule Mining
Algorithm (QARMA)

QARMA as a tool for fault detec-
tion and classification, with empha-
sis on rare events. The algorithm has
been successfully applied for predic-
tive maintenance and fault classifica-
tion tasks in industrial settings.

CTTC

End-to-end condition monitoring and
visualization

This modular and containerized end-
to-end solution provides actionable in-
sights for the real-time performance
of condition monitoring processes.
The solution also employs highly cus-
tomized dashboards for knowledge
extraction, which support tailored
queries and provide a wide range of
charting capabilities (e.g., trajectory
graphs and trend maps) for analyz-
ing and presenting monitoring infor-
mation.

TCD

Generative  Adversarial  Networks
(GANs) for data imputation

The networks have been trained to
generate missing sensor data for the
TEP dataset. The performance of
the proposed model has been evalu-
ated by considering both random and
persistent sensor failures.

UOULU

Massive and critical communication
protocol design and evaluation

Data aggregation, radio resource
management, slicing and traffic mod-
elling for machine-type communica-
tion.

SEAT

Failure detection and predictive main-
tenance

Solutions provided by academic part-
ners in FIREMAN

Table 1: Main FIREMAN innovations

Project Title: FIREMAN 6
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Partner Stakeholder Innovation

LUT Service  providers, Maintenance | Event-driven data acquisition
teams, Factory owners

ALBA Industrial loT players (network opera- | Quantitative Association Rule Mining
tors, equipment manufacturers, soft- | Algorithm (QARMA)
ware developers, factories)

CTTC Network operators, Service providers, | End-to-end condition monitoring and
Maintenance teams, Factory owners | visualization, Data imputation

TCD Service  providers, Maintenance | GANs for data imputation
teams, Factory owners

uouLu Service  providers, Maintenance | Massive and critical communication
teams, Factory owners protocol design and evaluation

SEAT Service  providers, Maintenance | Failure detection and predictive main-
teams, Factory owners tenance

Table 2: Main stakeholders
Project Title: FIREMAN 7 https://fireman-project.eu
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3 Exploitation strategies

Individual exploitation can be manifold, including leveraging educational, scientific, and
innovation perspectives. The former provides a modality for the exploitation of project results
through the strengthening of academic degrees and other high-value courses to students.
Academic partners will use results and expertise taken from the FIREMAN project to ensure
that the educational courses’ content is updated in line with the technological state of the art.
Alongside educational aims, FIREMAN results will also be exploitable through the provisioning
of professional and corporate training services and developing and gaining access to training
material covering cutting-edge topics on Industry 4.0. Project advances can be linked with
master theses and PhD theses and feed the content of the master courses within the faculty.

From a scientific perspective, FIREMAN academic partners will produce publications in
journals and international conferences and, when appropriate, contributions to standards (also
considered dissemination activity) and patents related to FIREMAN technologies. Publica-
tions and standard contributions are considered dissemination activity. Patents are considered
exploitation activities since they could generate income. Other exploitation activities are the
use of the project-generated knowledge for future research, the transfer of the FIREMAN de-
velopments and experience to industrial partners, including SMEs, and the development of
interesting tools for partners such as test facilities, prototyping tools, etc. Finally, the involve-
ment in similar projects for further research or towards strengthening of collaborations with
industry, eventually exploring the creation of start-ups after the end of the project, are also
key exploitation lines.

Project Title: FIREMAN 8 https:/ /fireman-project.eu
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3.1 Individual exploitation strategy

3.1.1 LUT
Partner name LUT
Organization type Academia

Strategic focus areas

Cyber-physical systems, loT-based systems, Indus-
trial loT, machine-type communications

Relevance of FIREMAN

Collaboration with academic partners with comple-
mentary expertise and with SEAT to evaluate the in
a testbed the proposed 3-layer framework

Technical enablers to be exploited

Event-driven data acquisition combined with data
imputation, Failure detection, Intelligent recon-
figurable surface with antenna polarization, rate-
splitting multiple access, random access, semantic-
functional communications

Value proposition

Technical: Joint data acquisition, transmission and
imputation to improve detection of faults in indus-
trial processes. Academic: courses related to FIRE-
MAN, and master and doctoral theses

Business model — Use type

Open source

Market segment — Target end users

Service providers, Maintenance teams, Factory own-
ers

Channels

Book, Journals, Conferences, Workshops, FIRE-
MAN website, LUT social media, Partners’ network

Roadmap and goals

Establish the 3-layer models of cyber-physical sys-
tems as a reference framework following the knowl-
edge developed in FIREMAN that includes state-of-
the-art Al methods focused on practical industrial
tests and event-triggered communications based se-
mantics and functionality of the application in con-
sideration.

Timeframe

Planned goals in the previous deliverable were ac-
complished in the expected timeframe. New ap-
plications of the 3-layer model in broader cyber-
physical settings (2024), submission of related Hori-
zon Europe and EIC (higher TRL), as well as ERC
and Academy of Finland project related to the main
background of FIREMAN (2025).

Table 3: LUT exploitation strategy

Project Title: FIREMAN
Project Coordinator: LUT
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3.1.2 ALBA

Partner name

ALBA

Organization type

Non-profit research institution

Strategic focus areas

Cyber-physical systems, fault prevention, detection
and classification, data mining, loT-based systems,
multiple access, MIMO / NOMA systems, Intelli-
gent reflective surfaces (IRS).

Relevance of FIREMAN

Collaborative work with FIREMAN partners, primar-
ily in the two key areas of fault prevention and highly
reliable wireless access for loT networks in industrial
environments

Technical enablers to be exploited

Development of a tool for fault detection and clas-
sification, with emphasis on rare events, called
Quantitative Association Rule Mining Algorithm
(QARMA); study of several variants of MIMO tech-
niques for wireless (uplink) multiple access in loT

environments, including setups that are equipped
with IRS.

Value proposition

Technical: fault prevention / detection and data ac-
quisition in Industrial loT environments. Academic:
publication of several conference and journal papers
and invited talks, such as at the joint virtual work-
shop with the ee-loT project that took place on Dec.
11, 2020.

Business model — Use type

Open source

Market segment — Target end users

Industrial loT players (network operators, equip-
ment manufacturers, software developers, facto-
ries).

Channels

Journals, Conferences, Workshops, FIREMAN web-
site and social media, our own faculty and students

Roadmap and goals

Finalize and study a proposed data acquisition tech-
nique for industrial loT environments based on up-
link multiple access with multiple antennas. Finalize
the framework for the detection and prediction of
rare events.

Timeframe

Planned goals in the previous deliverable were ac-
complished in the expected timeframe.

Table 4: ALBA exploitation strategy

ALBA, being widely acknowledged as the prime private, non-profit graduate school of
business in Greece, is particularly keen on bridging the academic with the business world
through innovation, which is at the core of its philosophy and permeates all its activities.
ALBA has created the Alba Hub for Entrepreneurship and Development (AHEAD), which

Project Title: FIREMAN
Project Coordinator: LUT
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brings together all activities dedicated to entrepreneurship at ALBA, striving to live up to its
vision through the highest possible quality of innovative training, outreach and scholarship
in entrepreneurship. On the side of technology-oriented innovation, ALBA also participates
in a Research, Technology & Innovation Network (RTIN), whose mission is “to promote the
generation of IP, its connection with potential investors / entrepreneurs and the creation of
start-ups, with the end goal of fostering economic development in Greece and beyond.” ALBA
plans to take advantage of these two vehicles (AHEAD and RTIN) in order to promote the
results of FIREMAN to local stakeholders in Greece, including VC funds, entrepreneurs, network
of industrial partners, as well as its own student base, in order to both disseminate the project’s
results and explore commercialization opportunities for the developed technology in the areas
of fault prevention / detection and data acquisition for the Industry 4.0 landscape. These
opportunities will include both established companies and startups, including the possibility of
the establishment of a startup on the topic via its own students and faculty.

Project Title: FIREMAN 11 https://fireman-project.eu
Project Coordinator: LUT
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3.1.3 CTTC

Partner name

CTTC

Organization type

Non-profit research institution

Strategic focus areas

Communication technologies for Industry 4.0, Data-
driven analysis, Asset condition monitoring and di-
agnostics in industrial environments

Relevance of FIREMAN

Collaboration with academic partners and SEAT,
Development of end-to-end monitoring solutions
based on real traffic traces

Technical enablers to be exploited

Intelligent reconfigurable surfaces, Automated data-
imputation systems, Failure detection and predictive
maintenance modules

Value proposition

Ultra-reliable data acquisition, Timely detection of
failures, Increase of industrial equipment lifetime

Business model — Use type

Open source

Market segment — Target end users

Network operators, Service providers, Maintenance
teams, Factory owners

Channels

Journals, Conferences, Workshops, FIREMAN web-
site and CTTC social media, Partners’ network

Roadmap and goals

Enhance know-how on Al/ML techniques, use
project-generated knowledge for future research on
predictive maintenance systems, involvement in sim-
ilar projects for future research and strengthen col-
laboration with SEAT and other academic partners.

Timeframe

Regular paper submissions during and beyond the
end of FIREMAN, Submission of research proposals
at National and EU level (2023-2025)

Table 5: CTTC exploitation strategy

Project Title: FIREMAN
Project Coordinator: LUT
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3.1.4 TCD
Partner name TCD
Organization type Academia

Strategic focus areas

Industrial loT, Al techniques for data imputation
and fault detection

Relevance of FIREMAN

Collaboration with academic partners with comple-
mentary expertise

Technical enablers to be exploited

Data imputation, fault detection, fault classification
in Industrial loT

Value proposition

Technical: monitor the industrial process and de-
tect anomalies and eventually classify them; have
a functioning system even when some of the mea-
surements are missing due to network or hardware
issues. Academic: besides past and in-progress pub-
lications, given an invited talk in the SRE Summit
Conference ‘Running Planet Scale Systems’ (orga-
nized by Huawei)

Business model — Use type

Open source

Market segment — Target end users

Service providers, Maintenance teams, Factory own-
ers

Channels

Journals, Conferences, Workshops, FIREMAN web-
site and Pl website, Partners’ network

Roadmap and goals

Data compression and interpretation aspects. Tech-
niques for Decision-Making and Actuator Response
aspects. Journal paper published on data imputa-
tion, fault detection, fault classification in Industrial
loT.

Timeframe

Feature selection and interpretation aspects (com-
pleted in 2021); Techniques for Decision-Making as-
pects (completed in 2021); Journal on data impu-
tation (published mid 2022).

Table 6: TCD exploitation strategy

TCD has been working on creating a spin-off company based on the machine learning
research they are involved in. They successfully finished two commercialization training camps
organized by the NDRC (National Digital Research Centre). These two programs resulted
in the TCD team winning two prizes related to the potential of the start-up idea and the
commercial roadmap. Through the work related to the commercialisation of their research,
they have done a thorough customer discovery and validation, which resulted in a complete
market and competitor analysis, and allowed them to clearly state the value proposition.

Project Title: FIREMAN
Project Coordinator: LUT
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3.1.5 UOULU
Partner name UouLu
Organization type Academia

Strategic focus areas

loT-based systems, Industrial loT, machine-type
communications, data aggregation, testbed

Relevance of FIREMAN

Collaboration with academic partners with comple-
mentary expertise and with SEAT to evaluate the in
a testbed the proposed 3-layer framework

Technical enablers to be exploited

Massive and critical communication protocol design
and evaluation; data aggregation and radio resource
management; machine-type communication traffic
modelling; slicing and heterogeneous resource allo-
cation;

Value proposition

Technical: Joint data acquisition, efficient trans-
mission mechanisms in massive (I)loT, data aggre-
gation, scheduling, radio resource management to
improve communication and data collection for de-
tection of faults in industrial processes. Academic:
courses related to FIREMAN, and master and doc-
toral thesis

Business model — Use type

Open source

Market segment — Target end users

Service providers, Maintenance teams, Factory own-
ers

Channels

Journals, Conferences, Workshops, FIREMAN web-
site and MTCGROUP and 6GFlagship social media,
Partners’ network

Roadmap and goals

Contribute to the communication and computation
layer of FIREMAN's 3- layer model of cyber-physical
systems. Develop joint tutorial and workshops with
FIREMAN partners; and 3 master and 2 doctoral
theses related to FIREMAN.

Timeframe

Deliverables completed withing the planned time-
frame. Master theses (3 completed, 1 in 2020, 2 in
2021); doctoral theses (1 in 2023). Project propos-
als related to FIREMAN's underlying 3-layer model
submitted to AKA (2022, 2023), Horizon Europe
(2023) and EiC (2023).

Table 7: UOULU exploitation strategy

Project Title: FIREMAN
Project Coordinator: LUT
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3.1.6 SEAT
Partner name SEAT
Organization type Industrial

Strategic focus areas

Predictive Maintenance, Condition Monitoring, loT,
Big Data & Analytics

Relevance of FIREMAN

Collaboration with top-level academic partners to
develop disruptive approaches for advanced predic-
tive maintenance based on selected SEAT use cases

Technical enablers to be exploited

Event-driven data acquisition combined with data
imputation, Failure detection, Intelligent reconfig-
urable surface with antenna polarization

Value proposition

Technical: Joint data acquisition, transmission and
imputation to improve detection of faults in indus-
trial processes

Business model — Use type

Combined Open Source and Intellectual Property
Rights

Market segment — Target end users

Service providers, Maintenance teams, Factory own-
ers

Channels

Journals, Conferences, Workshops, FIREMAN web-
site and SEAT social media, Partners’ network, VW
Group Committees

Roadmap and goals

Phase 1 (2021-2022): Adaptation and integration of
tailor-made algorithms for SEAT predictive mainte-
nance use cases into the SEAT digital production
platform/IT domain Phase 2 (2022-2023): Inte-
gration of SEAT predictive maintenance use cases
into the VW Group digital production platform/IT
domain for shared use with other brands Phase 3
(2023-2024): Assessment of other potential appli-
cation scenarios of SEAT predictive maintenance use

Timeframe

See above

Table 8: SEAT exploitation strategy

Project Title: FIREMAN
Project Coordinator: LUT
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3.2 Joint exploitation strategy

3.2.1 LUT and ALBA

Partner names

LUT and ALBA

Organization type

Academia and research institution

Strategic focus areas

Wireless communication techniques and anomaly detec-
tion

Relevance of FIREMAN

Assess both cutting-edge techniques to improve the per-
formance of Industrial loT networks, and propose new
methods for anomaly detection based on the 3-layer
model

Technical enablers to be ex-
ploited

Event-based filtering, IRS-RSMA for antenna polariza-
tion

Value proposition

Improve wireless communication for beyond 5G systems
and support more reliable automated anomaly detection
systems

Roadmap and goals

Develop optimized methods based on Al and advance
the research in wireless communication techniques

Table 9: LUT and ALBA joint exploitation strategy

Project Title: FIREMAN
Project Coordinator: LUT
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3.2.2 LUT and CTTC

Partner names

LUT and CTTC

Organization type

Academia and research institution

Strategic focus areas

Scientific computing and sustainable Al solutions

Relevance of FIREMAN

Development of multiple data processing and mining
tools, spanning from real data collection and generation,
data cleaning, preprocessing and visualization to model
building, results analysis, and informed decision-making.

Technical enablers to be ex-
ploited

Optimized digital twin for fault diagnosis; Missing data
imputation in industrial environments; End-to-end con-
dition monitoring and visualization

Value proposition

Solve multiple learning tasks (prediction, classification,
control, imputation, and anomaly detection) while bin-
ning the data into meaningful patterns to identify gov-
erning dynamics in complex cyber physical systems for
intelligent decision-making

Roadmap and goals

Design of Al systems for sustainable development while
targeting the sustainability of Al training and usage. Ex-
tensions of methodologies for solving intrusion detection
problems in autonomous vehicles.

Table 10: LUT and CTTC joint exploitation strategy

Project Title: FIREMAN
Project Coordinator: LUT
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3.2.3 LUT, ALBA and CTTC

Partner names LUT, ALBA and CTTC

Organization type Academia and research institutions

Strategic focus areas Data-based anomaly detection and cyber-security in
power electronics

Relevance of FIREMAN Online optimization methodology for digital twins to di-

agnose faults; Data sanitization with the aid of a quan-
titative association rule mining technique

Technical enablers to be ex- | QARMA,; end-to-end condition monitoring and visualiza-
ploited tion; data imputation

Value proposition Increased accuracy and fidelity levels achieved by our dig-
ital twin design, paving the way for reliable and trustwor-
thy decision-making under anomalies.

Roadmap and goals Edge digital twin for power electronics.

Table 11: LUT, ALBA and CTTC joint exploitation strategy

Project Title: FIREMAN 18 https:/ /fireman-project.eu
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3.3 Open-source exploitation

Name Partners | Description Status
involved
FIREMAN end-to-end | CTTC Machine learning scripts and | Available: https://
monitoring solution notebooks related to FIRE- | igithub.com/5uperpalo/
MAN project FIREMAN-project
QARMA family of algo- | ALBA Library of Java classes for | Available: https:
rithms solving in parallel and/or | |//github.com/
distributed computing en- | ioannischristou/
vironments numerical opti- | [popt4j1lib
mization problems (continu-
ous and discrete)
Smart campus 5GTN | UOULU | Machine learning scripts and | Available
dataset and analysis notebooks related to FIRE- | Notebooks: https:
MAN //github.com/Eslam211/
Smart-Campus
Dataset: http:
//ieee-dataport.
org/documents/smart-
campus-dataset

Table 12: FIREMAN open-source projects

Project Title: FIREMAN
Project Coordinator: LUT
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3.4 Overall roadmap

The FIREMAN project brings together different partners with their own exploitation strate-
gies and roadmaps. This introduces challenges in defining an overall, common roadmap for
industrialization and commercialization of the results of the project beyond the end of the
project, since this involves defining and signing agreements or Memorandum of Understand-
ings (MoU). Nevertheless, it is possible to present a probable roadmap that can approximately
fit to the future evolution of the individual and joint exploitation previously described in Sec-
tions 3.1 and 3.2. The following table presents the different activities and phases that need
to be covered/reached for the sustainability and commercialization of the results obtained in
FIREMAN.

Approximate dates | Activities

2023-2024 Deployments in FIREMAN demonstrations and 5G testbeds; Standard-
ization proposals to working groups aligned with Industry 4.0; Integra-
tions with other systems and tools (management systems, orchestra-
tors, etc.)
2024-2025 Industrialization of different assets; Complete integration of joint ex-
ploitation plans; Transfer of results from academia and research insti-
tutions to Industry; Tests in operational settings
2025-2026 Development of novel Al-driven frameworks; Integration of new inno-
vations from research projects; Commercial service specification and
implementation of defined strategies

Table 13: Overall roadmap of FIREMAN

In order to explore the potential commercialization potential of FIREMAN, ALBA's strategy
will be to first seek ways to increase the Technology Readiness Level (TRL) of its produced
results, from the current TRL3 to a TRL of 4-6. As a basic platform for doing so, it will
use the experimental loT data acquisition testbed it has built for efficient over-the-air data
collection, combined with the QARMA algorithm, which will be the basis for the predictive
data analytics component. To do so, it will seek funding through the following possible
pathways: 1) Subsequent research grants; 2) Private investment; 3) Self-incubation, possibly
in collaboration with a startup company or joint venture.

Project Title: FIREMAN 20 https:/ /fireman-project.eu
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4 Conclusion

This document has presented the individual and joint exploitation strategies of the FIRE-
MAN partners. It covers the assets and solutions that have been developed or extended. It
reflects the vision of the partners at the end of the FIREMAN project. With respect to the
initial version provided in D7.4, the descriptions have been detailed and extended with the
goal of carrying out the defined strategies beyond the end of the project. Some of the results
obtained can be commercially exploited in the short-term, but others require further industri-
alization efforts. Notably, the joint exploitation efforts need to be continued to reach market
readiness. Furthermore, changes in the Industry 4.0 landscape need to be monitored in the
future to adapt the exploitation strategies and roadmap of the exploitable assets and solutions.

The current identification and analysis of the results presented here shows that the partners
have a clear idea of the innovations they can bring and how they can be exploited. They also
put in evidence the importance given to joint exploitation. The initial potential risks and
obstacles on the path to create impact have been identified and the strategies to overcome
them have been investigated. The individual and overall roadmap that will be followed have
been further detailed. Overall, the plans and strategies reported in the deliverable will ensure
maximum-impact and facilitate the successful transition of research results and concept-driven
ideas to tangible deployments, which will showcase the true potential of innovative Industry
4.0 technological advancements in both currently deployed and future industrial environments.

Project Title: FIREMAN 21 https://fireman-project.eu
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