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1 Introduction

1.1 Objective of the document

Deliverable 5.4b represents an updated of the work formerly presented as part of Deliverable
5.4a, showing more consolidated outputs from the work carried out in Task 5.3 (Techniques
for Decision Making and Actuator Response). The goal of this Deliverable is to suggest or
take the best corrective action in order to keep the system under consideration functioning
efficiently, specially focusing on a power electronics setting, which will be used as the main
testbed of FIREMAN. Therefore, this Deliverables describes techniques proposed in FIREMAN
for fault detection and classification, as well as a simple case-study of a semantic-functional
communication system based on the event-driven communication developed in previous WPs.

1.2 Structure of the document

The remainder of this document is structured as follows: Section 2 presents a robust and
explainable data-driven anomaly detection approach for power electronics. In Section 3 we
introduced a semantic-functional communication approach based on event-triggered transmis-
sions in order to effectively and efficiently control the position of Unmanned Aerial Vehicles
(UAV), whenever a violation of their respective service areas occurs. Section 4 provides a
summary of all the findings presented in this document.
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2 A Robust and Explainable Data-Driven Anomaly De-
tection Approach For Power Electronics

In this section, we employ the framework developed in previous FIREMAN tasks to iden-
tify anomalies considering an explainable data-driven approach, which allows for the correct
intervention to support the grid operation, as summarized in [1]. To illustrate the efficacy of
the proposed robust and explainable framework, we consider a simple example of the control-
lability of a 2-level, 3 phase grid-tied Voltage Source Converter (VSC). As shown in Fig. 1,
the control structure has been implemented in the direct-quadrature-zero (dq0) frame. Since
this architecture involves forming the grid at its output, we use Virtual Synchronous Generator
(VSG) control philosophy [2] to obtain the frequency and phase angle information. As the
grid-tied VSC operates with different active and reactive power reference points given by idref
and iqref respectively, the corresponding data has been obtained from the control platform to
train an ensemble regression based learning model to imitate the control response.

Figure 1: Single-line diagram of a grid-forming converter interfaced to the grid via filters.
We consider two classes of faults in this work - different sub-classes of faults in the grid and
sensors.

In the Deliverable 5.4a, we have introduced different methods for anomaly detection, while
comparing two types of uncertainty, namely epistemic and aleatoric, which are then used to
produce explanations.

2.1 Detection Approaches

2.1.1 Matrix Profile Algorithm

The Matrix Profile algorithm computes the distances between neighboring points in a
dataset. It exhibits a variety of advantages, including speed and generalizability to a variety
of problem domains. Authors in [3] explain that in the algorithm, the results for each point
or sub-sequence are stored in a vector and the combination of all the sub-sequences forms the
overall matrix. The conventional algorithm utilizes the Euclidean method to determine point-
wise distance; other distance calculations can also be utilized. Z-normalization technique
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is traditionally used to scale the data; however, normalization can be modified or omitted
depending on the specific dataset requirements.

Using a fixed sized window with length m, the algorithm computes the nearest-neighbor
distances compared to the entire data stream. To select an appropriate window size m, it is
important to consider the granularity of the studied anomalies. A large windows size would
detect and identify significant disturbances, like sensor failure, whereas a small window size
would identify more localized disturbances, like a voltage sag, in a signal.

The results of the computation of the nearest-neighbor distances and the index of the
closest neighbors are stored in order of closeness in a new index. In particular, the algorithm
steps are outlined as follows [4]:

1. For each point in the window with size m, compute the distance to the nearest neighbor
against the entire data set.

2. Exclude identical or nearly identical matches to prevent inaccuracy.

3. Update the distance matrix with the new closest neighbor distance.

4. Set the position matrix with the index position of the new closest neighbor.

Using the Matrix Profile technique, it is easy to extract information, like motifs or repeated
patterns, from the dataset. More importantly, discords which represent anomalies can be
discovered from a data stream.

2.1.2 Deep Learning

Recent emergence of transformer deep learning methods based on attention [5] reveal
promising results not only in the field of natural language processing [6], but also in the
processing of tabular [7] and time-series [8] data. Transformers were shown to be able to
outperform the Gradient Boosting Decision Tree (GBDT) methods and ResNet-like architec-
tures [9, 10]. In this work, we focus on providing complementary results to the Matrix Profile
algorithm, by applying transformers for unsupervised anomaly detection [11]. An anomaly-
attention mechanism is used to compute the association discrepancy to distinguish between
normal and abnormal (anomalous) data points. Adjusted implementation code of the authors1

and related datasets can be found on the FIREMAN project GitHub pages2.

2.1.3 Applications in Power Electronics

Transitioning from conventional power systems to power electronics-dominated grids
(PEDG) has increased demand for grid-forming converters (GFM) to facilitate operational
reliability. GFMs have made significant progress in recent years to expedite stability under
different grid conditions, but their operation during faults or large signal disturbances still re-
mains a challenge. Authors in [12] note that GFMs handle a significantly smaller percentage of
over-current (usually only 20%) compared to synchronous generators (SGs) which can handle
seven times their nominal current. This makes fault detection for GFMs critical in order to

1https://github.com/5uperpalo/Anomaly-Transformer_FIREMAN
2https://github.com/5uperpalo/FIREMAN-project/
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Figure 2: PEC dataset fault visualization.

maintain synchronization with the grid. Since the network infrastructure of power systems
keeps on expanding, it is important to identify the above-mentioned faults accurately under
varying grid parameter uncertainties.

This study examines four faults in the power electronic converter (PEC) dataset: line-to-
line (LL) fault, three-phase sensor fault, single-phase voltage sag, and three-phase grid fault. It
is worth noting that the location of these faults can be determined from Fig. 1. The frequency
[fc] of the system throughout various fault conditions is used for detection. Each fault has
significantly different characteristics and magnitude. The faults explained in this section are
illustrated in Fig. 2.

2.1.4 Fault detection using Matrix Profile algorithm

Fig. 3 depicts a zoomed in window of the matrix profile values during each fault type
examined in this experiment. The detector is shown to behave robustly and accurately for all
the presented fault types.
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Figure 3: PEC dataset fault detection using Matrix Profile algorithm.
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Figure 4: PEC ground truth comparison [Normal: green, Anomaly: red].

Fig. 4 shows that the detector was able to accurately determine the start and end of each
anomaly (i.e., 100% detection rate) with no false positives (i.e., 0% error rate). Note that
the actual events in the system operation is known in the dataset, and thus, it is possible
to evaluate the performance of the method against what we called ground truth about the
anomalies. It is noted that detecting the end of an anomaly sometimes takes more time than
detecting its start.

By nature, anomalies are rare, therefore interpreting the detection and false positive rates
in a traditional way is not advisable. In our case, the detector was able to successfully detect
all four faults with zero false positives in the PEC dataset. For the power grid use cases,
it is important to detect anomalies quickly so that remedial action can be taken promptly.
Interestingly, the detector performed well when coping with anomalies of dramatically different
characteristics and magnitude. Each anomaly in the dataset is shaped differently, and the
algorithm accurately detected the start and end of each one. This demonstrates the robustness
and scalable features of the algorithm, which was also designed to run in real-time and was
simulated as such. Each datapoint arrived in a simulated time series, and the algorithm was
not aware of subsequent datapoints. It utilizes a sliding window technique; therefore it fits in
a fixed memory window. Additionally, the computations are efficient and scale well with the
window size; this offers strong potential in a real-time monitoring context.

2.1.5 Anomaly-Transformer

In Table 1, we provide the detection performance summary per fault type using the
anomaly-transformer in the PEC dataset. For model evaluation, we used full datasets per
fault consisting of 13 features, including the frequency [fc] used by the Matrix Profile algo-
rithm. Training and testing parameter values are included in the provided GitHub repositories.
From the results, we can observe that in the default configuration, the model was able to iden-
tify all anomalies. We also note that additional tuning is needed to decrease the number of
false positives in the case of three-phase grid fault. The Matrix Profile is shown to outperform
the model in our use case, but further testing with multi-feature anomalies and faults would
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be needed to confirm this observation.

Fault Accuracy Precision Recall F-score
LL fault 0.990 0.860 1.000 0.925
Single-phase voltage sag 0.998 0.998 1.000 0.999
Three-phase grid fault 0.985 0.630 1.000 0.773
Three-phase sensor fault 0.997 0.996 1.000 0.998

Table 1: Anomaly-transformer per fault performance report.

It is important to highlight that the correct classification is a must to find the correct
intervention to reestablish the system operation in a timely basis.

2.1.6 Summary

Real-time detection and classification has significant implications in grid cyber-security and
reliability. Attacks against the power grid are becoming more sophisticated, and it is essential to
discern whether the system is under attack or experiencing a fault condition. Furthermore, it is
important to know whether a fault is occurring so that automated or manual corrective actions
can be performed, to protect system components and ensure maximum system reliability
and uptime. We have presented different methods for anomaly detection while proposing an
effective approach to identify faults in the operation of power electronic converters in PEDGs.
This approach will be extended to be deployed as the final demonstration of FIREMAN.
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3 Semantic-functional communication

The novel approach called semantic-functional communications (SFC) was recently pro-
posed in [13]. The difference between the proposed SFC and other communication system
designs is to consider the “idle states” of given radio resources as informative to the receiver
in semantic terms.
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Figure 5: Schematic of the cyber-physical system where a semantic-function communication
will be deployed.

In other words, by not explicitly transmitting any data, the receiver “recovers” the infor-
mation about the predetermined state of the system under consideration. This was tested
in a multiuser scenario, where different sensors need to transmit only alarm messages to a
decision-maker node (receiver) that needs to (i) identify if a message was transmitted and
(ii) by which sensor. The proposed random mapping constructed for the SFC proved to be
consistently more efficient than other options link, namely ALOHA and time multiplexing.

Such initial case-specific solution motivated us to generalize this idea, in order to charac-
terize the fundamental limits of SFC in a single link scenario. Consider the scenario presented
in Fig. 5. There are two random variables X and Y representing the state of a given physical
system Φ at two different points. Without loss of generality, let ai[k] ∈ A be a variable
that measures the ith attribute of Φ in a given (discrete) time k ∈ N+, being defined by
a set of possible meaningful attributes A such as temperature, position, including the case
where such attributes are out of their operational range. The series of the measured attribute
ai[k − t], . . . , ai[k] ∀i = {1, . . . , N} is the basis to determine the state sk ∈ S, where t
represents the time dependence and S contains the possible meaningful events like the ones
indicated above that Φ can experience; this is defined as a history-dependent mapping (a se-
mantic operation) from f : AN×(t−1) → S. Note that both ai and sk are symbolically defined
measurements, which are data acquired from Φ, and thus, part of the cyber domain [1].
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The aim of the semantic-functional communication is to minimize the explicit use of com-
munication resources between the transmitter side (represented by the random variable X)
and the receiver side (represented by Y ) while the meaningful states sk can be successfully
transferred, so the cyber-physical system can operate as needed, required or desired. Let Xpre

and Ypre be the predictions about the system made by transmitter and receiver, respectively,
before measurement and transmission. As the data to be communicated refers to the physical
system Φ, it is possible to predefine shared knowledge that both transmitter and receiver share
before the operation of the system. For example, if Φ is a dynamical system that can be
fully characterized over time by its equations of motion and initial states, it is possible (and
reasonable) that this knowledge is shared between at the transmitter and receiver sides, and
thus, I(Xpre;Ypre|k) = Imax assuming that they are synchronized, where Imax is the maximum
mutual information. In this ideal case where Φ operates as expected and measurements are
perfectly taken, X = Xpre = sidealk and Y = Ypre = ŝk = sidealk

Now consider the case where the operation of the physical system is not ideal, and indeed
diverges from the expected dynamics. In this case, X ̸= Xpre with X = sk. Without explicit
communications, Y = Ypre = ŝk = sidealk , which is not necessarily a correct estimation leading
to Pr[ŝk ̸= sk] ≥ 0. In this case, I(X;Xpre) = I(X;Ypre) = I(X;Y ) ≤ Imax. Therefore, the
goal of the explicit communication is to minimize the gap between the mutual information
I(X;Y ) and its maximum, so that Imax−I(X;Y ) = ∆ is small, tending to 0 at best. However,
depending on the function to be performed by the system, as in traditional channel coding
approaches, ∆ might not need to be 0, but only bounded to a given value. The semantic-
functional communication challenge is the following: (i) determine the meaningful states s ∈ S
for the operation of the cyber-physical system, (ii) propose an event-driven communication
system from the selected states to minimize the need of explicit communications, and (iii)
define what are the acceptable level of errors that the SFC requires, so that the cyber-physical
system is still functional considering the proposed data transmission scheme.

The mathematical formulation of one of the simplest possible SFC problem can be stated
as follows: the aim is to define the events E which minimize the average occurrence of events
E[ΘE [k]] such that the constraint Pe < δ is always met. E is the event derived from the
semantics of the physical process that is the source of the data, Θ[k] is an indicator function
that is 0 if the event does not happen, and 1 if it does; Pe refers to a given performance
indicator of the cyber-physical system (CPS) under consideration, and δ is the maximum
acceptable Pe required to operate a given function in the CPS. In plain words, E refers to the
semantics, and this is our tunable parameter, while δ refers to the function that the transmitted
data have in the operation of the system under consideration.

3.1 Networked control systems and event-triggered control

Modern feedback control based on embedded systems requires communications as a way
to transmit the current state of a physical entity from sensors to a decision-making unit (or
data fusion center, or control center) that, depending on the data, will indicate interventions in
the physical entity to maintain its operation within the required specifications [14]. In the field
of automatic control theory and systems, a sub research-field that combines communications
and control is often referred to as networked control systems (NCS) [15]. A typical problem
to be solved in this field is exemplified in [16]: what are the necessary and sufficient conditions
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on system parameters, that ensure stability of a multi-sensor remote estimator under multiple
Markov fading channels? Generally, the communication channel models used by control theo-
rists are (much) simpler than those used by researchers in telecommunications; the main aim
of the former is to produce scheduling policies for the sensors to access shared communication
resources, while maintaining the physical system stability. This is due the reason that in the
past, traditional control theory has focused on the feedback used to adjust the system’s func-
tioning, while the communication network architectures have been treated as design boundary
conditions (in terms of delays, synchronization, etc.).

One interesting approach is what is called event-triggered control (ETC), where the sen-
sors only transmit events that are useful (in our terms, meaningful and functional) to perform
control actions [17]. When considering ETC from the control perspective, it can be seen as
determining the instants of sampling of the states and control actions for a class of complex
(non-linear) systems. Although ETC and event-driven communications as in [18] are simi-
lar, their convergence in a specific event-driven communication system designed to perform
event-triggered control is still an open problem, although in the literature some interesting
considerations were made, like in [19] that focuses on event-triggered paradigm connecting
aspects related to communication, control and optimization. The work we proposed in [13],
to the best of our knowledge, is the first to create a dedicated communication system (called
semantic-functional) making use of implicit communications between transmitters (sensors)
and receiver (sensor fusion), to make a decision about which sensor transmitted based on an
identification code generated by a random map. Next we will present a test example, showcas-
ing the benefits of using the proposed semantic-functional communication in a typical scenario
of event-triggered NCS.

3.2 Scenario description

The adopted scenario is outlined in Fig. 6 and is described as follows. One desires
to monitor a specific area by performing remote sensing via a swarm of nine autonomous
drones, which are assumed to be able to satisfactorily monitor such an area. To this end,
this area is divided into nine square cells, assigning one drone to each cell. The purpose of
our communication system is to enable the nine drones to stay within their respective area
using as few communication resources as possible (i.e., minimizing explicit communications),
while controlling a performance indicator Pe so that its value does not exceed its maximum
acceptable upper bound. In our scenario, Pe represents the drone’s permanence time outside
its respective cell. Note that the system admits, within certain limits, that drones leave their
respective areas, and that we consider that the remote sensing task (i.e., what is monitored,
how and to whom the drones will report their measurements, etc.) as beyond the scope of
this work. The drones are programmed to perform a random walk, and return to the central
position of their coverage area when they receive a control signal (or a track request) indicating
that they are out of their specific region. After returning to the center, the drone restarts
its random walk. Since we are not interested in the downlink part of the communication, we
assume that the decision-maker can transmit the control signal to drones through error-free
communication.

In conformity with the notation of Section 3, we have that X represents the drones’
positions, Y are the drones’ positions as assumed by the decision-maker, sk ∈ {0, 1, 2 . . . } are
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Figure 6: Drones and sensor nodes position. The diamonds represent the central positions of
the drones, the circles are the positions of the sensors, and the dashed lines demarcate the
sub-areas.
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Figure 7: Examples of random walk of drone for square area of 20m per 20 m, where the
performance Pe is the frequency of false events that is set in 1%, and the frequency that the
receiver does not receive event that is set in is 3% (note that this last one is not applicable
for SFC in (a) and (b)) .

all states of the system, such as all drones inside their respectively sub-areas, drone 1 outside
of it, drone 1 and 2 outside of it, and so on. Even though explicit communication is used
constantly—resulting in Imax − I(X;Y ) = ∆ → 0, meaning that all acquired information
is explicitly transmitted—, we would have no guarantee that Pe < δ, because the channel
capacity may be insufficient. Note that in this case the channel is never idle; therefore, we can
admit that E[ΘE [k]] is maximum. Our goal now is to define events E that minimize E[ΘE [k]].

Among some practical solutions to support system operation, we can highlight two:
semantic-functional communication (SFC) and traditional communication. A possible ap-
proach in terms of traditional communication would be as follows. We could deploy three
sensor nodes so that the specific position of any drone can be obtained by triangulation.
Thus, each of the three sensor nodes would periodically send the distance between itself and
the drones. In this way, the decision maker would be able to estimate the position of each
drone and, if necessary, send the return command.

An excellent approach would be to adopt event-trigger transmissions; in this way, the
sensor nodes only transmit when the drone crosses the border. Fig. 6 assists us to understand
how to implement such a solution. For each sensor node (circles in Fig. 6), two events are
possible: a drone crosses the border from right to left (or top to bottom) or vice versa. Note
that this is enough for the decision-maker to satisfactorily maintain the system’s functionality.
As demonstrated in [13] for event-trigger transmissions, the SFC technique outperforms both
orthogonal and random protocols for media access control, in terms of the probability of error.

Furthermore, the method proposed in [13] ensures that the decision-maker is aware of the
event even when collisions occur during transmission. On the other hand, such a method, with
a probability as low as desired, entails the possibility of false positives. As we will see in more
detail when discussing the numerical results, such a disadvantage from the communication
point of view does not interfere with the proper functionality of the system. In contrast,
false negatives—due to a collision if ALOHA were adopted, for example—would substantially
degrade the functionality of the system; this is because missing event transmissions would
preclude the corrective action to be taken.
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Figure 8: Comparison between the systems (a) without using explicit communication, (b)
minimum explicit communication with SFC, and (c) maximum explicit communication. In this
case, the performance Pe refers to the ratio that the drone violates its respective cell.

3.3 Numerical results

We will now investigate the behavior of the proposed system. The impact of the deter-
mination of event E associated with different performance constraints δ can be assessed as
follows. Let us assume a total monitoring area of 60 meters by 60 meters, resulting in nine
cells of 20 meters by 20 meters. In this scenario, we consider the trade-offs involving the use
of implicit/explicit communications, measured by ΘE [k], and the performance Pe evaluating
the ratio of violation for a certain drone, i.e., the number of time slots a drone is outside its
cell divided by the total number of time slots.

Fig. 7 exemplifies some possible results of a random walk of a drone when the probability
of false event is set to be 1%, and probability that the receiver does not receive event (not
applicable for SFC) as 3%. In Fig. 7 (a) and (b), a short (100 simulation steps) and a long (one
million simulation steps) random walk are presented, respectively, in which the communication
system is the SFC. In Fig. 7 (c) and (d), a short and long random walk are presented,
respectively, in which the communication system is the ETC, but the method proposed in [13]
is not used. As shown in 7 (a) and (b), the proposed system generally keeps the drone within
the desired area. However, in Fig. 7 (c) and (d), the drone significantly deviates from its
target area, due to communications failure when sending the event of leaving its respective
cell. In this last scenario, the CPS is not functional, because the ETC cannot keep the drones
within their respective cell as far as there is no guarantee that the event signaling was correctly
received.

We will now turn our attention on minimization of the use of explicit communication
ΘE [k]. For sake of comparison, we select three parameters for our CPS. In the first one,
we set that the explicit communication between sensor nodes and decision-maker is never
used, i.e., ΘE [k] = 0. Within this hypothetical scenario, we assume that the decision-maker
randomly transmits the return command to a drone. Note that this approach deals with the
lack of information about the actual position of drones in an entirely arbitrary (random) way.
It is worth noting that (i) if the recurrence of the return command were high, the drones would
tend to stay too close to the center in addition to overloading the communication system, (ii)
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if the time between two subsequent return commands for the same drone were too long, the
drone tends not to remain inside its cell.

The SFC was adopted for the second scenario, in which we define the usage rate of
explicit communication as E[ΘE [k]] = 7% in order to keep the Pe < 1.5%. Thereby, the
decision-maker acquires information concerning the system 93% of the time through implicit
communication. E[ΘE [k]] = 7% is obtained by defining an event as any border violation of a
given drone with regard to its respective cell, where the sensor nodes send every event to the
decision-maker.

The third hypothetical scenario has only three sensor nodes that constantly report their
readings to the decision-maker. In this approach, the decision-maker can know the exact
position of a drone through triangulation. However, due to the excessive consumption of
the means of communication, we adopted a randomly generated delay to obtain the data
transmitted by the sensor nodes. We further assume a random delay in the transmission of
the control signal that indicates that the drone needs to return; this delay reflects the time
required to process the triangulation.

Figure 8 outlines the results for these three hypothetical scenarios. It presents the systems
(a) without using explicit communication, (b) minimum explicit communication with SFC,
and (c) maximum explicit communication. Without explicit communication (i.e., the decision-
maker operates blindly), we obtain Pe = 4, 722%. Using SFC, we have Pe = 1.19%. And with
constant channel usage, we have Pe = 11, 616%. Note that the SFC outperforms the others in
terms of the functional requirement of the system, i.e., the Pe. These results corroborate our
premise of reduced use of explicit communication, while fulfilling the functionality requirements
of the system. In other words, it demonstrates the effectiveness of designing a cyber-physical
system jointly handling its semantic and functional characteristics.

3.4 Summary

The field of semantic communications has attracted great attention in the latest years,
possibly due to the fast pace development of AI. In this context, this work provides a contri-
bution slightly different from the literature by leveraging the semantic knowledge in the design
of CPSs. Specifically, our main target is not to maximize the efficiency of the radio resources
usage based on contextual knowledge, but rather to minimize the use of such resources while
the CPS under consideration can still operate within the desirable performance range. In
contrast to the literature, we presented our formulation of what we call semantic-functional
communications and successfully test it in a CPS constituted by a swarm of 9 drones that
jointly perform remote sensing over a certain region. Although preliminary, these results set
the path for a more organic collaboration between control and communication engineers, both
to determine the fundamental limits of the operation of CPSs and to build more effective
systems that use as little resources as possible to perform their particular tasks.
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4 Conclusions

This document presented the final insights and consolidated outputs from FIREMAN Task
5.3. One of the main areas covered in this document concerns explainable anomaly detection
methods that support decision and actions. Besides, we introduced a semantic-functional
communication approach based on event-triggered transmissions, aiming to effectively and
efficiently control the positions of UAVs whenever a violation of their respective target areas
happens. When combined, the above-mentioned areas of research provide a framework for
rare events’ detection, classification, decision making and control.
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