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1. Progress Report
1.1.

Project objectives and activities implemented

From May 2019 (M1) to March 2022 (M35), we have successfully concluded WP2 and WP3, while the other
two technical WPs (WPs 4 and 5) are proceeding as expected towards the final project goal. WP6 related
to the testbeds is running as expected, as indicated in the following table.

Project objectives
Model the industrial physical process to
retrieve the signal characteristics, e.g., time-

vs. event-triggered sampling, from the
physical data captured/recorded using
sensors.

Design a flexible network topology for the
scalable deployment of many sensors to
securely collect data at a low cost with a
proper utilization of the scarce shared
resources.

Optimize the communication protocols to
efficiently handle mission-critical
transmission with stringent QoS
requirements (ultra-high reliability, very
low-latency) in industrial setups.

Perform preliminary data analysis and
processing to transform multi-stream raw
data generated by various sources
(heterogeneous and high-dimensional) into
usable formats.

Extract useful information from the
monitoring data and guide short-term
operational decisions related to the physical
process monitored by the sensors.

Achieve proactive (predictive) maintenance
via data-driven learning and mining
techniques that identify and unlock the
potential value of data.

Offer system situational awareness on the
occurrence of rare events for timely
detection, effective decision-making, and
possible issuing of actuator commands.

Develop experimental testbeds to enable
the validation and evaluation of the

Progress towards achievement

A framework was defined (D2.1, and D2.2) to define
possibilities for different data acquisition methods. We
have showed that event-based acquisition provides
advantages in the use cases studied by FIREMAN (D2.3,
D.2.4,D3.1 and D3.2).

Different cutting-edge transmission techniques for
sensor connectivity were studied, and many papers
were published focusing on a dynamic network
topology for massive machine-type communications
(D3.3a/b, D4.1, D4.3a/b).

Together with the massive connectivity, we have also
proposed different new protocols to be employed in
LoRa and beyond-5G networks in order to satisfy the
stringent QoS required in industrial setups (D3.3a/b
and D4.1, D4.3a/b).

We have initially focused on the benchmark TEP project
(normal and extended versions), as well as data from
power systems, i.e., phasor measurements. We have
collected data from a microgrid testbed in National
University of Athens via ERIGRID, currently under
study. We are now focusing on the practical setups at
SEAT, LUT in collaboration with Aalborg University and
UOULU (current work in T4.2,T5.1, T5.2, T6.1 and T6.2)
Extensive study of TEP benchmark to improve the
detection of faults in real time. The proposed delta-
based technique outperforms the benchmark scenario
with much less data transmissions, considering a data
imputation heuristic to reconstruct the datasets. This
approach is extended to the test cases in WP6.

The proposed delta-based technique “filters” data in
the acquisition phase, enabling fast fault detection.
This is combined with a rule-based data imputation
method to recover missing data points. Impact of this
filtered data to classification (T4.2, T5.1, and T5.3). We
are also developing different deep-learning-based
methods explicitly evaluating their uncertainty levels.
This is the focus of WPS5, including how to visualize rare
events to enable effective decision-making through an
openly available FIREMAN dashboard (D5.1 and D5.2,
as well as current work in T5.3, and partly in WP6).
Testbeds are defined and we are organizing with the
relevant persons how to deploy the proposed solution
as part of WP6. We are following the proposed
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proposed solutions and verification of the procedure presented in D2.1 and D2.2. SEAT testbeds

overall system performance. are defined and discussions with the maintenance
teams are frequent; the only “drawback” is that, after
the installation of the suggested sensors, no fault has
happened. LUT team used a research visit to NTUA via
ERIGrid 2.0 to test the proposed framework in realistic
smart grid scenarios, which has been followed up by
tests with Aalborg University, and UOULU is working
with the massive data obtained from the campus
measurements and delivered wirelessly. ThyssenKrupp
(France) has offered one dataset from its production
line to be tested. All testbeds cited above are currently
active.

In what follows, we provide a summary of the main activities during the project, indicating the key partners
and their collaborative work. More details in Sec. 1.3.

- General framework to define the boundary conditions of the specific problem to be solved based on the
proposed 3-layer model utilizing six guiding questions (all teams). Additionally, a methodology was
proposed to define the most suitable loT platform to be used for different scenarios (LUT). The industrial
loT proposed in FIREMAN was summarized by the concept of Pervasive Edge Computing (LUT).

- Proposal of event-driven data acquisition methods to be employed in combination with fault detection
and classification methods aiming to improve their effectiveness. Tests were carried out using the
Tennessee Eastman Process (TEP) and smart grid scenarios. Collaboration between: LUT, ALBA, CTTC,
UOULU and TCD. Current development of event-driven acquisition combined with data imputation to be
deployed in the testbeds (LUT, TCD, CTTC).

- Study of different large-scale transmission techniques focused on machine-type communications,
including traffic modelling, power wide area networks, non-orthogonal/rate splitting multiple access,
network slicing, waveform design, antenna polarization, intelligent reflecting surfaces, and massive multi-
antenna systems. We have assessed the performance of existing technologies and proposed new
techniques to improve the data transmission. Collaboration: LUT-ALBA, LUT-UOULU-CTTC, UOULU-ALBA
LUT-CTTC, and LUT-TCD.

- Analysis of data aggregation for distributed networks and clustering formation (UOULU). At the
application layer, ongoing study of data fusion methods ranging from simple heuristics to complex deep
learning techniques, which are useful to recover data in combination with event-driven acquisition or due
to impairments related to the wireless data transmission (TCD, CTTC, ALBA, LUT). Proposal of an open
platform for testing data imputation methods (CTTC, TCD, LUT, ALBA).

- Extensive analysis of Quantitative Association Rule Mining Algorithm (QARMA) as a tool for fault
detection and classification (including rare events), tested in smart grid scenarios and TEP, where QARMA
has a similar performance than deep learning methods, but with an advantage of being explainable (ALBA,
LUT). Data visualisation platform to be openly available facilitating the user experience to support a timely
detection of rare events based on the big data analytics (CTTC, LUT, ALBA). Currently, QARMA is being
adjusted to be used in the testbeds in T5.1 and T5.3.

- Initial work in the testbeds as part of WP6: SEAT scenarios (paintshop, and computer numerical control
machines of the gearbox production), LUT microgrid scenarios (ERIGrid 2.0 and Aalborg) and UOULU smart
campus (sensors and communication network). Additionally, LUT is working to find new collaborators
(industrial) to test the generality proposed approach. ThyssenKrupp has recently agreed to cooperate with
FIREMAN by initially sharing a dataset obtained from their production line in France.

Overall, FIREMAN is successfully progressing towards its planned objectives.
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1.2. Transnational collaboration

LUT and ALBA have collaborated in a fault classification in power grids to compare the performance of QARMA
and deep learning in a controlled task, related to Task 2.3. In relation to WP2 and WP3, LUT, ALBA, TCD, CTTC
and UOULU are actively collaborating to study and assess the impact of event-driven approaches in different
industrial settings based on the proposed three-layer model. In the context of WP3 and WP4 research activities,
Dick Carrillo Melgarejo (LUT) performed a research visit at CTTC premises during November 2019 where he
collaborated with Charalampos Kalalas (CTTC) related to T3.3. The joint research efforts and outcomes resulted
in a conference publication and a paper submitted (and currently under review) on radio access network slicing
for smart grids. Collaboration between LUT and CTTC is progressively advancing with the submission of other
different joint papers related to the testbeds. Besides, LUT is also working with ALBA in the topic of massive
MIMO and NOMA/RSMA related to WP3 and WP4. LUT and UOULU as well as CTTC have also collaborated in
tasks related to event-driven techniques, cyber-physical systems modelling and advanced communications.
LUT and TCD also worked together on TEP for dimensionality reduction and a new approach to communication
systems for transmit alarms. TCD, CTTC, ALBA and LUT are developing data imputation methods, which are
also being combined with event-driven data acquisition. The whole team collaborates in two publications: one
describing the general idea of FIREMAN and the other presenting the first results related to TEP. SEAT and CTTC
(in the same country) are maintaining frequent tele-conferences to organize the testbeds towards the
development of the final process-monitoring solutions, including the participation of SEAT maintenance teams.
In addition, FIREMAN team has been extensively collaborating with Aalborg University (Asst. Prof. Subham
Sahoo) to work on physics-informed machine learning following FIREMAN framework. Also, we are cooperating
with NTUA based on the results obtained in a 4-week research visit in Nov./Dec. 2021 of LUT researchers via
ERIGRID 2.0.

Note: Since March 2020, all face-to-face activities and travel were put on hold due to COVID-19. This created
some impairments to some activities, although the overall progress of the research activities is satisfactory.

In summary, the different expertise of the consortium has been successfully channelled to solve the proposed
interdisciplinary problem, as well as specific domain problems related to cyber-physical system modelling, data
acquisition, fusion, and analytics. This convergence has been very positive, making the team as a whole to solve
problems that the groups would be hardly capable to solve individually.

As we keep frequent tele-conferences (weekly meetings with Aalborg University to discuss the testbed, every
second week for general technical discussions, and monthly steering group) and target at concrete goals and
action points, the transnational collaboration is going smoothly. The only obstacle is the lack of synchrony in
the funding agencies, but the impact was decreased by extending the project for 12 months. However, the
situation of the funding from the Greek side is still undefined because of the transferring from AIT to ALBA.

In addition, FIREMAN is collaborating with joint activities with another CHIST-ERA consortium SOON
(https://www.chistera.eu/projects/soon). In late June 2020 we had our first joint telco and in October we have
participated in a joint workshop as part of INTER-ENG conference organized by SOON members called
International Workshop on Smart Technologies in Industry 4.0 (RATIONALITY). In March 2022, we had a
second version of this workshop, which was also the third-year workshop of FIREMAN.

FIREMAN has also coordinated two special sessions in one of the biggest IEEE conferences of Communications
Society (PIMRC) including invited papers by FIREMAN, and SOON, as well as other well-known researchers in
the field of Industrial loT and machine-type communications including two ERC consolidator grantees. A special
session proposal at the IEEE International Conference on Communications, Control, and Computing
Technologies for Smart Grids was also recently accepted (Apr 22). FIREMAN team also organized three joint
online workshops (Dec 20, May 21, Dec 21) with ee-loT project led by UOULU and LUT.

In summary, despite all challenges due to COVID-19 and mobility restrictions, we have been able to carry out
a successful transnational collaboration not only within FIREMAN but also including collaboration with another
CHIST-ERA consortium as well as top-level research teams.

Currently, FIREMAN team has also started working towards EIC Transition application with the deadline in Sept.
2022. At this point, we are considering new members that might be invited.



https://www.chistera.eu/projects/soon
https://inter-eng.umfst.ro/2020/index.php?page=workshop&action=rationality
https://soon.umfst.ro/rationality.html#next
https://cps-g.com/cna-for-cps-in-industry-4-0/
https://sgc2022.ieee-smartgridcomm.org/authors/special-session-cfp-interplay-between-communication-and-computation-wireless-empowered-smart
https://sgc2022.ieee-smartgridcomm.org/authors/special-session-cfp-interplay-between-communication-and-computation-wireless-empowered-smart
https://sites.google.com/view/ee-iot/virtual-workshop-2020
https://sites.google.com/view/ee-iot/virtual-workshop-2020
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1.3.  Significant events and results

>The research of WP2 ended in M21. The work was divided into three tasks.
Task 2.1: Definition of Key Performance Indicators and Requirements (M1-M4; responsible: SEAT;
involved: LUT, CTTC, ALBA, UOULU). This task provided the KPIs and requirements to test and validate the
proposed approach. SEAT defined a special table to be filled to define the KPls, and filled it considering the
following cases: drive chain failure in paintshop processes and spindle (kind of actuator) failures in
computer numerical control (CNC) grinding machines in the machining centre. LUT has redefined its
potential study cases: TEP benchmark scenario, micro-grid and welding machine; it filled the proposed
table. CTTC and UOULU worked together to define the communication KPIs for industrial environments
under consideration. ALBA provided the technical coordination of this task. The main outcomes of this
task are documented in D2.1.

Task 2.2: Scenarios and System Architecture (M3-M6; responsible: LUT; involved: ALBA, UOULU, SEAT).
This task focused on the development of a general framework based on a three-layer model consisting of
physical, information and regulatory layers. LUT proposed a three-layer model of industrial cyber-physical
systems used to build a general framework based on 1+6 questions in a step-by-step procedure that give
the boundary conditions of the particular solution to be taken. LUT tested this approach in its three
proposed study-cases, also partly looking at potential use in electricity grids [J-5], [J-14] and selection of
loT platforms for ML [J-9]. SEAT focused on its two test cases. UOULU and ALBA provided support to LUT
via several interactions in the proposed framework. Results are documented in D2.2 and in [C-15].

Task 2.3: Fundamental Studies (M5-M21; responsible: ALBA, involved: LUT, UOULU). This task focused on
the analysis and research on theoretical bounds for our detection and prediction process according on the
“important” events identified in Task 2.1. ALBA focused on the use of QARMA algorithm in different
scenarios [C-4] in collaboration with LUT and UOULU and with focus on TEP; and in [J-9] in collaboration
with LUT for fault classification in power grid scenarios. In particular terms, these results indicate the
potential to use QARMA for rate-event detection; one remarkable issue here is that QARMA has a high
level of explainability of outcomes, also following the approach proposed in [J-15]. In addition, motivated
by the COVID-19 pandemic, LUT team approached the event detection of epidemics based on machine-
learning [J-13]. The key enabling technology for FIREMAN was identified by the idea of pervasive edge
computing based on industrial 10T [J-17]. In addition, fundamental limits of explainability in [J-15] have
been proposed considering a personalized machine learning. Besides, an extensive feasibility study of
dynamical systems’ modelling for data imputation tasks in industrial environments was conducted by CTTC
[C-16, C-18]. The main outcomes of this task are documented in D2.3 and D2.4.

>The WP3 research activities span over three different tasks; this WP ended in M30. We hereby highlight
the main technical achievements per task level for each individual beneficiary involved.

Task 3.1: Physical Process Data Modelling (M4-M15; responsible: LUT; involved: CTTC, UOULU). The
objective of this task lies on the characterization and classification of the raw and pre-processed data
generated by the sensors. In this context, LUT (task leader) investigated the differences between periodic
and event-driven data sampling and developed a flexible event-driven measurement technique based on
spike-filtering. In addition, LUT has performed a classification of a power grid (electricity metering) dataset
to identify which signals perform better with periodic or event-driven sampling and investigate whether
the event-driven measurement technique with spike-filtering produces meaningful output for this dataset.
LUT also applied the proposed event-driven techniques in the TEP dataset. CTTC has investigated analytical
models for the accurate characterization of sensor traffic streams that exhibit high spatiotemporal
correlation. Instrumental in this direction is the use of point processes, e.g., Markovian Arrival Process
(MAP), which allow for a tractable expression of the traffic activation probability. The exact derivation of
this metric will act as an input for the performance assessment of different communication protocols
developed in Task 3.3. The application of this framework has already been studied by CTTC for cascade
failure modelling in an N-element power system using as datasets the operational (inter-failure) times of
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the electrical components. UOULU is also exploiting the MAP framework to model source arrivals at a
given node. The main initial outcomes of this task are documented in D3.1.

Task 3.2: Local Data Collection and Storage (M6-M15; responsible: ALBA; involved: LUT, CTTC, SEAT). The
objective of this task is the development of solutions for data collection and sampling and techniques for
efficient data storage. In this context, LUT studied the level of data compression required for periodic and
event-driven sampling by considering the reconstruction error. A data compression strategy suitable for
time-series data has been also developed by CTTC to effectively exploit the temporal and spatial
correlation in the sensors’ observations. The compression method first learns the latent variables of the
sensor observations and stores them only for the necessary time ticks, i.e., the time steps where the
computed error is greater than a given threshold. The rationale behind the proposed compression
technique is to efficiently store the sensor measurement data without compromising the detection
performance for abnormal behaviours that may exist in the sensor streams. The fundamental trade-off
between compression ratio and error was also studied. ALBA (task leader) has investigated the trade-offs
that arise when using standard relational database technology (e.g., using Oracle 18c or MySQL 5.7) to
manage the datasets required in FIREMAN versus using NoSQL databases, as it is well-known that the two
general approaches can have significant implications on the ability of the project to handle big data. SEAT
collected detailed information on how data are acquired and stored in internal systems including data
sampling and compression, and other relevant techniques and parameters. The main outcomes of this task
are documented in D3.2.

Task 3.3: Large-scale Data Transmission (M7-M30; responsible: CTTC; involved: LUT, ALBA, UOULU). The
objective of this task is the design of agile communication schemes able to achieve scalable and ultra-
reliable, low latency transmission of the sensing information. The consortium partners have introduced
several technical enablers covering a wide range of communication technologies to address highly
heterogeneous traffic scenarios that entail transmission of industrial data. In this context, LUT has already
extensively investigated the performance of massive MIMO-NOMA networks in dense industrial
deployments including both uplink and downlink [J-1], [J-3], [C-7], [C-11], [C-12], [J-7], [J-8], [J-16], [J-18],
[J-22], [J-26], [J-33]. LUT also studied a multi-class communication system based on ALOHA [J-2], [J-28], [J-
29], the performance of GFDM modulation, which can be a promising solution for large-scale transmissions
[C-6], [C-13], a preliminary demonstration of a 4G network in an industrial environment [C-1], the study of
e-model algorithm considering wireless communications [J-20], and the benefits of backscattering [J-10],
[J-18]. Besides, LUT developed a new framework to data collection and transmission in challenging
environments based on UAVs [J-19] and in energy systems [J-23], [J-31], [J-33], [J-35], [J-36]. LUT and CTTC
(task leader) have jointly studied ([C-9]) the applicability of the emerging IRS paradigm for reliable uplink
access in an industrial scenario involving ultra-reliable low-latency communication (URLLC). The
performance assessment revealed significant gains in terms of reliability, resource efficiency, and capacity
and for different configurations of the IRS properties, unveiling the potential of IRS as a promising and low-
cost solution to provide link diversity and achieve reliable uplink connectivity in industrial setups. CTTC has
also proposed a general data-acquisition model composed of a fusion centre and sensors where the impact
of imperfect communication is quantified [C-18]. ALBA focuses on an mMTC scenario, where many power-
limited sensors, equipped with a single antenna, need to transmit their data to a hub (base station) with a
high computational power and with an antenna array. The framework under study aims to maximize the
sum rate of all transmitting sensors, subject to individual power and rate constraints. UOULU has already
investigated the applicability of Long Range (LoRa) networks in highly dense industrial communication
scenarios. The capacity of LoRa Wide-Area Network (LoRaWAN) in terms of the number of sensors under
coverage has been evaluated using message replication techniques to exploit time diversity and increase
reliability. In particular, a novel hybrid coded message replication scheme has been proposed by UOULU
([J-4]) which interleaves simple repetition and a recently proposed coded replication method and achieves
improved performance - subject to minimum reliability requirements - without requiring additional
transmit power. Moreover, they investigated the reliability gain when using superposed signal decoding
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at the gateways [J-11], [J-30]. In addition, UOULU has setup a system-level simulator of LoRa technology
for testing various protocol solutions in the context of FIREMAN [C-10]. In a collaboration between LUT-
UOULU, different scenarios of LoRa were studied for industrial environment utilizing ns3 [J-7]. LUT has also
studied the case of extreme fading model related to industrial environment [J-34] while ALBA has focused
on IRS-relay in multihop industrial wireless sensor networks. The main outcomes are in D3.3a/b.

>The work on WP4 has started on time - November 2019 (M7). During 2021, all partners involved in WP4
have been taking part of the regular biweekly meetings related to the activities that are part of WP3 and
WP2. The purpose of these meetings was to keep the work harmonized between the tasks and to
strengthen the collaboration between the partners. The participation in these meetings helped accelerate
the activities related to WP4. The activities of WP4 are being developed in parallel with WP5 and WP6.
Task 4.1: Aggregation of heterogeneous big data (M7-M32); responsible: UOULU; involved: LUT, CTTC,
ALBA, SEAT). The objective of this task is to enhance traditional clustering algorithms so that they account
for the communication capabilities (e.g., limited communication infrastructure or provisionally deployed
access points). The work on this task resulted in some early work delivered by UOULU and LUT. UOULU
carried out work related to enhanced reliability in Low-Power Wide-Area Networks (LPWAN), in particular
in LoRaWAN, with coded replications and also worked on the data aggregation and scheduling with QoS
guarantees, as well as the work on NOMA for enhanced ultra-reliable low-latency communications (URLLC)
and mMTC in coexistence with Enhanced Mobile Broadband (eMBB) traffic. This work resulted in a few
publications ([J-4], [C-19], [C-22], [C-23]). Their work on LPWAN [C10] was presented at 6G Summit 2020.
Also, UOULU is working on interference modelling in MTC scenarios with aggregation. LUT started the
work on grant-free random access in collaboration with CTTC, which was presented at the 6G Summit 2020
[C-9]. CTTC s also exploring various strategies for intra-cluster discovery and cluster-head selection policies
aiming to minimize the involved signalling overhead in dense industrial loT scenarios [C-8]. LUT is also
extensively studying massive MIMO — NOMA scenarios deployments [J-1], [J-3], [C-7], [C-11], [C-12], [J-7],
[J-8], [J-33]. LUT has also started work on spectral and energy efficiency in IRS-NOMA also together with
ALBA [J-16], [J-22],[J-26]. LUT has also studied the concept of Pervasive Edge Computing as a key enabler
of data aggregation in Industrial loT [J-17], including a new energy efficient approach for network function
virtualization based on distributed ledgers [J-21]. LUT has also focused on specific aspects related to the
loT platform selection to store and process data, where the data aggregation will take place specially for
smart grid and industrial management systems [J-21], [C-20], [C-25], [C-26], [C-27]. Other potential case of
brain-type communications was also developed considering novel scenarios beyond 5G [J-27]. The main
results are presented in D4.1 and D4.3a/b.

Task 4.2: Data compression and interpretation (active since April 2020 (M12); responsible: TCD; involved:
LUT, ALBA, OULU). The objective of this task is to investigate methods for big data reduction at various
levels of the system architecture. The work will focus on machine learning approaches for dimensionality
reduction of the aggregated data. Early work on this task resulted in a journal paper that was published in
the IEEE Systems Journal [J-6] by TCD. Additionally, TCD has been focusing on the development of ML
algorithms for data imputation in an industrial environment. In particular, a Generative Adversarial
Network has been trained to generate missing sensor data for the TEP dataset. The performance of the
model has been evaluated by considering both random and persistent sensor failures. This work has been
published in the IEEE loT Journal [J-37] and the efforts from this task have also been used to inform various
parts of the work published in the IEEE PIMRC [C-24]. Similarly, CTTC is currently investigating the lingering
influence of imperfect wireless sensor transmissions on the emergence of missing data among
measurement streams at the level of a fusion centre. The preliminary outcomes have resulted in two
conference publications [C-16] and [C-18]. Some early results of the data compression algorithms used by
TCD (i.e., PCA) have been shared with ALBA for further analysis on how the compression affects the
detection of rare events and its classification. In terms of data compression and interpretation, LUT and
UOULU have been considering the level of data compression required for periodic and event-driven
sampling while considering the reconstruction error [J-33]. LUT has also applied the FIREMAN approach to




L

chistera

anomaly detection in non-industrial scenarios [J-20], [J-25]. ALBA, LUT, UOULU and TCD are collaborating
on dimensionality reduction of the TEP dataset. ALBA has focused on fundamental limits of QARMA in
terms small rule-sets with minimal data coverage loss. Part of the results are already reported in D4.2.
>The work of WP5 has started in January 2020 with T5.1 focusing on the rare event detection using QARMA
and other learning techniques, while T5.2 on visualisation and T5.3 in actions and uncertainty evaluation.
Task 5.1: Machine learning techniques for detection and prediction of rare events (active since January
2020 (M9); responsible: ALBA; involved: LUT, UOULU): ML/DM Techniques for Detection and Prediction
of Rare Events: The QARMA and R4RE family of algorithms are being expanded with many more features.
The software (Open-Sourced and available in https://github.com/ioannischristou/popt4ilib) is being
further developed and will eventually be combined with QARMA to provide for explainable predictions as
follows: the deep network will make predictions, and whenever an explanation is asked for the prediction,
the QARMA-produced ruleset will be searched to extract the rule with the highest support and confidence
that supports the decision; if no such rule exists (meaning there is no support in the training dataset for
the NN’s decision) the NN decision will be “vetoed” and the QARMA-based decision making will be used
instead. ALBA is collaborating with LUT and UOULU on the above developments. The problem of fault
classification in power lines was just published [J-36]. The main preliminary results are reported in D5.1.
Task 5.2: Visualization of rare events in big data sets (M16-M24); responsible: LUT; involved: ALBA, CTTC):
The activities were based on how rare events could be better visualized. We developed a better
visualisation of QARMA by indicating its association rules and mapping then in network plot. This is
associated with its explainability. CTTC, with the support of ALBA and LUT, constructed a detailed
dashboard aiming at better visualisation not only for rare events but also for other aspects of FIREMAN,
including data imputation from WP4 to support the decision-making in T5.3. The solution is constantly
updated in https://github.com/5uperpalo/FIREMAN-project. The solution was released as D5.2.

Task 5.3: Techniques for Decision Making and Actuator Response (active since August 2020 (M16);
responsible: TCD; involved: LUT, ALBA, OULU, SEAT). The objective of this task is to suggest the best
corrective action, for example in the form of a maintenance schedule, that minimizes the expected
operating costs. As a preliminary step for the decision-making mechanism, TCD has trained a deep neural
network for fault identification for the TEP dataset in cooperation with LUT, ALBA and UOULU. The fault
classifier is being assessed with imputed data generated in Task 4.2 both in the case of random and
persistent sensor failures. As mentioned in Task 4.2, this work has been published in the IEEE IoT Journal
[J-37]. Specifically, the current focus of this task, together with WP6, is to develop a physics-informed
machine learning model including methods for data imputation, semantic-function communications and
uncertainty evaluation, mainly considering the microgrid testbed in collaboration with Aalborg University.
>The work in the testbeds as part of WP6 has started in August 2020 (M16).

Task 6.1: Proof of concept experimentation (active since August 2020 (M16); responsible: UOULU;
involved: LUT, CTTC, SEAT): SEAT and CTTC have defined the testbed scenarios at SEAT (paintshop, and
Computer Numerical Control machines of the gearbox production). LUT defined a microgrid protection
scenario via ERIGrid 2.0, while UOULU decided to use its smart campus (sensors and communication
network). One new addition to this plan was the collaboration with Aalborg University to study anomaly
detection in power electronic based grids (this testbed is considered the LUT one, because the initially
planned testbed at LUT was unfeasible to use; more on this next). D6.1 reports the targets of the tests.Task
6.2: Final project demos (active since November 2020 (M19); responsible: SEAT; involved: LUT, CTTC,
UOULU): CTTC is working in close collaboration with SEAT including visits and meetings with the SEAT
maintenance team to prepare the final demo. LUT planned testbed could not be used, but as alternative
plan we have carried out experiments in NTUA (adaptive protection and anomaly detection) via ERIGRID
2.0 and currently work in close collaboration with Aalborg University with weekly meetings. UOULU is
working sensor measurements to indicate possible failures in the ventilation system of lecture rooms. D6.3
reports the test scenarios. ThyssenKrupp will be included as a new test case in the next period.



https://github.com/ioannischristou/popt4jlib
https://github.com/5uperpalo/FIREMAN-project
https://erigrid2.eu/
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1.4. Technology readiness level (TRL)

Most of research activities in FIREMAN is located at TRLs 2 and 3. However, for some activities, like study
of beyond 5G systems, is closer to TRL 1. Applications to be studied at LUT and SEAT can be associated
with TRLs 4 and 5.

1.5. Consortium meetings

Meetings*
N° Date Location Attending Purpose
partners
1 May 17, 2019 LUT University = ALL Online kickoff
2 Aug. 29, 2019 Oulu ALL Kick-off and special session at
University ISWCS
3 May 15, 2020 Online ALL Yearly workshop
4 Dec. 11, 2020 Online ALL ee-loT workshop in conjunction
with FIREMAN consortium
5 May 14, 2021 Online ALL Yearly workshop
6 Dec. 17, 2021 Online ALL FIREMAN, ee-loT and STREAM
Joint Workshop
7 Mar. 15, 2022 Online ALL Yearly workshop, together with

SOON

* All face-to-face meetings are cancelled until COVID-19 situation becomes solved. Plenary meetings as part of technical meetings are held instead.

1.6. Deliverables

Deliverables
N° Title Nature Delivery date (month) Partner in
Contractual Actual charge
7.1 Website Dissemination M2 M1 CTTC
7.2 Plans for Dissemination, Dissemination M3 M2 TCD
Communication and
Standardisation
1.1 Quality Assurance Plan Management M4 M3 LUT
2.1 User requirements and Research M4 M4 SEAT
key performance
indicators
1.2 Data Management Plan Management M6 M6 ALBA
2.2 System architecture Research M6 M4 LUT
design
1.3a Yearly report Management M12 M12 LUT
7.3a Yearly workshop Dissemination M12 M13 LUT
7.4 Draft exploitation plan Dissemination M12 M12 SEAT
2.3 Important Rare Events Research M12 M12 ALBA
Identification
3.1 Report on Physical Research M15 M15 LUT

Process Data Modelling



http://iswcs2019.org/special_sessions.html
http://iswcs2019.org/special_sessions.html
https://sites.google.com/view/ee-iot/virtual-workshop-2020
https://sites.google.com/view/ee-iot/virtual-workshop-2020
https://sites.google.com/view/ee-iot/events/virtual-workshop-spring-2021?authuser=0
https://sites.google.com/view/ee-iot/virtual-workshop-dec-2021?authuser=0
https://sites.google.com/view/ee-iot/virtual-workshop-dec-2021?authuser=0
https://soon.umfst.ro/rationality.html#next
https://soon.umfst.ro/rationality.html#next
https://fireman-project.eu/
https://fireman-project.eu/attachments/article/10/D7.2%20Plans%20for%20Dissemination,%20Communication%20and%20Standardisation.pdf
https://fireman-project.eu/attachments/article/10/D7.2%20Plans%20for%20Dissemination,%20Communication%20and%20Standardisation.pdf
https://fireman-project.eu/attachments/article/10/D7.2%20Plans%20for%20Dissemination,%20Communication%20and%20Standardisation.pdf
https://fireman-project.eu/attachments/article/10/D1.1%20Quality%20Assurance%20Plan.pdf
https://fireman-project.eu/attachments/article/10/D2.1.pdf
https://fireman-project.eu/attachments/article/10/D2.1.pdf
https://fireman-project.eu/attachments/article/10/D2.1.pdf
https://fireman-project.eu/attachments/article/15/D1.2%20Data%20management%20plan.pdf
https://fireman-project.eu/attachments/article/15/D2.2-System-Arch-Design.pdf
https://fireman-project.eu/attachments/article/15/D2.2-System-Arch-Design.pdf
https://fireman-project.eu/attachments/article/10/D1.3a%20Yearly%20report.pdf
https://fireman-project.eu/attachments/article/15/D7.4%20Draft%20exploitation%20plan.pdf
https://fireman-project.eu/attachments/article/10/FIREMAN_Deliverable_D2_3__FINAL_.pdf
https://fireman-project.eu/attachments/article/10/FIREMAN_Deliverable_D2_3__FINAL_.pdf
https://fireman-project.eu/attachments/article/18/FIREMAN_Deliverable_D3_1%20(5).pdf
https://fireman-project.eu/attachments/article/18/FIREMAN_Deliverable_D3_1%20(5).pdf
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3.2

4.1

14
5.1

2.4

1.3b

3.3a

5.2

7.3b
D4.2

D4.3a

D6.1

D5.3a

D5.4a

D6.3

D3.3b

D7.3c

Design and Functional
Architecture for Data

Acquisition

Initial Results on
Heterogeneous Big Data

Aggregation
Mid-term report

Initial Report on
Detection and Prediction

Techniques
Theoretical Bounds on

Rare Events Detection
Yearly Technical Report
Design and Evaluation of
the Data Acquisition
Framework -[PART A]
Software Executable for
the Detection-Prediction
and the Visualization of
Rare Events (frequently
updated)

Yearly workshop

Report on Data
Reduction Techniques

Report on
Heterogeneous Big Data
Aggregation [PART A]

Plan the Demonstrations

and Targets
Report on Detection and

Prediction Techniques
[PART A]

Decision Making and
Control for Rare Events

[PART A]

Demonstration
Descriptions

Design and Evaluation of
the Data Acquisition
Framework [PART B]
Yearly workshop

Research

Research

Management
Research

Research

Management

Research

Research

Dissemination
Research

Research

Research

Research

Research

Research

Research

Dissemination

M15

M18

M18
M20

M21

M24

M24

M24

M24
M26

M27

M27

M32

M32

M33

M34

M36

M15

M18

M18
M20

M21

M24

M24

M24

M25
M26

M27

M27

M32

M32

M33

M34

M35

ALBA

UouLu

LUT
ALBA

ALBA

LUT

CTTC

LUT

LUT
TCD

UouLu

UouLU

ALBA

TCD

UouLuy

CTTC

LUT


https://fireman-project.eu/attachments/article/18/FIREMAN_Deliverable_D3_2%20(4).pdf
https://fireman-project.eu/attachments/article/18/FIREMAN_Deliverable_D3_2%20(4).pdf
https://fireman-project.eu/attachments/article/18/FIREMAN_Deliverable_D3_2%20(4).pdf
https://fireman-project.eu/attachments/article/23/FIREMAN_Deliverable_D4_1%20(1).pdf
https://fireman-project.eu/attachments/article/23/FIREMAN_Deliverable_D4_1%20(1).pdf
https://fireman-project.eu/attachments/article/23/FIREMAN_Deliverable_D4_1%20(1).pdf
https://fireman-project.eu/attachments/article/23/D1.4%20Midterm%20report.pdf
https://fireman-project.eu/attachments/article/24/FIREMAN_Deliverable_D5_1__Copy_.pdf
https://fireman-project.eu/attachments/article/24/FIREMAN_Deliverable_D5_1__Copy_.pdf
https://fireman-project.eu/attachments/article/24/FIREMAN_Deliverable_D5_1__Copy_.pdf
https://fireman-project.eu/attachments/article/24/FIREMAN_Deliverable_D2_4%20(1).pdf
https://fireman-project.eu/attachments/article/24/FIREMAN_Deliverable_D2_4%20(1).pdf
https://fireman-project.eu/attachments/article/25/D1.3b%20Yearly%20report.pdf
https://fireman-project.eu/attachments/article/25/FIREMAN_Deliverable_D3_3a%20(6).pdf
https://fireman-project.eu/attachments/article/25/FIREMAN_Deliverable_D3_3a%20(6).pdf
https://fireman-project.eu/attachments/article/25/FIREMAN_Deliverable_D3_3a%20(6).pdf
https://github.com/5uperpalo/FIREMAN-project_frontend
https://github.com/5uperpalo/FIREMAN-project_frontend
https://github.com/5uperpalo/FIREMAN-project_frontend
https://github.com/5uperpalo/FIREMAN-project_frontend
https://sites.google.com/view/ee-iot/events/virtual-workshop-spring-2021
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D4_2%20(1).pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D4_2%20(1).pdf
https://fireman-project.eu/attachments/article/9/FIREMAN_Deliverable_D4_3a.pdf
https://fireman-project.eu/attachments/article/9/FIREMAN_Deliverable_D4_3a.pdf
https://fireman-project.eu/attachments/article/9/FIREMAN_Deliverable_D4_3a.pdf
https://fireman-project.eu/attachments/article/9/FIREMAN_Deliverable_D6_1.pdf
https://fireman-project.eu/attachments/article/9/FIREMAN_Deliverable_D6_1.pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D5_3a%20(3).pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D5_3a%20(3).pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D5_3a%20(3).pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D5_4a.pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D5_4a.pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D5_4a.pdf
https://fireman-project.eu/attachments/article/25/FIREMAN_Deliverable_D6_3.pdf
https://fireman-project.eu/attachments/article/25/FIREMAN_Deliverable_D6_3.pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D3_3b_final.pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D3_3b_final.pdf
https://fireman-project.eu/attachments/article/27/FIREMAN_Deliverable_D3_3b_final.pdf
https://soon.umfst.ro/rationality.html
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1.7. Free comments

The situation regarding potential project risks, as listed in the FIREMAN proposal, has been regularly
reviewed by both the project coordinator and the technical coordinator as well as by the Work Package
leaders in project plenary meetings. The project will keep closely monitoring for any potential risk
emerging, e.g., due to Covid-19. In the following, an updated risks table is presented where some
comments on the state of play for each risk can be found. We decided to include it here as an important

additional information.
Description of = WPs
risk involved

Technical work WP2-

differs from WP5
project

objectives.

Technical WP2-

approaches of WP5
WP3-WP5

cannot be

integrated in a
consolidated

CPS

architecture.

Solutions for WP3
data acquisition

cannot fulfil QoS
(reliability /

latency /

scalability).

Technical WP3-
approaches of WP5
WP3-WP5 turn

out to be too

complex for
experimental
implementation.

No significant WP3-

events in the WP4
dataset to

detect.

QARM WP5

algorithms too
slow to detect
reliably
conditions
leading to
important rare
events.

Proposed Risk Risk
materialised?

Mitigation Measures

This situation will be No
avoided via frequent

reviews of technical work

by FIREMAN WPs’

leaders.

This risk will be avoided No
through early cross-WP
communication within
FIREMAN consortium

and on project

management level

through tracking of

cross-WP activities.

If possible, relaxing the No
requirements may be
considered, e.g., in the

sense that not all
requirements have to be
fulfilled at the same

time.

The project management | No
will consider a reduction

of the complexity of the
algorithms to be
implemented.

1) Convince the dataset No
provider to provide

better dataset. 2)

Produce a simulated

(other) dataset

containing events of

interest to verify

algorithms work as

expected.

Since QARMA is No
inherently parallel and
scalable, the consortium

will add processing units
on-demand.

State of play

Work is progressing as planned.

Technical solutions/enablers are fully
consistent with the system
architecture proposed in WP2 and
disseminated with the research
community. WP3-WP4 interaction is
active in several topics, such as
missing data imputation (WP4) due
to communication impairments
(WP3).

We had no problem in this regard.

Early to assess. Mapping of the
functional requirements to technical
approaches is ongoing.

The dataset utilized up to now are
benchmarks for fault detection or
have known events. This will be
reassessed when the testbeds are
deployed. We have also used
different testbed that anomaly can
be generated in a controlled way. On
the other hand, no fault has occurred
in the SEAT testbed yet.

Until now, QARMA has performed as
expected.
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Template-grid
methods taking
too much time
to run.
Algorithms for
the prediction of
rare events
cannot cope
with large
amount of data.

Partner with
responsibility
for experimental
setup drops out.

Insufficient or
low-quality
dissemination.

Departure of
partner.

Deliverables
plan and quality
issues.

WP5

WP5

WP6

WP7

ALL

ALL

Sub-sampling methods
will be used to reduce
the search space.

The use of sparse
methods will be explored
to reduce drastically the
amount of data
processed by the
analytics (e.g., artificial
intelligence) algorithms.
FIREMAN will reach
other relevant industrial
partners that have been
already contacted to
cooperate.

FIREMAN targets only
high-impact conferences
and journals. The WP7
leader will regularly and
timely circulate calls for
papers to the interested
partners.

If possible, other
FIREMAN partners take
over the activities.
Otherwise, a new
partner will be recruited.

All deliverables are
reviewed by the
management. If
necessary, external
reviewers will also be
used.

No

No

Partly

No

Partly

No

Not applicable at this point because
we have used different methods,
with better performance.

The proposed data acquisition
method based on event-driven
sampling is based on a “filtering”
protocol for decreasing the datasets.
Besides, all algorithms analysed were
running properly, without any issues
related to the large datasets.

There are no such indications
currently. Alternative testbeds have
been defined. The initially planned
LUT microgrid testbed were not
feasible to carry out the FIREMAN
experiments, but LUT team has
solved the issue by visiting NTUA
testbed via ERIGRID and extensive
collaboration with Dr. Sahoo from
Aalborg University, where several
experiments are being carried out.
Also, the SEAT testbed has not yet
produced any faults. FIREMAN is
currently searching for other
industrial partners to make new
tests. At this point, ThyssenKrupp
from France has agreed to share one
dataset from their production line to
be used by FIREMAN.

FIREMAN research outputs have
been already disseminated in top-
notch journals and international
conferences.

FIREMAN requested a transfer from
AIT to ALBA as the Greek partner.
The researchers involved in FIREMAN
moved from AIT to ALBA without
affecting the collaboration within the
team. This change was successful.
Deliverables have been produced on
time and with no delay. The
appointment of external reviewers in
WP3-6 deliverables ensures their
quality and completeness.
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Appendix: Updated Gantt chart, including an extension of 12 months (year 4, M37 — M48)
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Dissemination of results, exploitation, impact
2.1.  Scientific publications (conferences/workshops, book chapters, etc.)

Scientific publications

Multi-

Publication Id partners

(Yes/No)

Journals with impact factor (IF)

[-371 M. Dzaferagic, N. Marchetti, I. Macaluso, “Fault detection and No
classification in Industrial 10T in case of missing sensor data”,

IEEE Internet of Things Journal, Sep 2021 (IF: 9.936)

[J-36] D. Gutierrez-Rojas, I.T. Christou, D. Dantas, A. Narayanan, P. H.  Yes
J. Nardelli, Y. Yang, "Performance evaluation of machine
learning for fault selection in power transmission lines", in
Springer Knowledge and Information Systems, February 2022,

(IF: 2.822)

[J-35] A. E. Nezhad, A. Rahimnejad, P. H. . Nardelli, S. A. Gadsden, S. No
Sahoo and F. Ghanavati, "A Shrinking Horizon Model Predictive
Controller for Daily Scheduling of Home Energy Management
Systems," in IEEE Access (IF: 3.745)

[J-34] P.E.G.Silva, R.A.A. de Souza, P. . Nardelli, J. M. M. Moualeu and No
D. B. da Costa, "Performance of MPSK modulation with
imperfect phase-recovery under severe fading conditions," in
IET Electronics Letters, February 2022, (IF: 1.59)

[-33] M. d.C. Tomé, D. Gutierrez Rojas, P. H. J. Nardelli, C. Kalalas, L. Yes
C. Pereira da Silva, A. Pouttu, "Event-driven Data Acquisition for
Electricity Metering: A Tutorial," in IEEE Sensors Journal, January
2022, (IF: 3.301)

[J-32] P. Lai, H. Ding, L. Hu, F. Gong and P. H. J. Nardelli, No

"Reconfigurable Intelligent Surface-Enabled Spectrum-Sharing
Communications Based on Successive Interference

Internati
onal*
(Yes/No)

Yes

Yes

Yes

Yes

Yes

Yes

Open
Access
(Yes/No)

Yes

Yes

Yes

Yes

Yes

Yes

DOI

10.1109/JI0T.2021.3116785

https://doi.org/10.1007/s10115-
022-01657-w

10.1109/ACCESS.2022.3158346

https://doi.org/10.1049/ell2.1243
2

https://doi.org/10.1049/ell2.1243
2

10.1109/LWC.2021.3121685.


https://fireman-project.eu/attachments/article/27/Fault_detection_and_classification_in_Industrial_IoT_in_case_of_missing_sensor_data.pdf
https://fireman-project.eu/attachments/article/27/Fault_detection_and_classification_in_Industrial_IoT_in_case_of_missing_sensor_data.pdf
https://fireman-project.eu/attachments/article/26/Gutierrez-Rojas2022_Article_PerformanceEvaluationOfMachine.pdf
https://fireman-project.eu/attachments/article/26/Gutierrez-Rojas2022_Article_PerformanceEvaluationOfMachine.pdf
https://fireman-project.eu/attachments/article/27/Electronics%20Letters%20-%202022%20-%20Silva%20-%20Performance%20of%20MPSK%20modulation%20with%20imperfect%20phase%E2%80%90recovery%20under%20severe%20fading.pdf
https://fireman-project.eu/attachments/article/27/Electronics%20Letters%20-%202022%20-%20Silva%20-%20Performance%20of%20MPSK%20modulation%20with%20imperfect%20phase%E2%80%90recovery%20under%20severe%20fading.pdf
https://doi.org/10.1049/ell2.12432
https://doi.org/10.1049/ell2.12432
https://fireman-project.eu/attachments/article/27/Event-driven_Data_Acquisition_for_Electricity_Metering_A_Tutorial.pdf
https://fireman-project.eu/attachments/article/27/Event-driven_Data_Acquisition_for_Electricity_Metering_A_Tutorial.pdf
https://doi.org/10.1049/ell2.12432
https://doi.org/10.1049/ell2.12432
https://fireman-project.eu/attachments/article/27/manuscript%20for%20WCL.pdf
https://fireman-project.eu/attachments/article/27/manuscript%20for%20WCL.pdf
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0-31]

0-30]

[J-29]

[-28]

0-27]

[J-26]

0-25]

Cancellation," in IEEE Wireless Communications Letters, vol. 11,
no. 1, pp. 116-120, January 2022, (IF: 4.66)

D. Gutierrez-Rojas, A. Mashlakov, C. Brester, H. Niska, M.
Kolehmainen, A. Narayanan, S. Honkapuro, P. H. J. Nardelli,
"Weather-Driven Predictive Control of a Battery Storage for
Improved Microgrid Resilience," in IEEE Access, vol. 9, pp.
163108-163121, December 2021, (IF: 3.745)

E. Eldeeb, M. Shehab and H. Alves, "A Learning-Based Fast
Uplink Grant for Massive 10T via Support Vector Machines and
Long Short-Term Memory," in IEEE Internet of Things Journal,
August 2021 (IF: 9.936)

P. S. Dester, P. H. J. Nardelli and P. Cardieri, "Unigueness of
Stationary Distributions in Random Access Poisson Networks,"
in IEEE Communications Letters, August 2021 (IF: 3.436)

P.S. Dester, P. H.J. Nardelli, F. H. C. d. S. Filho, P. Cardieri and P.
Popovski, "Delay and Peak-Age-of-Information of ALOHA
Networks with Limited Retransmissions," in IEEE Wireless
Communications Letters, July 2021 (IF: 4.66)

R. C. Moioli et al., "Neurosciences and Wireless Networks: The
Potential of Brain-Type Communications and Their
Applications," in IEEE Communications Surveys & Tutorials, vol.
23, no. 3, pp. 1599-1621, June 2021 (IF: 25.249)

A.S. De Sena et al., "|RS-Assisted Massive MIMO-NOMA
Networks: Exploiting Wave Polarization," in IEEE Transactions
on Wireless Communications, May 2021 (IF: 4.951)

D. Carrillo, L. Duc Nguyen, PHJ Nardelli, E. Pournaras, P. Morita,
DZ Rodriguez, M. Dzaferagic, H. Siljak, A. Jung, L. Hébert-
Dufresne, |. Macaluso, M. Ullah, G. Fraidenraich, and P.
Popovski, "Containing Future Epidemics With Trustworthy
Federated Systems for Ubiquitous Warning and Response".
Front. Comms. Net. 2:621264. May 2021

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

10.1109/ACCESS.2021.3133490

10.1109/JI0T.2021.3101978

10.1109/LCOMM.2021.3102596

10.1109/LWC.2021.3100934.

10.1109/COMST.2021.3090778

10.1109/TWC.2021.3081419

10.3389/frcmn.2021.621264


https://fireman-project.eu/attachments/article/27/manuscript%20for%20WCL.pdf
https://fireman-project.eu/attachments/article/27/Weather-Driven_Predictive_Control_of_a_Battery_Storage_for_Improved_Microgrid_Resilience.pdf
https://fireman-project.eu/attachments/article/27/Weather-Driven_Predictive_Control_of_a_Battery_Storage_for_Improved_Microgrid_Resilience.pdf
https://fireman-project.eu/attachments/article/26/2108.10070.pdf
https://fireman-project.eu/attachments/article/26/2108.10070.pdf
https://fireman-project.eu/attachments/article/26/2108.10070.pdf
https://fireman-project.eu/attachments/article/9/Uniqueness_of_Stationary_Distributions_in_Random_Access_Poisson_Networks.pdf
https://fireman-project.eu/attachments/article/9/Uniqueness_of_Stationary_Distributions_in_Random_Access_Poisson_Networks.pdf
https://fireman-project.eu/attachments/article/9/Delay_and_Peak-Age-of-Information_of_ALOHA_Networks_with_Limited_Retransmissions.pdf
https://fireman-project.eu/attachments/article/9/Delay_and_Peak-Age-of-Information_of_ALOHA_Networks_with_Limited_Retransmissions.pdf
https://fireman-project.eu/attachments/article/9/Neurosciences_and_Wireless_Networks_The_Potential_of_Brain-Type_Communications_and_Their_Applications.pdf
https://fireman-project.eu/attachments/article/9/Neurosciences_and_Wireless_Networks_The_Potential_of_Brain-Type_Communications_and_Their_Applications.pdf
https://fireman-project.eu/attachments/article/9/Neurosciences_and_Wireless_Networks_The_Potential_of_Brain-Type_Communications_and_Their_Applications.pdf
https://fireman-project.eu/attachments/article/26/2012.03639.pdf
https://fireman-project.eu/attachments/article/26/2012.03639.pdf
https://fireman-project.eu/attachments/article/26/frcmn-02-621264.pdf
https://fireman-project.eu/attachments/article/26/frcmn-02-621264.pdf
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[J-24]

0-23]

U-22]

U-21]

[-20]

U-19]

U-18]

R. V. Mendonga et al., "Intrusion Detection System Based on
Fast Hierarchical Deep Convolutional Neural Network," in IEEE
Access, vol. 9, pp. 61024-61034, April 2021 (IF: 3.745),

P. H. J. Nardelli, H. Majid Hussain, A. Narayanan, and Y. Yang,
"Virtual Microgrid Management via Software-defined Energy
Network for Electricity Sharing", IEEE Systems, Man, and
Cybernetics Magazine, March 2021

A.S. de Sena, P. H. J. Nardelli, D. B. da Costa, U. S. Dias, P.
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Macaluso, N. Marchetti, R. Palacios, . Alonso-Zarate, “Framework
for the Identification of Rare Events via Machine Learning and loT
Networks”, in Proc. of International Symposium on Wireless
Communication Systems 2019 (ISWCS '19), Special Session on
loT in Energy Systems and Industrial Environments, Oulu,
Finland, August 2019.
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No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Yes
(green)

Yes
(green)

Yes
(green)

Yes
(green)


https://zenodo.org/record/3982889/files/Massive%20Connectivity%20in%205G%20and%20Beyond.pdf
http://fireman-project.eu/attachments/article/10/05%20-%20IEEE%20GLOBECOM19%20-%20Paper%20Multi-polarization.pdf
https://fireman-project.eu/attachments/article/11/conf_ISWCS_WS04_EH_GFDM.pdf
https://fireman-project.eu/attachments/article/11/conf_ISWCS_WS04_EH_GFDM.pdf
https://fireman-project.eu/attachments/article/10/wsn-gsp.pdf
https://fireman-project.eu/attachments/article/10/wsn-gsp.pdf
https://fireman-project.eu/attachments/article/10/wsn-gsp.pdf
https://fireman-project.eu/attachments/article/24/rare_published.pdf
https://fireman-project.eu/attachments/article/24/rare_published.pdf
https://fireman-project.eu/attachments/article/24/rare_published.pdf
https://fireman-project.eu/attachments/article/11/ISWCS___FIREMAN.pdf
https://fireman-project.eu/attachments/article/11/ISWCS___FIREMAN.pdf
https://fireman-project.eu/attachments/article/11/ISWCS___FIREMAN.pdf
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[C-2] M. Tomé, P. Nardelli, L. C. Pereira da Silva, "Flexible event-driven
measurement technique for electricity metering with filtering", in
Proc. of IEEE International Conference on Industrial Informatics
(INDIN' 19), Espoo, Finland, July 2019.

[C-1] F. Polunin, D. Carrillo Melgarejo, T. Lindh, A. Pinomaa, P.
Nardelli and O. Pyrhonen, "Demonstrating the Impact of LTE
Communication Latency for Industrial Applications", in Proc. of
IEEE International Conference on Industrial Informatics (INDIN'
19), Espoo, Finland, July 2019.

Book chapters

[B-1]1  R.Sedar, C. Kalalas, F. Vazquez-Gallego, J. Alonso-Zarate,
"Intelligent Transport System as an Example of a Wireless loT
System," Chapter in "Wireless Networks and Industrial 1oT-
Applications, Challenges and Enablers”, published by Springer.
ISBN: 978-3-030-51473-0. Q3 2020.

Yes

No

No

Yes Yes
(green)
Yes Yes
(green)
No

*With the term “International”, we refer to journals/conference proceedings with a content of cross-national significance and global soundness, beyond the context of a single country.

URL of Data Management Plan (optional): https://fireman-project.eu/attachments/article/15/D1.2%20Data%20management%20plan.pdf (D1.2)



https://fireman-project.eu/attachments/article/11/INDIN_2019___Helsinki___Extending_EDM.pdf
https://fireman-project.eu/attachments/article/11/INDIN_2019___Helsinki___Extending_EDM.pdf
https://fireman-project.eu/attachments/article/11/INDIN_2019__Delay_conference.pdf
https://fireman-project.eu/attachments/article/11/INDIN_2019__Delay_conference.pdf
https://link.springer.com/chapter/10.1007/978-3-030-51473-0_13
https://link.springer.com/chapter/10.1007/978-3-030-51473-0_13
https://fireman-project.eu/attachments/article/15/D1.2%20Data%20management%20plan.pdf
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2.2 Exploitation plan

Partner name

LUT

Organisation type

Academic

Strategic focus areas in
FIREMAN

Cyber-physical systems, loT-based systems, Industrial loT, machine-type
communications

Relevance of FIREMAN

Collaboration with academic partners with complementary expertise and
with SEAT to evaluate the in a testbed the proposed 3-layer framework

Technical enablers to be
exploited

Event-driven data acquisition combined with data imputation, Failure
detection, Intelligent reconfigurable surface with antenna polarization

Value proposition

Technical: Joint data acquisition, transmission and imputation to improve
detection of faults in industrial processes.
Academic: courses related to FIREMAN, and master and doctoral theses

Business model — Use type

Open source

Intellectual property

Market segment — Target
end users

Service providers, Maintenance teams, Factory owners

Channels

Journals, Conferences, Workshops, FIREMAN website and LUT social
media, Partners’ network

Roadmap and goals

Further develop the 3-layer models of cyber-physical systems considering
the knowledge developed in FIREMAN including state-of-the-art Al
methods focused on practical industrial tests.

Write a textbook of cyber-physical systems, prepare a course based on it,
and 3 master and 3 doctoral theses related to FIREMAN.

Timeframe

Textbook and course (mid 2022); master theses (2 completed, 2 in 2022);
doctoral theses (1 in 2022, others in 2023).

Partner name

CTTC

Organisation type

Non-profit research institution

Strategic focus areas in
FIREMAN

Communication technologies for Industry 4.0, Data-driven analysis, Asset
condition monitoring and diagnostics in industrial environments

Relevance of FIREMAN

Collaboration with academic partners and SEAT, Development of end-to-
end monitoring solutions based on real traffic traces

Technical enablers to be
exploited

Intelligent reconfigurable surfaces, Automated data-imputation systems,
Failure detection and predictive maintenance modules

Value proposition

Ultra-reliable data acquisition, Timely detection of failures, Increase of
industrial equipment lifetime

Business model — Use type

Open source

Intellectual property

Market segment — Target
end users

Network operators, Service providers, Maintenance teams, Factory owners

Channels

Journals, Conferences, Workshops, FIREMAN website and CTTC social
media, Partners’ network

Roadmap and goals

Enhance know-how on Al/ML techniques, use project-generated
knowledge for future research on predictive maintenance systems,
involvement in similar projects for future research and strengthen
collaboration with SEAT, regular paper submission.

Timeframe

Regular paper submissions during and beyond the end of FIREMAN,
Research proposals at National and EU level (2021-2023)
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Partner name

ALBA

Organisation type

Non-profit research institution

Strategic focus areas in
FIREMAN

Cyber-physical systems, fault prevention, detection and classification, data
mining, loT-based systems, multiple access, MIMO / NOMA systems,
Intelligent reflective surfaces (IRS).

Relevance of FIREMAN

Collaborative work with FIREMAN partners, primarily in the two key areas
of fault prevention and highly reliable wireless access for loT networks in
industrial environments.

Technical enablers to be
exploited

Development of a tool for fault detection and classification, with emphasis
on rare events, called Quantitative Association Rule Mining Algorithm
(QARMA); study of several variants of MIMO techniques for wireless
(uplink) multiple access in loT environments, including setups that are
equipped with IRS.

Value proposition

Technical: fault prevention / detection and data acquisition in Industrial loT
environments.

Academic: publication of several conference and journal papers and invited
talks, such as at the joint virtual workshop with the ee-loT project that took
place on Dec. 11, 2020.

Business model — Use type

Open source

Intellectual property

Market segment — Target
end users

Industrial 10T players (network operators, equipment manufacturers,
software developers, factories).

Channels

Journals, Conferences, Workshops, FIREMAN website and social media, our
own faculty and students.

Roadmap and goals

Finalize and study a proposed data acquisition technique for industrial loT
environments based on uplink multiple access with multiple antennas.
Finalize the framework for the detection and prediction of rare events.

Timeframe

Proposed data acquisition technique (April 2022) ; framework for detection
and prediction of rare events (Aug. 2022).

Partner name

TCD

Organisation type

Academic

Strategic focus areas in
FIREMAN

Industrial 10T, Al techniques for data imputation and fault detection

Relevance of FIREMAN

Collaboration with academic partners with complementary expertise

Technical enablers to be
exploited

Data imputation, fault detection, fault classification in Industrial loT

Value proposition

Technical: monitor the industrial process and detect anomalies and
eventually classify them; have a functioning system even when some of the
measurements are missing due to network or hardware issues.

Academic: besides past and in-progress publications, given an invited talk
in the SRE Summit Conference ‘Running Planet Scale Systems’ (organised
by Huawei)

Business model — Use type

Open source

Intellectual property

Market segment — Target
end users

Service providers, Maintenance teams, Factory owners
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Channels Journals, Conferences, Workshops, FIREMAN website and Pl website,
Partners’ network
Roadmap and goals Data compression and interpretation aspects.

Techniques for Decision Making and Actuator Response aspects.
Journal paper published on data imputation, fault detection, fault
classification in Industrial loT.

Timeframe Feature selection and interpretation aspects (completed in 2021);
Techniques for Decision Making aspects (completed in 2021); Journal on
data imputation (mid 2021).

Partner name uouLu

Organisation type Academic

Strategic focus areas in loT-based systems, Industrial loT, machine-type communications, data

FIREMAN aggregation, testbed

Relevance of FIREMAN Collaboration with academic partners with complementary expertise and
with SEAT to evaluate the in a testbed the proposed 3-layer framework

Technical enablers to be Massive and critical communication protocol design and evaluation; data

exploited aggregation and radio resource management; machine-type
communication traffic modelling; slicing and heterogeneous resource
allocation;

Value proposition Technical: Joint data acquisition, efficient transmission mechanisms in

massive (1)loT, data aggregation, scheduling, radio resource management
to improve communication and data collection for detection of faults in
industrial processes.

Academic: courses related to FIREMAN, and master and doctoral thesis

Business model — Use type | Open source

Intellectual property -

Market segment — Target Service providers, Maintenance teams, Factory owners

end users

Channels Journals, Conferences, Workshops, FIREMAN website and MTCGROUP and
6GFlagship social media, Partners’ network

Roadmap and goals Contribute to the communication and computation layer of FIREMAN’s 3-

layer model of cyber-physical systems.
Develop joint tutorial and workshops with FIREMAN partners; and 3 master
and 2 doctoral theses related to FIREMAN.

Timeframe Master theses (3 completed, 1 in 2020 & 2 in 2021); doctoral theses (2 in
2023).

Partner name SEAT

Organisation type Industrial

Strategic focus areas in Predictive Maintenance, Condition Monitoring, |oT, Big Data & Analytics

FIREMAN

Relevance of FIREMAN Collaboration with top-level academic partners to develop disruptive
approaches for advanced predictive maintenance based on selected SEAT
use cases

Technical enablers to be Event-driven data acquisition combined with data imputation, Failure

exploited detection, Intelligent reconfigurable surface with antenna polarization

Value proposition Technical: Joint data acquisition, transmission and imputation to improve

detection of faults in industrial processes.

Business model — Use type | Combined Open Source and Intellectual Property Rights
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Intellectual property --

Market segment — Target Service providers, Maintenance teams, Factory owners

end users

Channels Journals, Conferences, Workshops, FIREMAN website and SEAT social
media, Partners’ network, VW Group Committees

Roadmap and goals Phase 1 (2021-2022): Adaptation and integration of tailor-made algorithms

for SEAT predictive maintenance use cases into the SEAT digital production
platform/IT domain

Phase 2 (2022-2023): Integration of SEAT predictive maintenance use cases
into the VW Group digital production platform/IT domain for shared use
with other brands

Phase 3 (2023-2024): Assessment of other potential application scenarios
of SEAT predictive maintenance use

Timeframe See above

2.3 Exploitation overview (software, products, spin-offs, etc.)

Period Planned goals Actual exploited results

Year 1 Initial FIREMAN core solution uploaded in | Solution available and frequently updated
github

Year 2 Solution ready to be tested in testbeds Solution tested with benchmark scenarios,
uploaded in github and ready for testing with SEAT datasets

Year 3 Solution working in one of the academic | Solution tested with benchmark scenarios,
testbeds and deployed at SEAT; different tests

running in Aalborg University.

Year 4 Full solution working in SEAT N/A

Project end + | Follow-up project to further develop the | n/a
1 year solution towards commercialization

Project end + | Follow-up project to further develop the | n/a
2 year solution towards commercialization

TCD has been working on creating a spin-off company based on the machine learning research they are
involved in. They successfully finished two commercialisation training camps organized by the NDRC
(National Digital Research Centre). These two programs resulted in the TCD team winning two prizes
related to the potential of the start-up idea and the commercial roadmap. Through the work related to
the commercialisation of their research, they have done a thorough customer discovery and
validation, which resulted in a complete market and competitor analysis, and allowed them to clearly state
the value proposition.

ALBA, being widely acknowledged as the prime private, non-profit graduate school of business in Greece,
is particularly keen on bridging the academic with the business world through innovation, which is at the
core of its philosophy and permeates all its activities. ALBA has created the Alba Hub for Entrepreneurship
and Development (AHEAD), which brings together all activities dedicated to entrepreneurship at ALBA,
striving to live up to its vision through the highest possible quality of innovative training, outreach and
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scholarship in entrepreneurship. On the side of technology-oriented innovation, ALBA also participates in
a Research, Technology & Innovation Network (RTIN), whose mission is “to promote the generation of IP,
its connection with potential investors / entrepreneurs and the creation of start-ups, with the end goal of
fostering economic development in Greece and beyond.” ALBA plans to take advantage of these two
vehicles (AHEAD and RTIN) in order to promote the results of FIREMAN to local stakeholders in Greece,
including VC funds, entrepreneurs, network of industrial partners, as well as its own student base, in order
to both disseminate the project’s results and explore commercialization opportunities for the developed
technology in the areas of fault prevention / detection and data acquisition for the Industry 4.0 landscape.
These opportunities will include both established companies and startups, including the possibility of the
establishment of a startup on the topic via its own students and faculty.

No other specific action at this stage besides the ones indicated by the table.

2.4 Other dissemination of results

Project website: including deliverables, dissemination and events. CTTC is managing the website, including
updates related to publications, deliverables, and events. According to Google Analytics (data retrieved on
April 51, 2022), the FIREMAN website (https://fireman-project.eu/) has attracted worldwide interest since

its creation.
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Country v
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8. | = India 45 [l 2.72%
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