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ABSTRACT Data acquisition in process industries usually takes place at each sampling. The disadvantage
is that a considerable amount of data without new information about the state of the process is continuously
transmitted and processed. This negatively affects the communication system and computational power,
which is more critical nowadays given the number of variables measured, even in seconds. One solution
concerns the event-driven paradigm, in which only relevant data according to a pre-defined criterion is
forwarded for further processing. This work investigated the event-based threshold and delta methods in the
context of fault detection. The data transmission rate was also analyzed. The well-know Tennessee Eastman
problem (TEP) was used as a case study. The fault detection system was based on PCA (principal component
analysis), which is widely used for this purpose in this benchmark. The results were compared with the
commonly used time-based approach, for a fixed false alarm rate. The threshold rule provided similar results,
but with much less data. For the delta rule, significant MDR (missed detection rate) gains of up to 74% were
obtained for five of the six hard-to-detect faults, and of up to 69%, for two of the three very hard-to-detect
faults. MDR values very close to zero were reached for two of the three intermediate detection faults and
two of the hard-to-detect faults. The detection time was also evaluated. In this regard, considerably lower
values were obtained for all intermediate detection faults, three of the hard-to-detect faults and all very hard-
to-detect faults. In short, the delta method was able to improve fault detection performance, especially for
hard-to-detect faults, with a considerably lower data transmission rate, around 20% on average. Event-driven
data acquisition can be very attractive for process industries.

INDEX TERMS Data acquisition, event-driven, signal reconstruction, fault detection, PCA, Tennessee
benchmark.

I. INTRODUCTION

Data acquisition based on a fixed time interval is com-
monly used in continuous process industries worldwide [1].
The disadvantage of this procedure is that a fair amount of
data without new information about the state of the pro-
cess is continuously transmitted and processed. This data
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can overwhelm system communication and limit comput-
ing power, resulting in information loss. Currently, high
frequency data sampling nowadays through a multitude of
industrial sensors, even within seconds, exacerbates this
problem. In this context, the challenge is to select only
data that carry new information for transmission and further
processing.

Event-based data acquisition is an alternative to peri-
odic procedure, since events are asynchronous in nature [2].
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An event refers to a significant change in a signal according
to a predefined threshold [3]. In process industries, a con-
siderable change in a measured variable is often associated
with new information about the state of the process, which
would actually require processing. Variables measurements
can be used directly, or their variations (derived). This strat-
egy favors communication and data processing, which in
turn can result in energy savings and running more tasks in
parallel [4]. The event-based paradigm emerged in the context
of system control [5]-[10]. More information can be found
in [3], [4].

Several potential advantages using event-driven data acqui-
sition strategies have been reported in the literature. They
pertain to data storage, channel bandwidth, signal reconstruc-
tion, communication system, and sensor power consumption,
to name a few. Below are examples of works from differ-
ent areas of knowledge. [11] used an event-driven mecha-
nism to update information about unreliable links in network
switched systems. The authors reported a gain in network
security and bandwidth. [12] described an event-based anal-
ysis of a solar distribution feeder integrated into distribution
substations. The authors highlighted an improvement in event
detection, analysis of the impact of solar production, and
understanding of the dynamics of the solar feeder control
system. [13] employed smart meters through event-driven
sampling for data acquisition and feature extraction to dis-
regard redundant information. The authors reported that this
data filtering facilitated the identification of energy consump-
tion patterns of devices by vector support machines. [14]
designed an event-based model predictive control strategy
to more efficiently reconfigure production logic in real-time.
An industrial sewing machine production plant was used as
a case study, focusing on smart factories. [15] investigated
event-based sampling techniques for more efficient node
communication and power consumption in wireless sensor
networks (WSN). The application involved air quality mon-
itoring. According to the authors, smarter data acquisition
would contribute to increasing the life cycle of sensor nodes,
since data transmission is currently the main source of energy
consumption. [16] compared time- and event-based sampling
strategies in electricity grids. The authors reported that the
latter was able to perform the signal reconstruction satisfacto-
rily. [17] used Monte Carlo simulation to perform component
reliability analysis in complex and dynamic systems using
dynamic fault tree. As this is time consuming, an event-
driven simulation approach was applied disregarding the gate
simulations without significant changes in the output. The
authors reported that this data filtering increased computa-
tional efficiency. [18] presented an event-driven architecture
in the context of Industry 4.0 for manufacturing systems.
The focus was on more efficient integration of data from
devices and services at all levels for more flexible and timely
decisions. [19] developed an information system to detect
significant events in collaborative processes in modern busi-
ness environments. The authors aimed to provide more agile
responses to improve interaction between people, devices and
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organizations. [20] applied an event-driven strategy, in com-
bination with MPCA (multiway principal component analy-
sis), to monitor a SBR (sequencing batch reactor) wastewater
process, which outperformed the time-based approach. [21]
investigated techniques for developing event-oriented control
systems for batch processes. The authors reported gains in
engineering and economics aspects. [22] proposed a reduc-
tion in the number of events and decision variables using
a context-based definition of what an event would be. This
more rational concept was used in a MILP (mixed integer
linear programming) problem to model batch scheduling with
respect to multi-product/stage machine processes. [23] con-
sidered a series of sensors to monitor the thermal control
system of a space station. To reduce the amount of data to
be processed, the authors adopted an event-driven simulation,
computing only the events that could actually contribute to
reaching an alarm level. In summary, all works reported
that the event-based paradigm can be an efficient strategy to
reduce the amount of data before further processing. This is
also the case for fault detection ( [15], [17], [20]), which is
the focus of this work.

Process monitoring, and more specifically fault detection,
is an essential activity in process industries. Due to the inher-
ent complexity of the processes, being multivariable, non-
linear and only partially known, this task is still challenging
from a practical point of view [24]. Many process variables
are currently measured continuously, even within seconds,
which is very beneficial on the one hand [25]. However, prob-
lems with the resulting massive amount of data also arise from
the other side. Packet collision and high latency are examples
involving data transmission in communication systems [26].
As far as information is concerned, more data does not neces-
sarily mean more quality. Process noisy, missing values, mea-
surement errors and imbalanced classes (operation modes),
to name a few, occur frequently [27]. In this context, process
industries can benefit greatly from the event-driven paradigm,
reducing the amount of data to be transmitted and processed.
Unlike the fixed-time data acquisition procedure, the input
data for the fault detection system would only be updated
in the case of new process information, according to a pre-
defined criterion.

This work investigates the event-driven data acquisition
strategy for fault detection in continuous industrial sys-
tems. The threshold [28] and delta [29] event-based methods
were evaluated under different data transmission rates. The
well-known Tennessee Eastman Process (TEP) benchmark
served as the case study [30]. Several techniques and strate-
gies have been used for fault detection purposes in this bench-
mark. To name a few, DPCA (dynamic principal component
analysis) with decorrelated residuals [31], a combination of
PCA (principal component analysis) and k-NN (k-nearest
neighbors) [32], a combination of PCA with fuzzy logic [33],
a sparse auto-encoder [34], RNN (recurrent neural network)
and CNN (convolutional neural network) deep learning mod-
els [35], and image processing using MLP (multilayer per-
ceptron) and RBF (radial basis function) neural networks
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FIGURE 1. Proposed approach for event-driven data acquisition.

based classifiers [36]. A common point among all these
works is the use of the fixed-time approach. The following
works are reviews on fault detection and diagnosis using
data-driven modeling in various fields of engineering: photo-
voltaic system [37], power transformer [38], HVAC (heating,
ventilation and air conditioning) system [39], building energy
system [40], marine current turbine [41], gear system [42],
thermal system [43], industrial system [44] and high-speed
trains in intelligent transportation [45]. The present work
made use of PCA, as it is the most applied technique for
fault detection in the TEP benchmark. [31], [32], [46]-[48]
are examples of recent works, which also employed periodic
data acquisition. In this sense, the results obtained with the
event-based methods were compared with this commonly
used fixed-time approach. The classic work in [49] was used
for this purpose. To have the same basis of comparison, the
percentage of variance explained by the PCA model was
approximately 55% and the false alarm rate was set at 1%.
In addition, the missed detection rate (MDR) and detection
time (delay) were used as performance metrics. This work
shows, as its main contribution, the possibility of obtaining a
better performance in fault detection with considerably low
data transmission rates. Event-driven applications in process
industries are often related to process control and instrumen-
tation. To the best of the authors’ knowledge, there is no
systematic study of its use for fault detection in continuous
industrial systems.

This paper is organized as follows. Section II shows the
proposed event-driven framework for data acquisition. The
methodology is depicted in section III. The event-based meth-
ods used in this work are described in section IV. Section V
refers to the TEP (Tennessee Eastman Process) benchmark
used as a case study. Section VI presents the results and dis-
cussion of the fault detection performance, including a com-
parison between the event- and the time-based approaches.
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An analysis of the data transmission rate is given in
section VII. Final considerations are given in section VIIIL.

Il. EVENT-DRIVEN DATA ACQUISITION FRAMEWORK

To properly design an event-driven data acquisition proce-
dure, it is necessary to characterize the measured signals.
This can be done explicitly by knowing the math function
or directly from the data. The latter is generally used due
to the complexity of industrial processes. The main question
in this case concerns how to “filter” the signals to consider
only the sampling points associated with new information
about the state of the process. Predefined thresholds based
on individual values, or signal variations or accumulations
over time, are used to identify these relevant events [3], [4].
As part of the data acquisition phase, event-driven strategies
have the potential to significantly reduce the amount of data
to be transmitted and processed. In this sense, applications
of Cyber-Physical Systems (CPS) involving large amounts
of data can be greatly benefited [50]. Figure 1 depicts the
proposed event-based data acquisition system with a focus
on continuous industrial processes. Each element is described
below.

A. PHYSICAL SYSTEM

This initial element refers to the real-world system of interest.
It is very important to have information about the measured
variables, the location of the sensors and the dynamics of the
process.

B. DATA ACQUISITION

The input to this step is the sampled values collected contin-
uously by a series of sensors in the physical system using a
fixed time interval. The selection of samples to be transmitted
containing new information about the state of the process is
based on a predefined event-based strategy. This data filtering
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can be applied locally in the case of smart sensors or at a
remote center. Examples of event-based methods are given by
the threshold, delta, area, and energy approaches (described
in the IV section). The first two were used in this work
with different data compression rates, which determines the
amount of data to be transmitted for further processing.

C. COMMUNICATION SYSTEM

This system is responsible for transmitting the previously
selected values. Wired or wireless systems can be used. This
data filtering contributes to more efficient management of
memory, latency and packet collision, to name a few, which is
most critical in the case of networks with limited bandwidth.
The communication system infrastructure and its challenges
are outside the scope of this work.

D. SIGNAL RECONSTRUCTION

The signal at this point may contain missing values as the
values of some variables may not have been transmitted. This
occurs when they do not exceed the respective event-based
method limits. For signal reconstruction, a data imputation
protocol should then be used [51]. The present work adopted
the last value sent by the communication system. This proce-
dure is also beneficial in case of signal loss.

E. MANAGEMENT CENTER

This unit receives and processes the previously reconstructed
signal, according to the purpose of the application. This can
refer to process modeling, simulation, control, optimization
or monitoring. Given the objective of this work, a fault detec-
tion system is part of this unit in the present work. Central
units like this are even more important nowadays, given the
concept of a cyber-physical system in the context of Industry
4.0 [50]. This system integration can be useful for offline and
real-time applications. Event-based strategies also favor the
computational power needed in this case, given the smaller
amount of data to be processed.

lIl. METHODOLOGY

Figure 2 depicts the methodology adopted in this work. There
are three main steps: model identification, control limits defi-
nition, and fault detection itself. Each step is described below.

Physical ; Normal Normal Fault
process : data (I) data (II) data

(T2 Q)-
PCA-M.Odel | Control limits Fault
obtaining . detection
definition

FIGURE 2. Methodology steps.

A. MODEL IDENTIFICATION
The fault detection system was based on PCA (Principal
Component Analysis). This technique have been the most
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used for fault detection in industrial applications [52]-[55].
The case study in this work used the Tennessee benchmark
problem [30], described in section V. In this case, a first data
set (normal data I), characteristic of the normal operating con-
dition, was used to obtain the PCA model. The approximate
number of twelve principal components, which explain about
55% of the total variance in the original data, was adopted for
comparison purposes [49].

B. CONTROL LIMITS DEFINITION

The multivariate control charts for the 72 and Q statistics
were used for fault detection [44], [56], [S7]. Their respective
control limits were calculated from a second data set (normal
data II), also characteristic of the normal operating condition.
For this, the false alarm rate was set at 1% [49], being deter-
mined by the 99th percentile. Both previous steps consid-
ered fixed-time sampling. Fault detection: The event-based
data acquisition framework (Figure 1) was used in this step.
At each sampling, the measured value of the variable is
transmitted only if it is considered an event. Otherwise, the
last value sent to the variable is used during signal recon-
struction. This procedure is repeated for each variable. The
reconstructed signal is then fed into the previous PCA model,
and the corresponding values of 72 and Q are calculated
and plotted on the respective control charts. All twenty-one
faults available in the benchmark were investigated (using
the respective fault data set). The results were compared with
the classical time-based data acquisition approach [49]. The
missed detection rate and detection time performance metrics
were used for this purpose. The event-based strategies used in
this work are described in section I'V.

In short, PCA is a dimensionality reduction technique
belonging to multivariate statistics [58]. Its principle resides
in an orthogonal rotation of the coordinate system given
by the original variables. The rotated axes, called principal
components, are defined according to a criterion of maxi-
mum variance. The first component explains as much of the
total variance of the original data as possible, the second,
which is orthogonal to the first, as much of the remaining
unexplained variance, and so on. Given a required amount
of explained variance, the first kK components are used as the
final PCA model. With regard to fault detection, this model
is obtained with normal data, being, therefore, characteristic
of the normal operating condition. When fed with fault data,
it is expected to recognize such a condition, which is nor-
mally accomplished through control charts for the 72 and Q
statistics.

IV. EVENT-DRIVEN METHODS

Event-based methods are generally provided by the follow-
ing strategies: send-on-delta (SoD) [29], send-on-prediction
(SoP) [59], [60], send-on-area (SoA) [61], send-on-energy
(SoE) [62], and a simple threshold definition. In SoD, the
current value is transmitted when a minimum difference from
the last value sent is reached. SoP is an extension of the previ-
ous strategy, in which a predicted value from the last update

80921



IEEE Access

D. Gutierrez-Rojas et al.: Improving Fault Detection in Industrial Processes by Event-Driven Data Acquisition

TABLE 1. Process disturbances [30], [49].

Fault Process variable Fault type

1 A/C feed ratio, B composition constant (stream 4) Step

2 B composition, A/C ratio constant (stream 4) Step

3 D feed temperature (stream 2) Step

4 Reactor cooling water inlet temperature Step

5 Condenser cooling water inlet temperature Step

6 A feed loss (stream 1) Step

7 C header pressure loss - Reduced availability (stream 4) Step

8 A, B, C feed composition (stream 4) Random variation
9 D feed temperature (stream 2) Random variation

10 C feed temperature (stream 4)
11 Reactor cooling water inlet temperature

Random variation
Random variation

12 Condenser cooling water inlet temperature Random variation
13 Reaction kinetics Slow drift

14 Reactor cooling water valve Sticking

15 Condenser cooling water valve Sticking

16 Unknown Unknown

17 Unknown Unknown

18 Unknown Unknown

19 Unknown Unknown

20 Unknown Unknown

21 The valve for Stream 4 was fixed at the steady state position Constant position

is used. SoA and SoE are two other common extensions.
The triggering criterion in the first is given by the integral
of the absolute difference and, in the second, by the energy
of the difference. Another method is provided by the use of
a predefined threshold [28]. The event trigger in this case
occurs when the current value crosses a cut-off point. This
work investigated the threshold and delta strategies. The use
of the others is straightforward.

A. THRESHOLD-BASED METHOD

The threshold method employs a cut-off point as a decision
rule for data acquisition. The measured value is only trans-
mitted if it exceeds this reference, whose definition uses the
mean (Sqyg), minimum (Sy,;;) and maximum (S, ) statistics
of the signal (S) under the normal operating condition. The
resulting lower (7}) and upper (T},) thresholds are shown in
Equation 1. To investigate the effect of the magnitude of the
differences (Syax —Savgs Savg —Smin) On data transmission rate
and fault detection performance, a parameter p (0 < p < 1)
was varied as follows: [5, 10 : 10 : 90, 95]%. The higher,
the lower the number of values transmitted. This procedure is
repeated for each variable separately.

Ty = Savg + (Smax — Savg) X P (1a)
T = Savg - (Suvg — Smin) X p (lb)

The reconstruction of the signal (S;) is performed accord-
ing to Equation 2. The value of the variable (S;) is transmitted
if it exceeds the lower or upper thresholds; otherwise, the last
value sent (St’_l) is used. The threshold definition and signal
reconstruction steps follow the event-based data acquisition
framework shown in Figure 1.

$:Sh if(S; < T))or (S; > T,) o

S, ifT <S8 <T,
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The threshold method (with p = 50%) is illustrated for
feed A (stream 1), which is one of the variables of the TEP
benchmark. Figures 3a and 3b show the original and filtered
signals, respectively, given fault 5 (Table 1).

B. DELTA-BASED METHOD

The send-on-delta (SoD) method is based on the difference
between the current value and the one previously sent by
the data acquisition system. Equation 3 shows the definition
of the reference value in this case, which is given by the
maximum absolute difference (A max) between consecutive
values (S;, S;—1) considering the signal under the normal
operating condition. The parameter p was used as before. This
procedure is applied to each variable separately.

Amax = max(| S; —S;—1 |) xp 3)

The next step concerns the reconstruction of the signal
(S}), according to Equation 4. The value of the variable (S;)
is transmitted only if the corresponding difference is greater
than A max; otherwise, the last value sent (St/_l) is used. The
delta rule is detailed in Figure 4. This procedure is applied to
each variable separately. It also follows the event-based data
acquisition framework shown in Figure 1.

oS 1S = Simr 1> (Amax)
S = . “)
Si—1, if | S — 81 |< (A max)

Figure 3c illustrates the use of the delta rule for A feed
(stream 1), with p = 50%, given fault 5 (Table 1). A low res-
olution signal can be verified in comparison to the threshold
rule (Figure 3b).

V. CASE STUDY: TENNESSEE EASTMAN PROCESS (TEP)
BENCHMARK

The Tennessee benchmark problem [30] has often been used
for the development of fault detection systems [35], [54],
[55], [63], [64]. Based on a real industrial process, it involves
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FIGURE 3. Event-based data acquisition for A feed (stream 1), which is
one of the variables of the case study (section V), given fault 5 (Table 1)
(*: Fault start up at t = 160).

a reactor, a condenser, a vapor-liquid separator, a recycle
compressor and a stripper column (Figure 5). The objective is
to obtain the liquid (/) products, G and H, from the gaseous (g)
reactants, A, C, D and E. This is achieved by a set of four
irreversible and exothermic chemical reactions, as shown
below. Components B (not shown) and F are an inert and a
by-product, respectively.

Acg) + Cg) + D) = Gqy(product1)
A + Cio) + Eg) — Hgy(product2)
A + Eg) = Fqy(byproduct)

3 Dg) — 2 Fqy(byproduct)

There are fifty-two measurements, where twenty-two are
process variables, eleven are manipulated variables, and nine-
teen are laboratory parameters. The variables and parame-
ters are collected every three and six minutes, respectively.
Twenty-one faults are available (Table 1) [1], [49], occurring
one at a time. The normal and fault data sets are composed of
500 and 960 observations, which correspond to twenty-five
and forty-eight hours of simulation, respectively. Each fault
occurs at# = 160, that is, after eight hours under normal oper-
ation. Gaussian noise is introduced into all measurements.

VI. RESULTS AND DISCUSSION

The results obtained with the event-driven methods, namely,
threshold and delta rules, were compared with the time-based
approach. The PCA model (step 1 in Figure 2), characteristic
of the normal operating condition, as well as the respective
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FIGURE 4. Flowchart of the delta event-driven method for data
acquisition.

upper control limits for the statistics 72 and Q (step 2),
were common to both cases. This model is given by twelve

80923



IEEE Access

D. Gutierrez-Rojas et al.: Improving Fault Detection in Industrial Processes by Event-Driven Data Acquisition

OEEEEOE

A :

HE)

& ks )

Ab-G@)

8o

zlk-

2169

'@

{ Product )
FIGURE 5. Process flowchart of the Tennessee benchmark problem [1].
TABLE 2. MDR (missed detection rate) for the T2 statistic.
Fault Time-based Event-based delta approach (p in %) Absolute
approach 5 10 20 30 40 50 60 70 80 90 95 gain

1 0.008 0.008 0.008 0.008 0.008 0.008 0.008 0.009 0.008 0.008 0.010 0.010 0%
2 0.020 0.020 0.020 0.020 0.020 0.023 0.023 0.020 0.023 0.023 0.023 0.023 0%
3 0.998 0.999 0.996 0.996 1.000 0.993 1.000 1.000 0.996 1.000 1.000 1.000 1%
4 0.956 0.961 0.959 0.960 0.973 0.969 0.939 0.934 0.905 0.999 0.999 0.999 5%
5 0.775 0.774 0.771 0.770 0.766 0.764 0.766 0.773 0.729 0.683 0.604 0.701 17%
6 0.011 0.011 0.011 0.011 0.011 0.011 0.011 0.008 0.009 0.009 0.009 0.009 0%
7 0.085 0.079 0.076 0.079 0.065 0.045 0.051 0.161 0.000 0.000 0.000 0.000 9%
8 0.034 0.033 0.031 0.034 0.031 0.033 0.031 0.031 0.031 0.043 0.054 0.045 0%
9 0.994 0.998 0.996 0.991 0.993 0.998 0.984 0.984 0.979 1.000 1.000 1.000 2%
10 0.666 0.653 0.653 0.646 0.655 0.671 0.678 0.679 0.694 0.744 0.806 0.826 2%
11 0.794 0.789 0.786 0.796 0.793 0.794 0.761 0.688 0.876 0.886 0.899 0.926 11%
12 0.029 0.021 0.021 0.023 0.019 0.024 0.026 0.021 0.035 0.034 0.059 0.056 1%
13 0.060 0.060 0.060 0.061 0.061 0.061 0.061 0.063 0.061 0.063 0.076 0.078 0%
14 0.158 0.120 0.125 0.111 0.114 0.096 0.094 0.106 0.095 0.154 0.149 0.154 6%
15 0.988 0.979 0.978 0.984 0.983 0.993 0.940 0.974 0.984 0.996 1.000 1.000 5%
16 0.834 0.833 0.833 0.851 0.844 0.834 0.860 0.809 0.733 0.920 0.934 0.946 10%
17 0.259 0.254 0.251 0.258 0.260 0.249 0.261 0.255 0.273 0.338 0.261 0.324 1%
18 0.113 0.113 0.113 0.111 0.110 0.113 0.116 0.118 0.113 0.113 0.121 0.121 0%
19 0.996 0.999 0.999 1.000 0.999 0.996 0.993 0.998 0.885 0.988 0.996 1.000 11%
20 0.701 0.704 0.710 0.709 0.718 0.725 0.684 0.731 0.650 0.766 0.754 0.805 5%
21 0.736 0.694 0.693 0.691 0.691 0.696 0.690 0.651 0.716 0.786 0.865 0.876 8%

Gray cells: False alarm rate > 5% (Table 4).

principal components, which explains about 56% of the total
variance of the original data. This percentage was adopted
for comparison purposes [49]. The difference between them
concerns the input information for the fault detection system
(step 3). All values sampled periodically are used in the time-
based procedure, while they are filtered in the event-based
approach (Figure 1).

The threshold method performed slightly better compared
to the fixed-time approach over the entire range of the p
parameter (results not shown due to lack of space). The ben-
efit in this case concerns the use of a much smaller amount of
data, which favors online applications, especially nowadays,
given the era of big data.
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Tables 2 and 3 show the missed detection rate (MDR)
obtained with the delta rule for the 72 and Q statistics,
respectively. The best result for each fault is in bold. For
example, the best MDR values for fault 5 were equal to
0.604 (for T2 and p = 0.90) and 0.001 (for Q and p =
0.80). Absolute differences from the respective MDR values
obtained with the periodic approach are also presented. The
greater this difference, the better the result obtained by the
delta rule. For example, the gains for fault 5 were equal to
about 17% (=0.775 — 0.604) and 74% (=0.746 — 0.001) for
the statistics 72 and Q, respectively. For the Q statistic, it can
be seen that the MDR value obtained with the event-driven
delta rule is very close to zero (0.001), as desired, while the
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TABLE 3. MDR (missed detection rate) for the Q statistic.

Fault Time-based Event-based delta approach (p in %) Absolute
approach 5 10 20 30 40 50 60 70 80 90 95 gain
1 0.003 0.003 0.003 0.003 0.003 0.001 0.003 0.003 0.003 0.006 0.004 0.004 0%
2 0.014 0.014 0.014 0.015 0.011 0.011 0.010 0.018 0.000 0.023 0.023 0.023 0%
3 0.991 0.990 0.990 0.985 0.975 0.830 0.949 0.160 0.461 0.876 0.926 0.995 11%
4 0.038 0.035 0.031 0.040 0.038 0.031 0.033 0.046 0.006 0.063 0.000 0.470 1%
5 0.746 0.745 0.743 0.743 0.720 0.644 0.303 0.164 0.000 0.001 0.000 0.008 74%
6 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0%
7 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0%
8 0.024 0.025 0.025 0.021 0.023 0.019 0.025 0.000 0.025 0.025 0.026 0.026 1%
9 0.981 0.979 0.983 0.979 0.966 0.915 0.675 0.711 0.484 0.501 1.000 1.000 48%
10 0.659 0.650 0.653 0.648 0.578 0.465 0.255 0.061 0.065 0.226 0.454 0.464 60%
11 0.356 0.340 0.335 0.335 0.329 0.290 0.198 0.099 0.320 0.313 0.519 0.635 26%
12 0.025 0.025 0.025 0.029 0.031 0.018 0.009 0.005 0.014 0.016 0.016 0.016 2%
13 0.045 0.045 0.045 0.045 0.048 0.041 0.044 0.054 0.053 0.055 0.055 0.060 0%
14 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.001 0.001 0.001 0.001 0.001 0%
15 0.973 0.970 0.971 0.968 0.948 0.855 0.756 0.251 0.279 0.954 0.956 0.884 69 %
16 0.755 0.744 0.740 0.728 0.661 0.574 0.290 0.210 0.174 0.536 0.633 0.546 47 %
17 0.108 0.098 0.103 0.100 0.100 0.064 0.034 0.054 0.043 0.083 0.086 0.094 7%
18 0.101 0.103 0.100 0.101 0.096 0.076 0.031 0.048 0.034 0.063 0.114 0.114 7%
19 0.873 0.863 0.856 0.869 0.821 0.666 0.539 0.526 0.628 0.845 0.711 0.740 35%
20 0.550 0.546 0.538 0.529 0.509 0.448 0.286 0.169 0.135 0.138 0.376 0.354 42%
21 0.570 0.578 0.571 0.570 0.535 0.456 0.309 0.505 0.555 0.610 0.614 0.704 11%
Gray cells: False alarm rate > 5% (Table 5).
TABLE 4. FAR (false alarm rate) for the 72 statistic.
Fault Time-based Event-based delta approach (p in %)
approach 5 10 20 30 40 50 60 70 80 90 95

1 0 0 0 0 0 0 0 0 0 0 0 0

2 0 0 0 0 0 0.013 0 0 0 0 0 0

3 0.006 0.006 0.006 0 0 0 0 0 0 0 0 0

4 0.006 0.006 0.006 0.006 0.006 0.006 0 0 0 0 0 0

5 0.006 0.006 0.006 0.006 0.006 0.006 0 0 0 0 0 0

6 0 0 0 0 0 0 0 0 0 0 0 0

7 0 0 0 0 0 0 0 0 0 0 0 0

8 0 0 0 0 0 0 0 0 0 0 0 0

9 0.019 0.019 0.019 0.025 0.013 0 0 0 0 0 0 0

10 0 0 0 0 0 0 0 0 0 0 0 0

11 0 0 0 0 0 0 0 0 0 0 0 0

12 0 0 0 0 0 0 0.013 0 0 0 0 0

13 0 0 0 0 0 0 0 0 0 0 0 0

14 0 0 0 0 0 0 0 0 0 0 0 0

15 0 0 0 0 0 0 0 0 0 0 0 0

16 0.044 0.050 0.056 0.056 0.044 0.038 0 0 0 0 0 0

17 0 0 0 0 0 0 0 0 0 0 0 0

18 0 0 0 0 0 0 0 0 0 0 0 0

19 0 0 0 0 0 0 0 0 0 0 0 0

20 0 0 0 0 0 0 0 0 0 0 0 0

21 0 0 0 0 0 0 0 0 0 0 0 0

Gray cells: False alarm rate > 5%.

corresponding value for the time-fixed procedure is consid-
erably high (0.746). A gray cell means the result was not
considered valid due to a false alarm rate (FAR) above 5%.
Tables 4 and 5 show the FAR values for the 72 and Q statis-
tics, respectively. For example, for fault 5 and statistic T2,
FAR is equal to 0.006 and zero (p = 0.90) for the temporal
and delta approaches, respectively. The corresponding values
for the Q statistic are equal to 0.006 and 0.013 (p = 0.80),
respectively. The vast majority of FAR values were compa-
rable to those obtained with the time-based approach. This
point is critical when comparing fault detection strategies.
Tables 6 and 7 show the detection time (or detection delay) for
the statistics 77 and Q, respectively. A fault was recognized
after the occurrence of six consecutive points beyond the
control limit, the detection time being calculated from the
first [49]. For fault 5 and statistic T2, itwasequalto 16 and 15
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(p = 0.90) sampling units given the periodic and delta proce-
dures, respectively. That is, there was a gain of one sampling
unit in this case. A detailed analysis of the event-based delta
strategy is presented below, along with a comparison with the
time-fixed approach.

From the MDR results obtained from the statistics 72 and
QO with PCA for the fixed-time approach (2nd column of
Tables 2 and 3), the set of twenty-one faults of the Tennessee
benchmark problem can be grouped into four subsets accord-
ing to the level of detection difficulty. Group 1 refers to easy
faults (1, 2, 4, 6, 7, 8, 12, 13, 14); group 2, to intermediate
faults (11, 17, 18); group 3, to hard faults (5, 10, 16, 19,
20, 21); and group 4, to very hard faults (3, 9, 15).

First, significant MDR gains were verified for eight faults,
all related to the Q statistic. Namely, faults 5 (74%; p = 0.80),
9 (48%; p = 0.80), 10 (60%; p = 0.60), 11 (26%; p = 0.60),
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TABLE 5. FAR (false alarm rate) for the Q statistic.

Fault Time-based Event-based delta approach (p in %)
approach 5 10 20 30 50 60 70 80 90 95

1 0 0 0.006 0.013 0.031 0.044 0.006 0 0 0 0 0
2 0.006 0.006 0.006 0.013 0.025 0.069 0.006 0.006 0.375 0 0 0
3 0.013 0.013 0.006 0.019 0.050 0.100 0 0.475 0.106 0 0 0
4 0.006 0.006 0.006 0.006 0.013 0.094 0.150 0.044 0.200 0.013 0.294 0
5 0.006 0.006 0.006 0.006 0.013 0.094 0.150 0.044 0.200 0.013 0.294 0
6 0 0 0 0 0 0.056 0 0 0 0 0
7 0 0 0 0 0 0.031 0.031 0.031 0 0 0 0
8 0.006 0 0.006 0.013 0.025 0.019 0 0.069 0 0 0 0
9 0.006 0.006 0.006 0.006 0.013 0.106 0.400 0.044 0.169 0 0 0
10 0 0 0 0 0.019 0.038 0.006 0.006 0.038 0 0 0
11 0.006 0.006 0.006 0.006 0.019 0.056 0.131 0 0 0 0 0
12 0 0 0 0.006 0.006 0.006 0.031 0.188 0 0 0 0
13 0 0 0 0 0 0 0 0 0 0 0
14 0 0 0 0.006 0 0.013 0 0 0 0 0 0
15 0.006 0.006 0 0 0 0.038 0.013 0.063 0.038 0 0 0
16 0.006 0.006 0.006 0.006 0.019 0.100 0 0.188 0.106 0 0 0
17 0.013 0.013 0.013 0.006 0.019 0.044 0.044 0.038 0 0 0 0
18 0.006 0.006 0.006 0.006 0.006 0.019 0.063 0 0 0 0 0
19 0 0 0 0.006 0.006 0.019 0 0.019 0 0 0 0
20 0 0 0 0 0.006 0.044 0 0.006 0 0 0 0
21 0.019 0.019 0.019 0.019 0.038 0.038 0.369 0 0 0 0 0

Gray cells: False alarm rate > 5%.

15 (69%; p = 0.70), 16 (47%; p = 0.50), 19 (35%; p =
0.60) and 20 (42%; p = 0.70) (Table 3). For example, for
fault 10, the MDR values were equal to 0.659 and 0.061
(p = 0.60) for the periodic and delta strategies, respectively.
The difference between them corresponds to the gain of 60%.
The respective FAR values were considerably low, equal to
0.013, zero, 0.006, zero, 0.038, zero, 0.019 and zero, respec-
tively (Table 5). Faults 5, 10, 16, 19 and 20 are hard-to-
detect (group 3), and faults 9 and 15 are very hard-to-detect
(group 4). Figure 6 shows the Q control charts obtained with
the event-based delta rule for faults 5, 10, 16 and 20 (on the
left). Corresponding charts for the usual fixed-time approach
are also presented for comparison purposes (on the right).
Furthermore, it can be noted that the best MDR values are
a function of the parameter p. However, they are concentrated
at 0.50 < p < 0.80. This result suggests an optimal range for
p, which is positive in the sense of defining a single value.
For example, the MDR for fault 5, initially equal to 0.001
(p = 0.80), is equal to 0.164 for the most usual value of
P, equal to 0.60 (Table 3). The gain in the latter would still
be high, around 58% (=0.746 — 0.164), with a FAR value
still considerably low, equal to 0.044 (Table 5). An ensemble
approach using an interval for p can also be considered.
There are cases where the gain is not relatively large;
however, MDR tends to zero as desired. This was verified
for fault 7, with an MDR of zero for p = 0.70, 0.80, 0.90 and
0.95, given the T2 statistic (Table 2). The value corresponding
to the periodic approach is relatively higher, equal to 0.085.
For the Q statistic, it occurred for faults 17 and 18, both
with an MDR of 0.034 for p = 0.50 and 0.70, respectively
(Table 3). The corresponding values for the cyclic procedure
are relatively larger, equal to 0.108 and 0.101, respectively.
The MDR values for faults 5, 10 and 11, which showed
significant gains (previous analysis), were also relatively low.
Namely, 0.001 (p = 0.80), 0.061 (p = 0.60) and 0.099 (p =
0.60), respectively (Table 2). On the other hand, the values
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corresponding to the time-based approach are considerably
high, equal to 0.746, 0.659 and 0.356, respectively. The FAR
values in all cases were close to zero (Tables 4 and 5). Faults
11, 17 and 18 belong to group 2 (intermediate detection), and
faults 5 and 10 to group 3 (hard detection).

Another performance metric concerns detection time.
Tables 6 and 7 summarize the results for the statistics T2
and Q, respectively. As before, a gray cell means it was not
considered valid due to a false alarm rate above 5%. Shorter
detection times were generally associated with lower MDR
values (Tables 2 and 3), as expected. Relatively high MDRs
and therefore low gains were obtained for faults 11, 16 and
21, given the T2 statistic. The respective MDR gains were
equal to 11% (=0.794 — 0.688; p = 0.60), 10% (=0.834 —
0.733;p = 0.70) and 8% (=0.736 — 0.651;p = 0.60)
(Table 2), with FAR values equal to zero for all (Table 4).
Howeyver, the main result in this case concerns the detection
time, with gains of 208 (=304 — 96), 26 (=312 — 286)
and 49 (=563 — 514) sampling units, respectively, in rela-
tion to the fixed-time approach (Table 6). That is, these
faults were detected in advance, through the delta rule. Fault
11 belongs to group 2 (intermediate detection) and faults
16 and 21 to group 3 (hard detection). More, the detection
times for faults 4, 9, 15 and 19 were equal to 447 (p = 0.70),
734 (p = 0.70), 646 (p = 0.50) and 444 (p = 0.70) sampling
units, respectively, given the T2 statistic (Table 6), with FAR
values equal to zero for all (Table 4). These values are still
relatively high, but these faults were not detected (ND) by
the time-fixed approach (Table 6). For the Q statistic, this
occurred for faults 3, 9 and 19, with detection times of 307
(» = 0.80), 233 (p = 0.80) and 217 (p = 0.60) sampling
units, respectively (Table 7), with all FAR values close to
zero (Table 5). These faults were also not detected (ND)
by the time-based approach (Table 7). Fault 19 is hard-to-
detect (group 3) and faults 3, 9 and 15 are very hard-to-
detect (group 4). Furthermore, as described earlier, faults 10,
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FIGURE 6. Q control charts for the event-based delta method (on the left) and time-based approach (on the right) for

hard-to-detect faults (x: Fault start up at ¢ = 160).

15 and 16 showed significant MDR gains, given the Q statistic
(Table 3). Thus, they also showed considerable gains in terms
of detection time. Namely, 25 (=49 — 24; p = 0.60), 662
(=740 — 78; p = 0.70) and 161 (=197 — 36;p = 0.50)
sampling units, respectively (Table 7), with FAR values close
to zero for all (Table 5). Faults 10 and 16 are hard-to-detect
(group 3), and fault 15 are very hard-to-detect (group 4).
Intermediate faults 17 and 18 (group 2), with MDR gains of
7% (Table 3), also presented reasonable gains for detection
time, given the Q statistic. Namely, 16 (=25 — 9; p = 0.50)
and 72 (=84 — 12; p = 0.70) sampling units, respectively
(Table 7), with FAR values close to zero (Table 5). Slightly
longer detection times were observed for some faults in rela-
tion to the periodic procedure. Namely, for fault 14, equal
to —1 sampling unit (=4 — 5; p = 0.50), and for fault 20,
equal to —3 sampling units (=87 — 90; p = 0.70), given the
T? statistic (Table 6). However, the respective MDR gains
were equal to 6% (=0.158 —0.094) and 5% (=0.701 —0.650)
(Table 2), with FAR values equal to zero (Table 4).

Two event-based systems were analyzed in this work,
namely, the threshold and delta rules. The threshold method
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provided at least the same fault detection performance com-
pared to the time-based approach, but with much less data.
On the other hand, the delta rule yielded significantly superior
performance, including hard-to-detect faults. This analysis
also showed that the delta rule led to significantly supe-
rior performance, including hard-to-detect faults. This per-
formance can be explained as follows. For the usual case
of fixed-time data acquisition procedure, at each sampling
interval, all measured samples of all monitored variables
compose the input vector fed to the PCA-based fault detection
system, which is characteristic of normal operating condition.
With respect to the event-based data acquisition approach,
only values beyond their respective limits are used in the
input vector. The values not transmitted are replaced by the
last ones sent for signal reconstruction. This second input
vector generally presents more discrepant deviations from
the normal condition compared to the first one provided by
the fixed-time approach. This fact contributes to improve the
fault detection performance. In other words, the most relevant
changes in fault signals come earlier, favoring fault detection.
This is in agreement with the best results generally obtained
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TABLE 6. Time to detection (in sampling units) for the T2 statistic.

Fault Time-based Event-based delta approach (p in %) Absolute
approach 5 10 20 30 40 50 60 70 80 90 95 gain
1 7 7 7 7 7 7 7 7 7 7 9 9 0
2 17 17 17 17 17 19 19 17 19 19 19 19 0
3 - - - - - - - - - - - - ND
4 - - - - - - 65 470 447 - - - ND
5 16 13 13 13 16 15 14 1 13 1 15 19 1
6 10 10 10 10 10 10 10 7 8 8 8 8 3
7 1 1 1 1 1 1 1 1 1 1 1 1 0
8 23 23 23 23 23 25 23 25 25 25 27 27 0
9 - - - - - - 781 782 734 - - - ND
10 96 96 96 96 73 74 96 95 96 99 101 102 0
11 304 304 304 304 197 197 197 96 325 146 146 146 208
12 22 22 22 22 22 22 22 22 22 22 30 22 0
13 49 49 49 49 49 49 49 51 50 51 58 59 0
14 4 4 4 4 4 5 5 6 6 6 6 6 -1
15 - - - - - - 646 781 - - - - ND
16 312 312 312 313 312 310 308 305 286 310 310 311 26
17 29 29 29 30 29 29 29 31 29 31 31 31 0
18 93 93 93 93 89 93 94 99 99 94 99 99 4
19 - - - - - - - - 444 - - - ND
20 87 87 87 87 87 87 90 87 90 90 91 91 -3
21 563 563 563 558 560 550 546 514 564 566 696 702 49
ND = Not detected by the time-based approach.
Gray cells: False alarm rate > 5%.
TABLE 7. Time to detection (in sampling units) for the Q statistic.
Fault Time-based Event-based delta approach (p in %) Absolute
approach 5 10 20 30 40 50 60 70 80 90 95 gain
1 3 3 3 3 3 2 3 3 3 6 6 4 1
2 12 12 12 13 11 11 12 15 1 19 19 19 0
3 - - - - - 86 - 43 88 307 320 - ND
4 3 5 3 3 3 3 1 15 1 1 1 30 0
5 1 2 2 2 1 1 1 1 1 1 1 11 0
6 1 1 1 1 1 1 1 1 1 1 1 1 0
7 1 1 1 1 1 1 1 1 1 1 1 1 0
8 20 22 22 19 20 16 21 1 21 21 22 22 4
9 - - - - - 685 1 386 199 233 - - ND
10 49 49 49 49 48 45 47 24 27 43 75 75 25
11 11 11 11 10 10 6 6 7 48 25 25 12 4
12 8 8 8 8 7 7 7 8 8 22 22 22 1
13 37 37 37 37 41 35 38 44 43 45 45 49 2
14 1 1 1 1 1 1 1 2 2 2 2 2 0
15 740 - - - - 573 99 1 78 - 746 586 662
16 197 196 196 196 196 13 36 36 13 195 258 247 161
17 25 25 25 25 24 24 9 24 24 24 24 24 16
18 84 85 84 85 85 15 1 8 12 17 92 92 72
19 - - - - - 15 18 217 110 550 478 557 ND
20 87 87 87 87 85 82 75 15 82 87 87 87 5
21 285 285 285 285 285 283 1 398 245 489 492 564 2

ND = Not detected by the time-based approach.
Gray cells: False alarm rate > 5%.

for intermediate values for the parameter p (Equation 4).
While values of p close to zero produce similar results to
the fixed-time approach, values close to one constitute a
strong constraint for the initial detection of the faults. That
is, the data transmission rate plays a considerable role in
fault detection, and p can be seen as a sensitivity parame-
ter. The highest performance was mostly for hard-to-detect
faults.

VII. DATA TRANSMISSION RATE ANALYSIS

Data transmission in industrial systems has become increas-
ingly critical due to the huge amount of continuously mea-
sured variables nowadays [65]. Greater efficiency is therefore
crucial for better management of networking and computing
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aspects, among others. For example, with respect to latency
and bandwidth, as well as memory allocation and processing
power. These issues are also essential for advancing cyber-
physical systems (CPS) applications. One way to reduce the
amount of data to be transmitted and processed is through the
event-based paradigm [4]. The motivation is that significant
process changes are usually not periodic. This approach can
also improve fault detection performance, as shown in this
work mainly for hard-to-detect faults.

Figure 7a shows the average number of values transmitted
in each sampling interval as a function of the parameter p
(Equation 3). All fifty-two variables and twenty-one faults
of the TEP benchmark were considered. The time-based
approach (p = 0), in which all sampled values are passed
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FIGURE 7. Effect of the parameter p (Equation 3) (a) on the average
number of sampled values transmitted per sampling unit and (b) on the
number of best MDR results, given the event-based delta rule
(Equation 4).

continuously, serves as a reference. For the more restrictive
case (p = 0.95) of the event-based delta method (Equation 4),
less than five measured values are forwarded on average.
The higher the value of this parameter, the lower the data
transmission rate.

The best MDR results (section VI) were obtained for a
range of values for p considering all twenty-one faults. Its
definition must be a compromise between data transmission
rate and fault detection performance. Figure 7b shows the
number of best MDR values as a function of the p parameter.
For example, there were three best MDR values for p = 0.05
(or 5%), given the T2 statistic. They refer to faults 1, 2 and
13 (Table 2). This was also the case for the Q statistic, with
faults 6, 7 and 14 (Table 3). A best result can be counted more
than once, as it can occur for an interval of p, given a fault.
For example, for fault 13, this occurs for p = 0.05 and 0.10
(MDR = 0.06) (Table 2). For T2, the value of p with the high-
est number of best MDR values was equal to 0.70 (with eight
faults), followed by 0.30 and 0.60 (with five). Given Q, the
best score occurred for p = 0.40 (with seven faults), followed
by p = 0.50 (with six) and p = 0.60, 0.70 and 0.80 (with
five). In general, the best results were found for intermediate
values of p, for both statistics. On the one hand, this means
that it is not necessary to forward all sampled values (p = 0),
and on the other hand, values of p close to one degrade the
fault detection performance as it is very restrictive. The data
transmission rate for intermediate values of p (0.30 < p <
0.80) varied between less than five and about ten observations
on average, that is, around a maximum of 20% (=10/52;
Figure 7a). This number is considerably lower in relation to
the full set of fifty-two values sampled. In addition to the
benefit in terms of data transmission rate, an intermediate
value of p also improved the fault detection performance
compared to the usual fixed-time approach (section VI).
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VIil. CONCLUSION

Data transmission in process industries usually occurs at
every sampling interval. The problem is that a considerable
amount of data without new process information is contin-
ually forwarded and processed. This adversely affects the
communication system and computing power. For exam-
ple, regarding network latency and bandwidth, and memory
allocation and processing capacity. This is more critical
nowadays, given the era of big data and cyber-physical sys-
tems (CPS) in the context of Industry 4.0. An efficient way to
reduce the amount of data to be transmitted can be provided
by the event-based paradigm. In this strategy, only sampled
data associated with significant changes (events) in the pro-
cess state are forwarded for further processing.

This work proposed an event-driven data acquisi-
tion framework for continuous industrial systems. Two
methods were considered, namely, threshold and delta
rules.Furthermore, the level of data filtering was varied in
both. They were applied in the context of fault detection,
using the Tennessee benchmark problem as a case study.
The fault detection system was based on PCA (principal
component analysis), which has been widely used for process
monitoring. The threshold method provided similar results
to the classical data acquisition time-based approach, with
the advantage of using much less data. On the other hand,
the delta method was generally better. Significant results,
including mostly hard-to-detect faults, were achieved for
considerably low data transmission rates, around 20% on
average. In short, the event-based delta rule was able to reduce
the amount of data to be transmitted and, at the same time,
improve the fault detection performance compared to the
fixed-time procedure.

Future work may be related to the search for an opti-
mal value for the parameter p used for data filtering,
sensor technology and communication systems, and sig-
nal reconstruction. This work adopted the PCA technique,
which is commonly used for fault detection in the TEP
benchmark problem. Artificial intelligence techniques can
also be evaluated. Furthermore, while fault detection is
still a major practical challenge, how the event-driven
paradigm affects fault diagnosis is another point of
investigation.

Concluding, event-driven data acquisition can be very
attractive for process industries, given the large amount of
variables measured continuously, even in seconds. The pro-
posed event-based data acquisition framework can be applied
directly to similar systems.
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