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1 Introduction

1.1 Objective of the document

The objective of Deliverable 4.3b is to complement the results initially introduced in Deliverable
4.3a concerning

e traffic prediction using long short-term memory and support vector machines networks
with heterogeneous traffic (see Section [2)), and

e denial-of-service security analysis of probabilistic data structures for large-scale aggrega-
tion (see Section [3)).

In addition, this document provides a description of the data aggregation schemes from FIRE-
MAN Task 4.1 introduced in Deliverable 4.1. Particularly, we discuss big data aggregation in
industrial energy management systems (see Section (4]).

1.2 Structure of the document

This document is structured as follows: Section |2| presents a novel Markovian traffic model
for dense networks with heterogeneous messages (e.g., regular and alarm), then we introduce
intelligent device classification, traffic prediction and resource scheduling solutions. Section
presents some insights on the security of probabilistic data structures for efficient storage and
processing of large data volumes. In Section [4] we overview data aggregation in an energy
management system, and we describe a methodology to select the most suitable loT platform
for such systems given their particular requirements. Finally, we summarize our conclusions on
Section [B
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2 Fast Uplink Grant via Support Vector Machines and
Long Short-Term Memory

In this section, we present the fast uplink grant (FUG) resource allocation scheme for machine
type communications (MTC). The current random access (RA) suffers from several problems,
such as high signaling overhead, collisions and longer delays [1]. Therefore, RA fails to meet
the strict QoS demands of the future 5G MTC [2]. In D4.1, we presented the Coupled
Markovian modulated Poisson process (CMMPP) traffic model that simulates the MTC traffic
arrival. It assumes that the MTC traffic is classified into two categories, i.e., data packets
(lower priority) and alarm packets (higher priority). The devices can be silent or active, where
active devices might transmit data or alarm packets. In addition, we present an M-background
processes CMMPP traffic model in D4.3a, where we assume having multiple events affecting
the devices. The multiple events can create a congested network as the alarm messages are
larger in length. The FUG algorithm has three steps, i.e. i) device classification, ii) traffic
prediction, and iii) resource scheduling. In D2.4, we discuss the device classification using
support vector machines (SVMs). In this deliverable, we present the traffic prediction using
long short-term memory (LSTM) and the resource scheduler to implement the FUG algorithm.

2.1 Traffic Prediction using LSTM

After the device classification step, the serving Base Station (BS) needs to predict the acti-
vation time and silent time of these devices to implement an efficient resource scheduler. In
a simple Recurrent Neural Network (RNN) architecture, input features, which are the past
status of Machine-Type Devices (MTDs) collected by the BS, are updated each instant ¢ and
fed into an ordinary artificial neural network (ANN), where hidden layers are connected to form
a feedback path.

In such RNNs, there are three types of weights, which should describe the dependency
between instants: i) w,, represents weights from input features to hidden layers; ii) wpy,
corresponds to weights from hidden layers at time instant ¢ — 1 to hidden layers at time instant
t; and Jii) wy, yields the weights from hidden layers to output. Those weights are used in the
underlying prediction as follows:

hy = tanh(wpphi—1 + Wepy), (1)
Y = whyhta (2)

where tanh(-) is the hyperbolic tangent activation function, h;_; is the previous hidden layer
at t — 1 result from the same recurrent equation, and z; is the input features vector at ¢.
Afterwards, a loss function and an optimizer are applied to find the correct weights that
describe the relation between inputs and outputs [3].

Despite their ability to forecast the future, the RNNs still have a major weakness, namely,
they have difficulty extracting relevant information located in the far past. Long sequences
cause a major problem known as vanish gradient, where some relevant information is located far
away in the past experiences, with almost zero gradient [4]. To solve the problem of long-term
dependencies, Hochreiter and Schmidhuber introduced their LSTM architecture in 1997 [5].
It uses the same concept of basic RNN, but with complex four-gate functions connecting past
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Figure 1: Long Short-Term Memory architecture.

and current instants to extract relevant information from long and short memories. As shown
in Fig. [T} the LSTM has two inputs at each instant: the short term and the long term memories
given by h; 1 and C_1, respectively. While the former yields the previous hidden layer just as
in RNN, the latter allows the LSTM to learn what to add and what to ignore from the very
long past to keep only relevant information for prediction. The LSTM can be classified into 4
main gates:

1. The forget gate describes accurately what information to forget from both input features
and previous hidden states by running an ANN and updating its weights, W, and biases,
bs. The corresponding output, f;, is a number in (—1,1) as it results from a sigmoid
function S(z). Here, —1 means completely forget a feature, while +1 means completely
keep it. Forget gate result is calculated by:

ft = S(Wf [ht—l,-Tt] + bf) (3)

2. The learn gate is similar to ordinary RNN, as it is responsible for learning new features
related to the model. It runs an ANN and updates its weights, W;, and biases, b;, to
form the vector i;,. Moreover, it creates a new vector, C’t, with possible features that
can be added afterwards. Learn gate equations are given by:

ir = S(Wi [hy—1, 2¢] + b;), (4)
C, = tanh (We [hi—1, ) + be). (5)

3. Remember gate form the long term memory of this time instant, C;, using the results
of the forget gate and the learn gate. Long term memory is calculated as:

Ct:ftQthl‘i‘it@ét- (6)

4. Use gate is the last part of LSTM architecture and aims to update the current short
term memory as the current hidden layer and to be used in prediction as the previous
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hidden layer in the next iteration. It runs an ANN and updates its weights, W,, and
biases, b,, to form the vector o;. Use gate equations are given by:

or = S(Woylhe—1, 2] + b,), (7)
hy = oy ® tanh(C}). (8)

To address the computation efficiency of the LSTM architecture, we formulate the spatial
complexity of each LSTM layer in terms of the number of parameters (K') as follows [6]:

K=4(I1+1)0+0 (9)

where [ is the size of the input vector to an LSTM layer, and O is the size of the output
vector of an LSTM layer.

The BS exploits the results of the device classification and traffic prediction to schedule
the resources. The full FUG algorithm is described in [7].

2.2 Simulation Results

Throughput and access delay are monitored for different allocation schemes while adjusting
the number of available frequency resources at the BS through Monte-Carlo simulation. The
proposed FUG is compared to baseline models, such as the current grant-based RA (GB-RA)
allocation scheme, the random FUG that grants the resources randomly to the devices and
the genie-aided FUG, which is the optimum resource allocation scheme that assume no errors
in the prediction or the classification. We compare the models in the CMMPP scenario and
the congested M-CMMPP scenario.

In Fig. [2] the throughput, which is the total successfully received packets, is plotted
while adjusting the number of available resources during 60 seconds. Random FUG resource
allocation has the worst performance, whereas the predicted FUG outperforms the GB-RA and
almost achieves the genie-aided FUG for both CMMPP and M-CMMPP. We notice that as
the number of available resources increases beyond 75 frequency resources, all schemes start
to converge and perform well.

In Figs. [3| the average access delay and maximum access delay are plotted, respectively.
The proposed predicted FUG almost approaches the genie-aided FUG. Furthermore, the pro-
posed FUG presents a free-collision resource allocation scheme, whereas GB-RA suffers from
several preamble collisions. The random FUG is presented to mention the importance of hav-
ing a traffic predictor with high accuracy. Having low traffic prediction accuracy can cause
even worse performance than the RA schemes. For less than 50 frequency resources, we no-
tice that the predicted FUG algorithm can achieve extremely low latency in the order of 1 to
few milliseconds. For this low latency, at least a total of 120 Gbytes of packets are success-
fully delivered to the BS in the M-CMMPP scenario compared to 108 and 60 Gbytes for the
GB-RA and random FUG, respectively as shown in Fig. [2l This evidences the outstanding
performance of the proposed predictive FUG in the presence of a limited number of resources
serving a massive loT deployment, which is the case of interest.
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Figure 2: Total throughput while adjusting the number of available resources: 60 s run-time
and 1000 MTDs. Beyond 75 frequency resources, all schemes converge.
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3 Security Assessment of Probabilistic Data Structures
for Large-scale Aggregation

The staggering amount of generated information in industrial setups, e.g., data reports, sta-
tus measurements, and control commands, originated from heterogeneous sources call for a
paradigm shift in storage and retrieval methods in fusion centers. Databases need to store large
amounts of information with stringent query and processing speed requirements, which render
traditional query strategies inefficient. In this context, probabilistic data structures emerge as
a promising option for efficient storage and processing, overcoming the limitations of determin-
istic approaches which entail high computational, space and execution-time complexity. Such
probabilistic structures leverage space-efficient representations of data to achieve satisfactory
performance in approximate membership queries at the expense of controlled false positives,
and find myriad uses in modern communication, storage, and computational systems [8-10].

In this section, we provide a vulnerability assessment of probabilistic structures, used for
large-scale data aggregation, against denial-of-service (DoS) attacks. Such attacks may per-
niciously affect the normal operation of data acquisition systems by causing extensive periods
of network unavailability.

3.1 Cuckoo Filter Basics

Cuckoo filters offer a compact probabilistic way to represent an item by storing its fingerprint,
i.e., a bit string derived from the item using a hash function, in a hash table. The fingerprint
length can be determined according to the target false positive rate pg,. Smaller values of ps,
require longer fingerprints to reject more false queries. Compared to similar data structures,
such as the Bloom filter [11], the cuckoo filter not only supports dynamic item insertion and
deletion, but also achieves higher lookup performance in terms of time and space efficiency. A
cuckoo hash table consists of an array of buckets, and each inserted item has two candidate
buckets determined by the hash functions h; and hs. In particular, the indices of the candidate
buckets for an item X are computed based on partial-key cuckoo hashing [12], as index; =
hi(X) and indexs = indexy @ ho(fx), where fx denotes the fingerprint of the item X.
Partial-key cuckoo hashing is a variant of standard cuckoo hashing to build cuckoo filters that
support dynamic addition and deletion of items.

As illustrated in the item insertion example in Figure [4] the item X can be placed in either
buckets 2 or 6 of the hash table with a total number of 7 buckets. If either of the buckets
is empty, the algorithm inserts X to that free bucket and the insertion completes. If neither
bucket is free, as in this example, the algorithm selects one of the candidate buckets (e.g.,
bucket 6) for X, removes the existing item (in this case A), and re-inserts it to its own alternate
location [10]. This dynamic insertion process may require removing an additional item and,
thus, it may repeat until a vacant bucket is found or a maximum number of displacements is
reached. If no vacant bucket is found, the hash table is considered too full to insert. A set
membership query for item X simply searches both buckets of the hash table for the fingerprint
of X, and returns true if an identical fingerprint is found.

The use of approximate membership checking in networking systems raises vulnerability
issues mainly related to the item insertion operation. Among various attack types, DoS attacks
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Figure 4: (a) Item insertion in a cuckoo filter. (b) A cuckoo filter may have multiple entries
per bucket [10].

constitute one of the major threats against network and service availability. In the following
section, we provide a description of such kind of attacks against the cuckoo filter.

3.2 Denial-of-Service Attack Description

The performance analysis conducted in [10] reveals that a properly designed cuckoo filter
can significantly improve authentication efficiency, end-to-end latency and reduce protocol
overhead, even for high node densities. The introduced space cost, in terms of required
number of bits per inserted item, remains close to the information-theoretic lower bound, even
for stringent false positive rate requirements.

Despite such benefits, vulnerabilities in the cuckoo filter generation phase may give rise to
DoS attacks, which take the form of consecutive item insertion failures. As discussed in [13],
such attacks aim at forcing insertion failures in the filter, and can be executed without prior
knowledge of the implementation components, e.g., hash functions h; and hsy used in the
filter. An item insertion attack may eventually result in service unavailability, since the cuckoo
filter becomes unable to locate a free bucket to store an item, regardless of the number of
displacements allowed during insertion.

To execute an item insertion attack, the attacker first creates a set () containing candidate
items, and queries the filter for each of them, keeping in a set N those items that return a
negative. Then, the attacker inserts an arbitrary item i, in the filter, and queries again the
items belonging in N. Those items returning a positive are then added to a set P. Based
on the cuckoo filter principles, the items stored in P have generated a false positive with iy,
sharing the same location indices and fingerprint fi.. The attacker iterates the aforementioned
procedure until the number of items stored in P reaches 2b, where b denotes the number of
entries per bucket. Those 2b items are then inserted to the filter, resulting in an insertion
failure for the last inserted item i, € P, as illustrated in Figure[5] This occurs due to the fact
that f;. is already stored in the filter, and the maximum number of fingerprints in two buckets
is limited to 2b.
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3.3 Filter Configuration

The effectiveness of item insertion attacks highly depends on the filter parameter configuration
during the generation phase. In order to assess the filter vulnerability in such type of attacks,
the item insertion failure probability needs to be determined [14].

Let us consider a cuckoo filter of m buckets with b entries per bucket, and that the fusion
center aggregates multiple items corresponding to a number of N nodes requesting network
registration. We further assume that m = c¢N for a constant ¢ > 0, while f denotes the
fingerprint size (in bits). An arbitrary item iy is inserted in the filter and its fingerprint fj is
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stored. We further assume hashing the fingerprints is collision-free, because, in practice, f; is
a few bits and A(fy) is much longer. According to the item insertion principles of the cuckoo
filter [12], if j—1 items share the same buckets with i, the following must simultaneously hold:
i) their location indices derived from h; and hy are the same, which occurs with probability
2/m, and ii) they have the same fingerprint, which occurs with probability 1/2f. Therefore,
the conditional probability of j in total items sharing the same two buckets is (2/m - 1/2f)j_1,
and when 7 = 2b + 1, an insertion failure occurs. The item insertion failure probability can

thus be expressed as
9 2b 9 2b
prm— = . 10
Pt (2f~m> <2f-cN> (10)

Figure [] illustrates the item insertion failure probability as a function of the number of
nodes N for various filter configurations. In particular, we assess the vulnerability of the filter
for different combinations of entries per bucket b, and fingerprint sizes f. It can be noticed that
item insertion failure probability registers an increase with rising number of nodes, rendering
the filter more susceptible to insertion attacks. However, insertion failures are less probable
when a larger bucket size is considered; thus, larger filters are more resistant to such attacks.
This can be intuitively explained as follows. When the number of entries per bucket increases,
the set of candidate locations for the inserted items expands, resulting in a lower probability
for groups of 2b 4+ 1 items mapping to the same buckets. Thus, a higher number of queries
is required by the attacker to store at least 2b items in P. In addition, item insertion failure
probability reduces when a longer fingerprint size f is used, since the probability of an exact
fingerprint match becomes lower. Therefore, a larger fingerprint size renders cuckoo filter less
prone to insertion attacks.
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4 Big Data Aggregation in Industrial Energy Manage-
ment Systems

This section aims to develop a high-level architecture for Industrial Energy Management Sys-
tems (IEMS) that incorporates the loT and big data to enable data aggregation needed to
implement the FIREMAN approach to handle anomalies in the energy demand in industrial
environment. This is necessary because although the loT and big data have been considered
in home energy management systems (HEMS), their implementation and applications in IEMS
are not well studied. HEMS and IEMS have somewhat similar objectives, but they face dif-
ferent implementation challenges because of the differences in purposes and operational scale.
Our goal is to provide a general methodology that different industries can apply when selecting
the most suitable IEMS based on their particular needs. In other words, this paper will support
industries to carry out a detailed analysis of their own energy requirements and understand
the key components of their energy management schemes in order to find the best match for
their IEMS. This results are presented in full details in [15].

4.1 Industrial Energy Management System

An IEMS monitors, controls, and optimizes the energy performance in an industrial plant
and measures the consumption of energy (and potentially the generation). It is also used to
diagnose problems such as over-consumption and leaks across the entire plant. It provides
companies the opportunities to improve energy savings by adopting energy saving technolo-
gies. In most cases, a successful implementation of EnMS requires low investment cost and
specialized expertise and staff training.

Industries must follow a series of defined steps to establish an effective EnMS. The main
steps required are developing an energy policy and assigning responsibilities, highlighting main
energy users, setting measurable goals and targets, implementing actions to achieve the goals,
checking if the actions are successful, and continuous system reviews.

In technical terms, an energy management system (EnMS) is a computer-based system
that is used to aggregate energy data from the field, such as heating, ventilation and air-
conditioning (HVAC) units, lighting system, water and gas meters installed on production
lines, while providing the relevant information to the user. The operation of an IEMS can be
understood as a cyber-physical system according to the following steps.

(1) Build data collection strategy: Real-time accurate and granular data is collected
along with the information about when the energy has been used and by which device (ma-
chine). Data is collected by installing sensors/smart meters, sub-meters, and large energy
consumer devices such as HVAC (heating, ventilation and air conditioning) equipment, pro-
duction line, boilers, etc. The objective of this part is to monitor the collection of real-time
data and determine where the majority of the energy is being used.

(2) Transform raw energy data into useful information: In this phase, the collected
data is analyzed, interpreted, and converted into useful information. Big data software is used
to easily import raw data from different machines using loT devices and convert them into
useful information in the forms of user-friendly charts. The collected raw data may be related
to the production levels, weather data, and other factors that influence the energy used to
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generate the company's KPls.

(3) Assign responsibility, analyze data: In this phase, the information provided must
be converted into meaningful reports; this is only possible by adding the information to the
knowledge of the facility, which can be done by an energy manager. The role of the energy
manager is to interpret the information provided by the Energy Management System and
combine this information with the company's process and to set the targets accordingly.

(4) Interpret the results, and agree to an action plan: In this phase, the energy usage
reports are available to the energy manager. The energy manager and energy management
team start to communicate with the departments to start an energy policy and agree to an
action plan.

For FIREMAN, IEMS is necessary to run the ultra-reliable rare event detection because it
aggregates and fuses the data that will serve as input of the algorithms developed in WP5.

4.2 High level architecture for IEMS for data aggregation

Fig. shows all the phases of the proposed architecture starting from data capturing to
reporting. In the initial phase, data is collected using sensors and actuators from various
sources in the industry that contains machines, HVAC, data generation from renewable sources
(solar, wind), lighting, CCTV, and many more energy consuming devices. The huge amount
of data generated by these devices is stored in a low-cost storage in the cloud. In the second
phase, data acquisition, the generated big data is stored in a shared distributed fault tolerant
database. The collected data is then transferred into master node(s) in the Hadoop cluster. As
the data is collected from multiple heterogeneous devices, it may have different data formats
and information, and data preprocessing will be required. In data preprocessing, inaccurate
and incomplete data are handled, and incomplete data is either corrected or deleted. Flume
is used to perform the data acquisition process. The main function of Flume is to collect,
aggregate, and transfer the large amount of data to Hadoop master node.

The data received by Flume is stored in a single or multiple channel. The data is then sent
to the external HDFS repository, where the data is written in a desired format using plug-in
serializers. The serializers change and restructure the Flume data into the desired format. The
data is pre-processed and a unified view of the data is achieved. The data is stored in the
HDFS multiple clusters for processing. The HDFS clusters consists of DataNodes. The actual
data and file system meta data are stored in those DataNodes. The data analysis is performed
by YARN on the data stored in HDFS; these two run on the same set of nodes that allows
tasks to be processed on the nodes in which the EnM data is present. Hive and Impala are
the tools to perform SQL queries on data residing on HDFS. HIVE is used for data querying,
to select, analyze, and to make calculations on the data of interest.

The last phase is also the most important part: data analytics. Here, the calculated data
must be shared with the energy management team, and especially the energy manager, so
that better planning decisions can be made to achieve efficient utilization of energy, reduc-
tions in greenhouse gas emissions, increase in machine efficiency, designing of energy policy,
improvements in energy planning, etc. The tool used in Hadoop for data analytics is Scalable
Advanced Massive Online Analysis (SAMOA), a distributed streaming machine learning frame-
work that consists of programming abstraction for distributed streaming algorithms for data
mining and machine learning tasks. For the data visualization (graphs, reports, etc.), Tableau
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is used. Tableau is a common tool used for interactive data visualization and the sharing of
information and dashboards.

4.3 General framework for selection of loT platform for IEMS

Here we apply the framework proposed in [16] to show how to select the most suitable loT
platforms to run IEMS based on the top five loT platforms (AWS, Azure, Google, IBM, and
Oracle), but they could be extended to another service providers. We have compared these
twenty-one key factors with the features provided by those selected five loT platforms as
shown in Table [I More specifically, the entries have the following meaning related to the
specific feature to be considered: ‘yes’ means the feature is available, ‘high’ indicates strong,
‘bad’ shows weak, ‘good’ indicates that the feature is very good, ‘-’ shows that the feature
is unknown and ‘no’ indicates that the feature is not available in the platform. In order to
identify and fill the features of the selected five loT platforms, different articles [17-23] have
been studied from many databases. Some websites [24-29] have been used, especially the
websites of those selected loT platforms. A few white papers [30] have also been studied.
The framework for selection of an loT platform is illustrated in Figure 8| as a schematic
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Table 1: Features provided by loT platforms [16]

Factors AWS Azure Google IBM Oracle
Scalability Yes Yes Yes Yes Yes
Flexibility Yes - Yes - Yes
Stability Yes Yes Yes - -
Security High  High High High  High
Data analytics Yes Yes Yes Yes Yes
Disaster recovery Yes Yes No No No
Data ownership - Yes - - -
Protocol support Yes Yes - Yes Yes
System performance  Yes - Yes Yes -
Interoperability Yes - - - Yes
App. environment Yes Yes Yes Yes Yes
Cloud ownership Yes Yes Yes Yes
Pricing model Bad Bad Good - -
Legacy architecture  Yes - - - Yes
Attractive interface Yes Yes - No -
Time to market Yes Yes Yes
Bandwidth - - Good - -
Edge intelligence Yes Yes Yes - Yes
Hybrid cloud Yes Yes - - -
Platform migration Yes Yes - - -
Previous experience  Yes Yes - - -

of the selection procedure. The whole process consists of five stages. In the first stage, the
company finalize their business requirements. In the second stage, the company requirements
are applied to prioritizing which factors are required (R) and important (1) for this business
context. In the third stage, the R and | factors are compared with the features provided by the
five selected loT platforms. The loT platform/s that provide a maximum of the features as
compared to the requirements are selected and shifted to the stage four. In stage four, there
might be one or many loT platforms that match the required and important factors. Stage
five is the decision, which is explained next.

If there is one loT platform that provides the most required and important features then
the same loT platform can be selected for the specific application. But, if there are multiple
loT platforms providing these features then the company may choose an loT platform based
on the comparison of their match to "I" factors and select a suitable loT platform for their
needs. There might also be chances that none of the platforms provide all of the required
features; this might indicate that new platforms should be selected and evaluated accordingly.
This should be considered for the applications related to the test cases in FIREMAN.

As an example, take the the IEMS presented in the previous subsection, the five stages
of the framework are explained in a simple way. Initially we have to learn the components of
loT to understand what is loT and how it works. In stage 1, the system designer should go
through each of the 21 factors that have been identified as important in choosing a platform
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and use this to help them to formulate their specific requirements. In stage 2, these factors are
prioritized as being either required (R) and important (1) for their needs. They find that their
required factors to consider (R) are for example, scalability, stability, system performance,
attractive interface, edge intelligence, time to market, flexibility, and previous experience.
Their important factors to consider () are for example pricing, security, data analytics, disaster
recovery, and interoperability. In stage 3, the R and | factors are compared with identified
features of loT platforms. The platform that is fulfilling the "I" and "R" requirements can
be selected. In case there are multiple of loT platforms that are offering completely the
"I" and "R" requirements, then the selection should be to the one that is providing the "I"
requirements in more suitable for the application in hand. In some cases it can happen that
none of the loT platforms are providing all the "I" and "R" requirements, in this case other
loT platform needs to be included in the comparison.

In general, the platform is the place where the data aggregation will be handled and
aggregated. However, it is also possible to proceed similarly with edge service providers and
might be a better option for other industrial loT whose goal is to reliably detect rare events
on real-time, while other solutions that are delay tolerant, like predictive maintenance, might
best suit to cloud platforms. In any case, the proposed selection framework is suitable for
defining the architecture for the data aggregation before the data analytics is carried out.

4.4 Summary

The proposed solution for aggregate the big data generated by industrial loT devices related to
energy aspects of industry uses Hadoop for data acquisition, storing, processing, data querying,
analytics, and data reporting. The information collected using real data from industrial devices
can be used by the IEMS to deploy the FIREMAN solution in specific industrial environments.
We also showed an objective methodology that can be used to select the most suitable loT
platform for different IEMS based on their particular requirements. A similar solution is serving
as a guide to the different testbeds in WP6, and support the analytics in WP5.

Project Title: FIREMAN 16 https:/ /fireman-project.eu
Project Coordinator: LUT



Version 1.0, 30/04/2022

5 Conclusions

The document presents a novel classification, prediction and resource management solution
based on SVMs and LSTMs machine-learning architectures. The solutions is suitable for
large, dense, network with heterogeneous traffic, as in Industrial loT and energy systems.
In addition, this document provides a security assessment of probabilistic data structures,
which are paradigm change in efficient storage and processing of large data sets, under denial-
of-service attacks, in particular insertion attacks, for different aggregation and network size
configurations. Finally, this deliverable overviews a data aggregation solution for IEMS and
provides an objective methodology that selects the most suitable loT platform for different
IEMS based on their particular requirements.

The solutions presented in this deliverable guide the different test-beds in WP6, and support
the analytics in WPS5.
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