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1 Introduction

1.1 Objective of the document

The objective of Deliverable 4.2 is to present some initial outputs carried out in Task
4.2: Data compression and interpretation. The goal of this task is “investigate methods
for big data aggregation, reduction and imputation of missing values.” Therefore, this task
produces techniques for fault detection and classification in an environment that is prone to
outages. The partners collaborated on various activities related to this task, and focused on
various studies related to data imputation in an industrial environment, as well as outputs
related to the application of Generative Adversarial Networks and Autoencoders to missing
data scenarios, as well as a study on data compression at the fusion center. Finally, the
document also includes work related to improving fault detection with both data reduction
and the QARMA algorithm.

1.2 Structure of the document

The remainder of this document is structured as follows: Section [2| presents some insights
on fault detection and classification in case of missing sensor measurements. In Section (3 we
show how data compression at the fusion center can ensure storage efficiency and scalability
in large-scale industrial setups. Section |4 presents a discussion on improving fault detection
with data reduction. In Section [5] we present the initial work done on selecting a small set
of rules among the total number of discovered rules that apply on a given training dataset.
Section [6] provides a summary of all the findings presented in this document.
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2 Fault detection and classification in Industrial loT in
case of missing sensor data

In the era of Internet of Things (loT) big data, the integration of cloud computing tech-
nologies and cyber-physical systems enables the full potential of Industry 4.0 to be harvested
in manufacturing processes, with a multitude of sensors being installed around the industrial
operating environment and equipment. A key component of the lloT is a monitoring system
to track and potentially predict the various indicators of the health of a machine/component
or an entire industrial process. The reliability of such monitoring system should be guaranteed
also in case of missing sensors’ data so as to avoid disruption even if some measurements are
not received. In fact values are often missing from the collected sensor data, and the related
issue of missing value imputation becomes then very important. For example, high-frequency
data collection can result in large gaps in the data and if the network stops working, all the
measurements collected during the network downtime will be missing [1]. Other possible rea-
sons behind missing data are: faulty sensors producing intermittent readings, loss of data
during wireless communication owing to packet loss or to interference in the communication
medium, or data removed purposely by attackers with malicious intentions during sensing,
processing,storing or communication.

2.1 Framework

While fault detection and identification [2-4] and data imputation [1}5] have been studied
before, all the approaches reported to date in the literature focus on either of these issues
separately. We instead propose a framework that unifies all three techniques, allowing us to
optimize each of them in a way that results in the best overall performance of the monitoring
system. In particular, we propose a data-driven decomposition of the process to monitor the
various indicators of the health of a machine/component or an entire industrial process. The
monitoring process includes three components (see Figure [1)): i) the fault detection module,
ii) the fault identification module, and iii) the data imputation module. Specifically, the data
imputation module in our framework relies on a Generative Adversarial Network (GAN) model
that learns the correlation between the data from the input layer to replace missing sensor
measurements. The GAN was optimized by validating its performance based on the effect of
the imputed measurements on the fault identification and detection modules, which ultimately
constitute the two essential tasks performed by the monitoring system. We conducted a
thorough evaluation of the proposed approach using the extended Tennessee Eastman Process
dataset. Our evaluation shows that the GAN-imputed data mitigate the loss on the fault
detection and identification modules even in the case of persistently missing measurements
from sensors that are critical for the correct functioning of the monitoring system.

In case all sensors measurements are received, the fault detection procedure is always
activated, while the fault classification is performed only if an anomaly is detected. In case
of missing measurements, the data imputation module is first triggered, followed by the fault
detection and eventually by the fault classification if an anomaly is detected.

Project Title: FIREMAN 4 https://fireman-project.eu
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Figure 1: Data flow within the monitoring system. If all measurements are received the fault
detection is activated, followed by the fault classification in the event of an anomaly (paths a
and a — ¢). If some measurements are not received, the fault detection and identification are
preceded by the data imputation module (paths b — d and b — d — e).

2.1.1 Fault Detection

We trained an autoencoder to be our fault detection module. An autoencoder is a neural
network with a symmetric structure. Our autoencoder is constituted of: i) an input layer with
N inputs (N is the number of sensors that monitor the industrial process), ii) 12 hidden layers
of size [52,52,48,47,46,45,45,46, 47,48, 52, 52] with ReLu activation functions, and iii) an
output layer with N outputs. The reconstructed values from the input are the outputs of
the autoencoder. The model learns a representation for the input data and filters the noise
by minimizing the Root Mean Square Error (RMSE) of the reconstructed values. During the
training process, the autoencoder sees only fault-free data, which allows us to learn the patterns
of normal operating conditions. Therefore, when reconstructing faulty data, the reconstruction
error will be larger compared to the fault-free reconstruction. This indicates the presence of
an error. Considering that the fault-free data represents the majority of the collected dataset,
the fault detection module can be deployed as soon as enough measurements are collected.
The RMSE threshold is chosen to minimize the probability of false alarms and miss detection
rate.

Additionally, we use the autoencoder to fine-tune the training of the model for the missing
sensor measurement imputation.

2.1.2 Fault Classification

A Deep Neural Netowrk (DNN) was trained to serve as the fault classification module.
The network is constituted by: i) an input layer with N x (L 4 1) inputs, ii) two hidden layers
with RelLu activation functions and iii) N softmax functions as output layer. The number of
lags L is 20, and the number of neurons in the two hidden layers is 250 and 60 respectively.
Considering that fault classification is a multi-class problem, an unequal distribution of the
faults might result in an imbalanced classification. This issue was addressed by separately
training a model for the most severe imbalance (a model for the detection of anomalies and
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Figure 2: Hyperparameter tuning for the GAN.

a model for the classification of those anomalies). The separation of the fault detection from
the fault classification stage allows us to use the DNN only if an unspecified fault has been
detected. Therefore, the fault classification module is trained only for sensor measurements
collected during faulty operations.

Additionally, the DNN is also the basis to fine-tune the training of the model used to
impute missing data.

2.1.3 GAN-based approach for imputation and classification

A Generative Adversarial Network (GAN) constitutes an ML framework designed to create
new data instances that resemble the training dataset [6]. This is achieved through the iterative
simultaneous training of two neural networks, called the generator and the discriminator. The
generator learns the distribution of the input dataset and attempts to generate data instances
that resemble the distribution as closely as possible. On the other side, the discriminator
learns to distinguish true data from the output of the generator. The generator is trained
to generate data that can fool the discriminator; the discriminator is trained to maximize the
probability of correctly labeling training data and generated data. Such learning framework can
be applied in an lloT scenario to learn the distribution of the sensor measurements, allowing
for the imputation of missing data.

Our approach builds on the work in [7], which adapted the original GAN framework to the
data imputation problem. However, we embed the GAN-based data imputation module within
an lloT monitoring system (see Fig. [2). In fact, as detailed in [8], we propose to validate
the GAN performance by assessing the impact of the generated data on the fault detection
and classification modules. This way, the GAN hyperparameter optimization is driven by the
resulting repercussions of using imputed data on the industrial monitoring system. In this
context, this type of feedback is more informative and easier to understand than metrics
traditionally used to assess an ML model, e.g., the RMSE.

We now give a brief overview of the GAN-based imputation module. The training process
starts with the optimization of the discriminator D using mini-batches of size Kp. The
generator G is kept fixed during the optimization of the discriminator. Eq. is used for the
training of D, i.e.,
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mgn—z,cD (m(j), m(j),b(4)), (1)
where

Lp(m,m,b) = )" [m;log(m;) + (1 — my)log(1 — ;)] 2)

i:b;=0

and m(j) defines whether the j-th sample in the mini-batch is missing or not, while m(j)
denotes the prediction made by D. The b(j) is an N-dimensional vector whose elements are
all equal to 1 except for one element which is 0, i.e., this corresponds to the element of the
mask m(j) that is not provided as input to D. After the training process for D, the training
of the generator GG starts according to Eq. , ie.,

min _ Le (m(j), m(j), b(7)) + alar (x(7), %()), (3)

with mini-batches of size K. Egs. and denote the two components of the cost
function for G. In particular, Eq. applies to the missing sensor measurements while Eq.
applies to the observed measurements, i.e.,

Le(mm,b) = — )" (1—my)log(m), (4)

i:b;=0

L (x,%) = Z my(&; — x;)>. (5)

It is worth noting that while in [8] the fault detection and classification modules are
implemented as an autoencoder and a deep neural network respectively, other options are
viable and can be integrated with the GAN. The fault detection module can be implemented
through any anomaly detection technique (e.g., clustering, autoencoder, principal component
analysis). Similarly, the fault classification module can be implemented via any classification
method (e.g., deep neural network, support vector machine, decision tree).

2.2 Performance evaluation

We use the extended Tennessee Eastman Process, provided by Reith et al. [9], to train
and test the performance of all three abovementioned modules. The dataset contains samples
for normal operation (fault-free data) and in correspondence to 21 different process faults
(faulty data). Each sample contains N = 52 sensor measurements sampled at an interval of
3 minutes. The dataset contains 25 hours (i.e. 500 samples) of training data, and 48 hours
(i.e. 960 samples) of testing data.

Our analysis presented in the remainder of this section does not include fault 21 since it was
not part of the extended dataset. Finally, faults 3, 9, and 15 are not considered because of their
unobservability from the data which results in high missed detection rates [10]. The remainder
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Figure 3: Recall of the DNN for training and testing data

of this section presents a detailed analysis of the performance of the three components of the
monitoring mechanism.

The false alarm and missed detection rate of the fault detection module were computed
on the testing files. The false alarm rate was evaluated using all 500 testing fault-free files
and the missed detection rate on all the 500 faulty data files for each of the 17 faults under
consideration. Our evaluation results in a 0.12 and 0.17 false alarm and missed detection rate
respectively.

The performance of the fault classification module was evaluated based on the recall and
precision for each fault for both training and testing data (see Fig and Fig E[) A 0.963 and
0.943 minimum recall on the training set and on the test set, respectively, shows that the
DNN performs very well and correctly identifies most of the faults. The DNN shows good
performance in terms of precision as well, i.e. what proportion of the samples identified by the
model as a fault correspond to an actual occurrence of that fault.

Now, we will evaluate the performance of the fault-classification and the fault detection
module in the presence of missing sensor measurements. We will compare two approaches,
namely: GAN-based imputation and the performance of the Moving Average (MA) method.

We consider two scenarios: measurements missing at random and persistent sensors’ fail-
ures. First, we start with running 103 simulations in which 10% of the measurements are
missing at random, i.e. 5 of the NV = 52 sensors are missing in each sample. These simula-
tions show that in most cases the MA mechanism achieves a very good performance. However,
a drop in performance was found in terms of the fault-classification in case specific sensors’
measurements are missing. A thorough analysis of the importance of different sensors’ mea-
surements, when imputing the missing values using the MA approach, shows that only 12
sensors have a significant impact on the fault classification mechanism. We denote the set
of critical sensors with S = {0, 8,12, 17, 18,20, 21,43,44,49,50,51}. Some sensors have an
impact on the detection of one of the faults (e.g. sensor 0), while others affect multiple faults
(e.g. sensor 17). It is important to note that if any of the remaining 40 sensors is missing
and its value is imputed using an MA or even using the average over fault-free data, the recall
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Figure 4: Precision of the DNN for training and testing data

of the fault classification module is always greater then 0.80. However, if one of the critical
sensors is missing, the MA-based approach does not result in an acceptable loss. In some
cases the recall of the fault classification module can drop below 0.40.

Due to the abovementioned results, we decided to focus our analysis only on the critical
sensors to evaluate the performance of the imputation mechanism. Figure 5 depicts the results
of this analysis.

The unavailability of each of the critical sensors was simulated for each of the 500 testing
files 10 time slots after the fault occured and for the entire duration of the simulated process.
Considering that the GAN used the current measurement and 10 measurements from the past,
the first missing sensor measurement imputed by the GAN uses the actual sensors measure-
ments. Therefore, the GAN relies on imputed values for the missing sensors. In each time slot
we performed the imputation using both techniques, GAN and MA. Once the imputation was
done, we fed the imputed data to the fault classification module to determine the performance
of the two imputation mechanisms. Precision and recall for fault f of the classification mod-
ule in correspondence to the original testing data are denoted by P(f) and R(f) respectively.
Additionally, Rpa(f,s) and Pya(f,s) denote the recall and precision for fault f of the fault
classification module when classifying data imputed using MA for missing sensor s. Similarly,
we define Raan (f, s) and Pean(f,s) in case of the GAN-based imputation.

We compute the average of both, the recall and precision, over all critical sensors for both
imputation methods. This allows us to compare it against R(f) and P(f). The difference
in recall and precision of the two imputation methods with respect to the original recall and

precision values as:

and

P.(f, s
Ar(a ) = () - e DD @)

where z denotes MA or GAN.
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Figure 5: Performance comparison on the test data.
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As shown in Figures [ba and bb| the GAN imputation results in a shift of the distribution of
the difference in recall and difference in precision towards smaller values. In other words, the
loss due to the missing sensor measurements is significantly mitigated by the adoption of the
GAN-based imputation.

We also studied the difference in recall and precision in case 2 critical sensors measurements
are not available. Figures bc| and |bd| show the resulting distribution of the difference in recall
and precision in that case. As previously, we considered the worst case scenario of persistent
sensors failures, i.e. the sensor measurements are unavailable for the duration of the simulated
process. The results confirm that the GAN approach outperforms the MA also in this case.

2.3 Conclusion

We propose a data-driven decomposition approach to monitor the health of a ma-
chine/component or an entire industrial process. By including a module for data imputation
we ensure that our system is functional even in case some of the critical sensors’ measure-
ments are missing, due to hardware or network issues. We trained a GAN to serve as the
data imputation module. Instead of using metrics like RMSE of the generator, the GAN was
optimized by taking into account the feedback from the autoencoder that was used for fault
detection, and the DNN that was used for fault classification. This results in the fine-tuning
of the data imputation which minimizes the impact of missing sensor data on the capabilities
of the system to detect and identify faults. The evaluation of the proposed approach was
done by using the extended Tennessee Eastman Process dataset. Our results confirm that
the proposed approach, based on data imputation, mitigates the impact of persistently miss-
ing critical sensor measurements on the detection and identification of different faults in the
system.
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3 Data compression at the fusion center

3.1 Background

One of the key operations of a data fusion center is data compression, in an effort to ensure
storage efficiency and scalability in large-scale industrial setups. While compression at the sen-
sor level reduces the amount of information transmitted to the aggregation points, compression
at the level of fusion center is able to extract knowledge from the ambient measurement space;
in turn, learning algorithms can be run directly on compressed data.

Due to the limited capabilities of industrial sensors and the computational benefits of
working directly in the compressed domain of aggregated information, our research efforts
aim at extracting the underlying dynamics which govern the behavior of fused data and come
up with appropriate data-reduction techniques. Such techniques rely on the dimensionality
reduction of the observed measurement set and should be efficiently performed to keep the
reconstruction error (accuracy loss) at minimum levels.

3.2 Approach based on dynamical systems modelling

The utilization of dynamical systems as an interpretable scheme for gaining insight into
the behavior of measurement streams stems from their ability to extract knowledge from the
spatiotemporal synergy among the respective trajectories [5]. Formally, dynamical systems
concern the analysis, prediction, and understanding of the behavior of systems of differential
equations or iterative mappings that describe the evolution of the state of a system. Dynamical
systems offer an interpretable mathematical framework to /) learn the hidden patterns of time-
series sensor data which exhibit high spatio-temporal correlation and ii) mine their underlying
dynamics to gain insight into the evolution of the process being monitored.

As such, dynamical systems provide an effective means for compression of the aggregated
content at a fusion center. In linear dynamical systems, the dynamics governing the sensor
measurements, z;, are captured by latent variables, h;, through linear mappings, i.e.,

hiv1 = Fhy +ep, e ~ N (0,A), (8)
Zt:Cht—i—ez, €ZNN(O,E>. (9)

Eq. expresses temporal correlations among latent variables of measurement streams, while
Eq. @) captures spatial interactions among different measurements in the same time-step.

The compression should be characterized by a balanced approach to the trade-off between
compression ratio and reconstruction error. In this case, instead of directly storing sensor
observations, compression can be accomplished by means of temporally downsampling latent
variables h; and further storing learned parameters in matrices F' and C, as well as noise
standard deviations A and Y. The compression ratio is defined as the ratio of the total
uncompressed space over the size of compressed data.

The decompression error can be computed as follows: Estimated learned variables at step
t = 1 are always retained. For t = 2, corresponding latent variables are computed as hy = Fh,
and the estimated measurements are given by 2, = C'hy. The decompression error is given by
the /5-norm of mismatch between observed measurements and their estimated counterparts,
i.e., HZQ — ,7:’2”2.
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Table 1: Performance comparison in terms of RMSE for three different compression techniques
and different compression ratios [11]

Ratio
50 100 150 200 250
Baseline 0.164 0.193 0.225 0.317 0.499
Strategy 1 | 0.164 0.192 0.218 0.266 0.378
Strategy 2 | 0.164 0.189 0.212 0.24 0.327

The time points at which latent variables are retained can be deduced by two compression
strategies: /) latent variables are stored every m-th time step (i.e., Strategy 1); ii) latent
variables, as well as their temporal location in the buffer of the fusion center, are retained
for the time steps at which the decompression error exhibits values above a predetermined
threshold (i.e., Strategy 2).

3.3 Compression performance

A power system synchrophasor time-series dataset with intrinsic spatio-temporal structure
has been considered for the evaluatior] The dataset comprises co-evolving measurement
streams from 6 phasor measurement units which correspond to three-phase voltage and current
magnitudes. The two aforementioned compression strategies are compared in Table[I]in terms
of root mean squared error (RMSE), with a baseline approach that combines singular value
decomposition and liner interpolation for compression of synchrophasor measurements. It
can be observed that the proposed strategies outperform the baseline, especially for high
compression ratios. In addition, Strategy 2, which selectively stores the hidden variables based
on the resulting error, achieves superior compression performance.

LEPFL Smart Grid. [Online]. Available: http://nanotera-stg2.epfl.ch/data/. Accessed: 25 May 2021.
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4 Improving fault detection of TEP with data reduction

In previous deliverables, namely D2.3, D3.1 and D3.2, we have introduced the Tennessee
Eastman process (TEP) benchmark process (refer to the Appendix of D2.3 for details). Specif-
ically, we have proposed in D3.2 different ways to compress the TEP datasets. In this deliv-
erable, we focus on the study of how this compression associated with a simple imputation
method to estimate the points when a new sample is not acquired. Our focus will be in two
approaches: threshold-based and delta-based (refer to D.3.2). This section will contribute to
the previous research by indicating that the proposed data reduction method with a simple
imputation heuristics can outperform the fault detection capabilities [12].

4.1 Event-driven data acquisition

Time-based sampling or data acquisition implies that the measurements of a given signal
are taken and updated in predefined time intervals. Event-driven approaches, in contrast, are
designed to capture another set of features of the signal in real time. For example, an event
can be defined whenever a signal crosses a given threshold, or if the variation (derivative) is
greater than a given value. If this event happens, a new sample is taken. A comprehensive
overview of this emerging field can be found in [13|/14].

To properly design an event-driven data acquisition procedure, it is necessary to charac-
terize the signal that is being measured, either by explicitly knowing the function or by using
Al-based methods to extract the features of the function. The main challenge of event-driven
approaches is how to “filter” the full dataset containing all possible data that can be acquired
by only sampling significant points, i.e., the “events.” Usually, the filtering is based on retain-
ing/sending sampled values based on predefined limits. This technique has the potential to
significantly reduce the amount of data that is being transferred through the network [15,/16].

Fig. [6] illustrates our proposal for event-driven data acquisition, mainly focusing on indus-
trial processes. Once the events of interest (e.g., threshold crossing, variation, or accumulation)
and the respective thresholds (i.e., the value that triggers the sampling) are defined, the data
acquisition phase can be deployed. After acquiring new data, they are transmitted to some
computing unit, whose function is to reconstruct a time series that will be used by the relevant
application. In this report, we implicitly apply the concept of data imputation [5] by defining
a ‘“reconstruction” protocol for samples that are not acquired (or that were lost during the
communication). With a “full’ dataset we refer to a time-stamped dataset that considers
periodic measurements. However, if there are missing samples, we impute those values by
following a predetermined protocol. The management center can utilize such a dataset for its
different possible applications. This step is fundamental for Al-based algorithms to properly
run real-time fault detection considering a system with different features.

In the following, further details about the proposed method are provided.

4.1.1 Data training to define the events

In the context of event-driven acquisition, “event” is defined as something significant
occurring in the dataset [13]. The level of significance can be adjusted depending on the
event-driven technique used and the specific application. The techniques for event-driven
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Figure 6: Proposed approach for event-driven data acquisition.

sampling include threshold-based, Riemann, and Lebesgue sampling (the send-on-delta) and its
derivations send-on-area and send-on-energy [17,/18]. Unlike periodic or structured sampling,
events are asynchronous and have a random nature. An event indicates a change in the signal
that has to be transmitted and stored for further processing.

4.1.2 Protocol definition

The event-driven approach proposed here uses an explicit method for completing the time
series. In this case, we need to define the protocol for the event-driven acquisition from
the measurement of the physical process to its final usage in the management center. The
proposed protocol is defined next together with the terminology that is used in the report.

4.1.3 Physical system

Physical system refers to the real-world system under investigation. The physical system
description includes the description of the process itself, the locations of the sensors, and the
samples that are fed to the data acquisition point. The number and location of the sensors is
determined by the objective and application of the system.

4.1.4 Data acquisition

In this phase, raw samples and preprocessed data are obtained. The data acquisition follows
an event-driven approach that determines if a time sample is going to be transmitted. The
samples are processed individually at a local unit close to the locations of the physical sensors.
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4.1.5 Communication system

The communication system (wired or wireless) ensures the delivery of the information
needed to support the intended application of the system. Considering that some data might
be missing, as a result of node or communication failures, the receiver follows a specific protocol
that compensates for them (i.e., data imputation). This allows us to successfully execute the
applications supported by the system despite the failures and reduce the amount of data that
has to be transmitted through the network.

Data transmission

The transmitter needs processing capabilities to determine which data will be sent in every
sampling time. It follows a predefined protocol to determine whether a new sample at a given
time t will be sent to the receiver or if the data must be imputed at further stages.

Data reception

At reception, data are collected and they pass to the next stage. Reception does not take
any decision regarding the data.

4.1.6 Reconstruction

In this stage, all missing data at a given time ¢ will be imputed by reconstructing the
signal based on the data previously passed by the transmitter. The rules of imputation are
determined based on the event-driven method employed. These rules have a significant impact
on how the signal is reconstructed, which also defines the limit of data reduction.

4.1.7 Processing

At this stage, the signal obtained at reconstruction is used to perform the required process
objective in the management center.

4.1.8 Event-driven data acquisition

This section describes the details of the threshold and delta-based technique used in this
report, which are based on the work reported in [17,18]. Note that other event-driven methods
could also have been applied.

4.1.9 Threshold

Let us consider multiple signals St 3. k) from k sensors. The training is performed by
computing the signal average, global maximum and minimum during normal operation as
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follows:
N
~ Skn
— kn 1
Sk 22N (10)
Sk’max = maXx Sk (11)

where S'is the original signal value detected by the sensors and passed through the commu-
nication system. The total signal length N is divided into n time slots. K is the number
of sensors in the system, and Siaz, Skmin are the maximum and minimum signal value,
respectively. The upper and lower thresholds are given by

Tux = Sk + (| Skmaz — Sk | xp) (13)
T = Sk — (| Sk — Skmin ’ xp), (14)

where p is a percentage value that moves in the region between Siyez; Skmin and Sy that
stretches the window. Finally the following conditions impose the resampling of the signal
that is coming from the sensors:

Stn = Skny if T < g < Tig, or (15a)
Sin = Sy if T > Spn > Ti, (15b)

where S}, the new signal. The term in equation defines the condition for resampling in
case of the signal crossing one of the two defined thresholds. This process occurs during the
acquisition stage (see Fig. |§[) In this case, the sampled signal gets transmitted through the
network, while the term in equation does not require a new transmission and it relies on
data imputation at the reconstruction stage. In each time slot, the system checks whether a
new signal measurement arrived, and decides which protocol procedure to follow.

4.1.10 Delta-based

Let us consider the same signal S{ 3.k} coming from k sensor measurements. We
measure the maximum variation between each time slot n under normal operation with

A max(Sy) = max (\ Skn = Sk(nt1) |) forn=2,3,4...N,

and then proceed to the resampling procedure.
We calculate each variation and compare it with A max(Sy) multiplied by a percentage p,
which determines how wide the variation value is:

Stn =Skn, it | Skn — Sk(n+1) |> (Amax(Sg) * p) or (16a)
Sien =Sk(n-1), If | Skn — Sknt1) |< (A max(Sy) * p), (16b)

The term @ defines when a new sample has to be transmitted (occurs at the acquisition
stage), while @ defines when the system should employ the imputation procedure (occurs
at the reconstruction stage). lIts flowchart is shown in Fig. . The outcome following delta
method algorithm for imputation can be seen in Fig. [8with the correspondent original reference
as if all the samples were transmitted.
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/ Load training data /

Sin: Value of sample n
k: # of variable (out of K)

extract each sample consecutive
variation from trainning file:
no ASk =[Sk -Sk+)

yes

v

extract maximum variation:
yes Amax(ASy)

transmit S,
therefore new signal S, =S,

!

extract each sample consecutive
variation for fault/normal operation:
for all sensors k then for n=2,3,4..N

is
‘Sk"'sk(nﬂ)‘
>

Amax(ASy) X p

no yes
no transmit and leave transmit and leave
time slot 7 empty S'a= St
signal
reconstruction

if n slot empty
S'in= Sk(n-l)

¥

End

Figure 7: Flowchart of the delta event-driven technique
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Figure 8: Original sampling vs imputation, on one of the variables using Delta method

4.2 Numerical results

Tables [2| and [3| show the Missed Detection Rate (MDR) values obtained with the delta
rule presented in Section [4.1.10} for the 72 and () monitoring statistics, respectively. The
best values are given in boldface. The false alarm rate (FAR) is shown in Tables [4] and [5]
and the time to detection performance metric is presented in Tables |§] and , for T? and Q,
respectively. A gray cell in the tables means that the result is not valid, either because it is
associated with a false alarm rate above 5% or with a negative time delay. Our FAR values are
comparable to the ones in [12] (see Tables[4] and[f]). Similarly, the gains in terms of best MDR
values (bold) obtained by us in relation to [12] are shown in Tables[2]and [3] For instance, the
gain over the T? statistic for fault 4 is equal to 5%, which is given by the difference between
0.956, from [12], and 0.905, obtained in this work for the delta percentage of 70%. The
higher this value, the greater the gain. A more detailed inspection of the above-mentioned
tables shows that the obtained results are equal or better when compared with those obtained
in [12]. While reproducing the results from [12], we retained 12 principal components, which
explains approx. 56% of the total variance in the original data. This number, low in practice,
was adopted to have the same basis of comparison. The mean and standard deviation of the
absolute differences between both results regarding MDR are equal to 0.007 and 0.011 for the
T? statistic, and 0.003 and 0.003 for the Q statistic. From these results, the twenty-one faults
can be grouped into four sets, according to the degree of difficulty concerning fault detection.
Group 1 refers to faults that are easily detected (1,2,4,6,7,8,12,13,14), group 2: intermediate
detection difficulty (11,17,18), group 3: faults that are hard to detect (5,10,16,19,20,21), and
group 4: faults that are very hard to detect (3,9,15).

Upon further investigation of Table [3, we can observe that there are significant gains,
greater than 25%, for eight faults. Fault 5 (with a gain of 74%), fault 9 (27%), fault 10
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Table 2: MDR (missed detection rate), given T? statistic

Delta (in %)Delta (in %)
5 10 20 30 40 50 60 70 80 90 95  Gain
1 0008 0.008 0.008 0.008 0.008 0.008 0.008 0.008 0.008 0.008 0.010 0.010 0%
2 0.020 0.020 0.020 0.020 0.020 0.023 0.023 0.020 0.023 0.023 0.023 0.023 0%
3 0.998 0.999 0.996 0.996 0.996 0.993 0.993 1.000 0.996 1.000 1.000 1.000 1%
4 0.956 0.961 0.959 0960 0.960 0.969 0.969 0.934 0.905 0999 0.999 0999 5%
5 0.775 0774 0771 0770 0.770 0.764 0.764 0.773 0729 0683 0.604 0701 17%
6
7
8
9

Fault [12]

0.011 0.011 0.011 0.011 0.011 0.011 0.011 0.008 0.009 0.009 0.009 0.009 0%

0.085 0.079 0.076 0.079 0.079 0.045 0.045 0.161 0.000 0.000 0.000 0.000 9%

0.034 0.033 0.031 0.034 0.034 0033 0.033 0.031 0.031 0.043 0.054 0045 0%

0.994 0998 0996 0991 0.991 0998 0.998 0.984 0.979 1.000 1.000 1.000 2%
10 0.666 0.653 0.653 0.646 0.646 0.671 0.671 0.679 0.694 0.744 0806 0.826 2%
11 0794 0.789 0786 0.796 0.796 0.794 0.794 0.688 0876 0.886 0.899 0.926 11%
12 0.029 0.021 0.021 0.023 0.023 0.024 0.024 0.021 0.035 0.034 0.059 0.056 1%
13 0.060 0.060 0.060 0.061 0.061 0.061 0.061 0.063 0.061 0.063 0.076 0.078 0%
14 0.158 0.120 0.125 0.111 0.111 0.096 0.096 0.106 0.095 0.154 0.149 0.154 6%
15 0988 0979 0978 0.984 0.984 0993 0993 0.974 0984 0.996 1.000 1.000 1%
16 0834 0.833 0833 0.851 0851 0.834 0.834 0.809 0.733 0920 0934 0946 10%
17 0259 0.254 0251 0.258 0.258 0.249 0.249 0255 0.273 0.338 0261 0324 1%
18 0113 0.113 0.113 0.111 0.111 0.113 0.113 0118 0.113 0.113 0.121 0.121 0%
19 0996 0.999 0999 1.000 1.000 0.996 0.996 0998 0.885 0.983 0.996 1.000 11%
20 0.701 0.704 0710 0709 0.709 0.725 0.725 0.731 0.650 0.766 0.754 0805 5%
21 0736 0694 0.693 0691 0.691 0696 0.696 0.651 0716 0.786 0.865 0.876 8%

Red fonts: Not valid results because of a false alarm rate above 5% or a negative time
delay.

Table 3: MDR (missed detection rate), given () statistic.

Delta (in %)Delta (in %)

Fault [12] 5 39 20 30 40 50 60 70 80 90 95 Gain
1 0003 0003 0003 0003 0003 0.001 0001 0003 0003 0006 0004 0004 0%
2 0014 0014 0014 0015 0015 0011 0011 0018 0000 0023 0023 0023 0%
3 0991 0990 0990 0985 0985 0830 0830 0160 0461 0876 0.926 0.995 6%
4 0038 0035 0031 0040 0040 0031 0031 0046 0006 0063 0000 0470 1%
5 0746 0745 0743 0743 0743 0644 0644 0164 0000 0001 0000 0.008 74%
6 0000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0%
7 0000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0%
8 0024 0025 0025 0021 0021 0.019 0.019 0000 0025 0025 0026 0026 1%
9 0081 0979 0983 0979 0979 0915 0915 0711 0484 0501 1000 1000 27%
10 065 0650 0653 0648 0648 0465 0465 0.061 0065 0226 0454 0464 60%

11 035 0.340 0335 0.335 0.335 0290 0.290 0.099 0320 0.313 0.519 0.635 26%
12 0.025 0.025 0.025 0.029 0.029 0.018 0.018 0.005 0.014 0.016 0.016 0.016 1%
13 0.045 0.045 0.045 0.045 0.045 0.041 0.041 0.054 0.053 0.055 0.055 0.060 0%
14 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.001 0.001 0.001 0.001 0.001 0%
15 0973 0970 0971 0968 0.968 0.855 0.855 0.251 0.279 0.954 0.956 0.884 69%
16 0.755 0744 0740 0.728 0.728 0.574 0.574 0.210 0.174 0.536 0.633 0.546 22%
17 0.108 0.098 0.103 0.100 0.100 0.064 0.064 0.054 0.043 0.083 0.086 0.094 7%
18 0.101 0.103 0.100 0.101 0.101 0.076 0.076 0.048 0.034 0.063 0.114 0.114 7%
19 0873 0863 0856 0.869 0.869 0.666 0.666 0.526 0.628 0.845 0.711 0.740 35%
20 0550 0546 0538 0.529 0529 0448 0.448 0.169 0.135 0.138 0376 0.354 42%
21 0570 0.578 0.571 0.570 0.570 0.456 0.456 0.505 0.555 0.610 0.614 0.704 11%
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Table 4:

FAR (false alarm rate), given T? statistic.

Delta (in %)Delta (in %)

Fault  [12] 4 10 20 30 40 50 60 70 80 90 95

1 0 0 0 0 0 0 0 0 0 0 0 0

2 0 0 0 0 0 00125 00125 0 0 0 0 0

3 00063 00063 00063 0 0 0 0 0 0 0 0 0

4 00063 00063 00063 00063 0.0063 00063 00063 0 0 0 0 0

5 00063 00063 00063 00063 0.0063 00063 00063 0 0 0 0 O

6 0 0 0 0 0 0 0 0 0 0 0 0

7 0 0 0 0 0 0 0O 0 0 0 0 0

8 0 0 0 0 0 0 0O 0 0 0 0 0

9 00188 00188 00188 0025 0025 0 0O 0 0 0 0 0

10 0 0 0 0 0 0 0 0 0 0 0 0

110 0 0 0 0 0 0 0 0 0 0 0

12 0 0 0 0 0 0 0 0 0 0 0 0

13 0 0 0 0 0 0 0O 0 0 0 0 0

14 0 0 0 0 0 0 0O 0 0 0 0 0

15 0 0 0 0 0 0 0 0 0 0 0 0

16 00438 005 00563 00563 00563 00375 00375 0 0 0 0 0

17 0 0 0 0 0 0 0 0 0 0 0 0

18 0 0 0 0 0 0 0 0 0 0 0 0

19 0 0 0 0 0 0 0O 0 0 0 0 0

20 o0 0 0 0 0 0 0O 0 0 0 0 0

21 0 0 0 0 0 0 0 0 0 0 0 0

Table 5: FAR (false alarm rate), given (@ statistic

4 Delta (in %)Delta (in %)
Fault [12] ¢ 10 20 30 40 5 60 70 80 90 95
1 0 0 00063 00125 00125 0.031 0.031 00125 O 0 0 0
2 00063 0.006 0.006 00125 00125 00688 00688 00063 0375 0 0 0
3 00125 00125 00063 00188 0018 01 01 0475 01063 0 0 o0
4 00063 00063 0.006 0.0063 0.0063 00938 00938 00438 02 00125 0204 0
5 00063 00063 00063 0.0063 0.0063 00938 00938 00438 02 00125 0294 0
6 0 0 0 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0031 0031 0031 0 0 0 0
8 00063 0 00063 00125 00125 0.019 0.019 00688 O 0 0 0
9 00063 00063 00063 00063 00063 0.1063 01063 0.044 01688 0018 0 0
10 0 0 0 0 0 00375 00375 0.006 00375 0 0 0
11 0.0063 0.0063 00063 00063 00063 0.0563 00563 0 0 0 0 0
12 0 0 0 00063 00063 00063 0.0063 01875 0 0 0 0
13 0 0 0 0 0 0 0 0 0 0 0 0
14 0 0 0 0.006 0.006 0013 0013 0 0 0 0 0
15 00063 0.0063 0 0 0 0038 0.038 00625 00375 0 0 0
16 0.0063 0.0063 00063 00063 00063 01 01 01875 01063 0 0O 0
17 00125 00125 00125 00063 00063 0.0438 00438 00375 0 0 0 0
18  0.0063 0.0063 0.0063 00063 00063 0.0188 00188 0 0 0 0 0
19 0 0 0 00063 00063 00188 00188 0.019 0 0 0 0
20 0 0 0 0 0 00438 00438 00063 O 0 0 0
21 00188 00188 00188 00188 00188 0.0375 00375 0 0 0 0 0
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(60%), fault 11 (26%), fault 15 (69%), fault 16 (22%), fault 19 (35%) and fault 20 (42%)
for the () statistic. It is worth noticing that faults 5, 10, 16, 19, and 20 belong to the faults
that are hard to detect (group 3), and faults 9 and 15 are very hard to detect (group 4).
Moreover, there are situations in which the gain itself is not high, but the MDR values tend
to zero. We encounter this scenario for fault 7, with a gain of 9% and a final MDR of 0%,
for the T statistic, and fault 17 (with a gain of 7% and MDR of 4.3%) and fault 18 (with a
gain of 7% and MDR of 3.4%) for the @ statistic.

A further comparison with the work presented in [12] shows that faults with high MDRs
and low gains are encountered. However, in these cases considerable reductions in the time to
detection monitoring metric are experienced (see Tables [6| and [7]). As previously mentioned, a
gray cell means that the result is not valid, either because it is associated with a false alarm
rate above 5% or with a negative time delay. The best ones, given in boldface, are conditioned
to the best lower MDR values previously set in Tables[2]and [3] Given the same MDR and FAR
values, different time to detection values for some faults might be encountered. For example,
for fault 10 and the T2 statistic, with MDR = 64.6% (Table [2)) and FAR = 0% (Table
for delta percentages of 20 and 30%, the time to detection is equal to 96 and 73 time units
(Table @ respectively. The calculated gain was based on the lower value in cases like this.
A slightly longer time to detection values in relation to [12] can be observed for faults 14
(gain = —2 sampling units) and 20 (-3 sampling units), given the T statistic, and for faults
5 (10 sampling units) and 16 (-50 sampling units), given the () statistic. Low gains and
high MDRs were captured for faults 4 and 19, given the T2 statistic. The times to detection
are equal to 447 and 444 sampling units, respectively. These faults were not detected (ND)
by the T statistic in [12]. Considering the @ statistic, the approach proposed in this work
resulted in times to detection equal to 320, 386, and 217 time units for faults 3, 9, and 19,
respectively. They were also not detected in the previous work. Additionally, faults 15 and 18
presented gains of 641 and 72 time units, with times to detection equal to 99 and 12 time
units, respectively. The same metric with the approach taken in [12] is equal to 740 and 84
time units, respectively. Fault 19 belongs to group 3, i.e., it is hard to detect, and faults 3, 9,
and 15, to group 4, i.e., they are very hard to detect.

We would also like to highlight that there are faults that have the same MDR, FAR, and
time to detection values for a range of p. For instance, fault 7 for the T statistic exhibits
this situation for delta percentages 70, 80, 90, and 95%, where MDR = 0%, FAR = 0% and
time to detection = 1 sampling unit. The highest delta percentage is chosen in cases like this
in order to work with a higher data reduction rate.

Considering that data reduction is becoming more important in the current massive data
scenario, our study also addresses the reduction in terms of data needs. The analysis above
shows that the proposed delta rule results in the fault detection performance equal to or better
compared with the work presented in [12], but it allows us to reduce the data acquisition
requirements (high data reduction). It outperforms the results from [12] in many situations
including hard and very hard to detect faults.
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Table 6: Time to detection (in sampling units), given T? statistic

Fault

CONOOOAR,WN =

10
11
12
13
14
15
16
17
18
19
20
21

[12]

7
17

16
10
1
23
96
304
22
49
4
312
29
93
87
563

5
7
17

13
10
1
23
96
304
22
49
4
312
29
93
87
563

10
7
17

13
10
1
23
96
304
22
49
4
312
29
93
87
563

20
7
17

13
10
1
23
96
304
22
49
4
313
30
93
87
558

Delta (in %)Delta (in %)

30
7
17

16
10
1
23
73
197
22
49
4
312
29
89
87
560

40
7
19

15
10
1
25
74
197
22
49
5
310
29
93
87
550

50
7
17
65
14
10
1
23
781
96
197
22
49
5
646
308
29
94
90
546

60
7
17
470
1
7
1
25
782
95
96
22
51
6
781
305
31
99

87
514

70
7
19
447
13
8
1
25
734
96
325
22
50
6
286
29
99
444
90
564

80
7
19

-0 |

99
146
22
51

310
31
94

90
566

90
9
19

15
8
1

27

101

146

30

58
6

310

31

99

91

696

95
9
19

19
8
1

27

102
146

22
59

311
31
99

91
702

Gain

ND = Not detected by [12].

Table 7: Time to detection (in sampling units), given @ statistic

Fault

CooO~NOOOA_,WNR

[12]

740
197
25
84

87
285

Delta (in %)Delta (in %)
40

196
25
85

87
285

10

196
25

87
285

20

196
25
85

87
285

30

2

11
86

3
1
1
1

16
685
45

6
7

35

1

573
-52
24
15
15
82
283

50
2
63
127
34
34
1

1
21
72
47
-87

38

99
36

-13
18
75
-76

60
3
15
-73
15
1

1

1
-45
386
24

-35
44

-9
-78
24

217
15
398

70
3
-59
-61
-87
-87
1

1
21
-29
27
48

43

-55
24
12
110
82
245

80
3
-59
-61
-87
-87
1

1
21
-29
27
48
8
43
2
-5
-55
24
12
110
82
245

90
4
19
320
=77
=77
1

1
22
75
25
22
45
2
746
258
24
92
478
87
492

95
4
19
30
11
1

1
22
75
12
22
49
2
586
247
24
92
557
87
564

Gain

1

0
ND
0
-10

72
ND
5

2
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4.3 Performance evaluation

4.3.1 Number of samples transmitted (reductions based on events)

Fig. [9] presents the average number of samples that are transmitted through the commu-
nication network considering the delta-based event-driven acquisition.

N w B w1
o o o o

—
o

Average samples
transmitted per time slot

o

95 90 80 60 40 20 10 05 0
Delta [%]

Figure 9: Average samples transmitted per time slot using the delta method
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o

[e)]
o
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N
o
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o

o

o+ No data reduction

o
(6]

Figure 10: Data reduction of the signal at the management center point

Without the event-driven method, the number of transmitted samples is always equal to
the total number of collected measurements, i.e., 52 observations per sample. If the proposed
event-driven method is based on a very restrictive delta percentage (e.g., filtering 95% of
the training set), less than ten samples need to be transmitted on average (this calculation
considers all fault scenarios). The larger the percentage, the lower the number of samples
that are being sent through the communication system from the data acquisition to the
reconstruction point. Note that this is not a linear relation.

From the number of the samples that were not transmitted due to the proposed event-
driven acquisition, we can obtain the total data reduction rate of the signal for each percentage
value (see Fig. . Please note that the level of data reduction change is less than 15%
between 95 to 40 percentage delta, which gives a wide margin to choose an adjustable delta
while still maintaining a high level of data reduction.

The data obtained in Fig. and [9 are key to understand the gains obtained in Tables
[6] and [7] As the delta becomes larger or more stringent to filter the samples that are going
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to be transmitted, the imputation system maintains a significant set value that contributes to
keep the process steady. Once a "big" change from one sample to other occurs, the anomaly
is therefore detected rapidly by the statistics 72 and (). This indicates that based on both

criteria from gains in detecting and reduction rate of the samples, a delta % should be properly
chosen.
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5 Finding small rule-sets with minimal data coverage loss

We begun work on selecting a small set of rules among the total number of discovered
rules that apply on a given training dataset with the property that they are as few as possible,
but are still sufficient to “cover” the vast majority of data instances covered by the entire
rule-set discovered by QARMA.

The above can be stated in a precise mathematical formulation as follows: We are given
a finite set of variables V' = {vy,...v,,} that correspond to a dataset D = {iy,...,4,}, and
a finite set of (discovered) rules R = {ry,..,r7:}. Each rule r; € R “explains” (i.e. covers)
a set of data instances I(r;) C D; clearly, the cardinality of this set is necessarily greater
than or equal to suppmin|D| where suppi, is the minimum required support threshold of
the rules specified in the QARMA run that produced them. The objective of the problem is
to find a set R,, C R such that |R,,| < S where S is a user-specified threshold, such that
\Ure rI(r)| > a|D| for some user-defined a € [0,1].

The above problem can be formulated as a pure Integer Programming Problem (IP). The
importance of the problem lies in the fact that it is possible to extract only a few rules (typically
less than 15) from a set of several tens of thousands of rules, such that all data are “covered”
by at least one of these rules, thereby providing a small set of rules that can “explain” or
at least “interpret” the data. The less rules presented to the user, the more “explainable”
or “interpretable” the resulting Al system is. Necessarily, these rules have minimal overlap
in their coverage, and therefore when new test instances are presented, usually only one rule
from this small rule-set will trigger, resulting in no conflicts in predictions.

Experiments with the commercial optimization software GUROBI showed that for the rule-
sets produced by QARMA for the grid-fault simulation dataset described in WP2, WP3, and
WP5 of the project, it can take several hours to find a solution to this IP. On the other hand, the
MERSFinder (Minimum Explaining Result-Set Finder Algorithm) designed and implemented
in the Open-Source library popt4jlib (https://www.github.com /ioannischristou/popt4;jlib) - in
package popt4jlib.MinExplainSet, class BottomUpMERSSolver2MT java - is able to locate
the required solutions within a few seconds of execution time in all tests we performed. The

pseudo-code and detailed description of the algorithm MERSFinder (as well as some variants
of it) is presented in FIREMAN Deliverable D5.1.

5.1 Working with sparse data in QARMA

By design, the QARMA family of algorithms takes advantage of sparse data, such as those
found in the recommender system domain, where there are data about millions of users and
millions of items to be “purchased”, but each user only “purchases” (or “rates”’) a very small
subset of the entire set of items available in the database. QARMA is able to extract all rules
that are valid in such very sparse datasets. In the context of rare event detection in predictive
maintenance or other Industry 4.0 settings, this translates to a setting where sensor readings
for a machine that is monitored can come at very different time intervals, the flow of readings
can become interrupted frequently and so on, but the system can always derive the rules that
apply to the problem given the sparse dataset. In this sense, QARMA deals directly with sparse
(or missing) data, and does not require any imputation or other pre-processing techniques to
be applied first to the data.
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6 Conclusions

This document presented initial insights of FIREMAN outputs from Task 4.2. Two main
areas of research have risen within the document. The first focusing on data compression to
ensure storage efficiency and scalability in large-scale industrial setups. The later addressing
imputation of missing measurements and its impact on fault detection and classification.
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