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Summary

This document summarizes the progress made so far by the FIREMAN consortium towards
the development of novel communication solutions for large-scale data acquisition in industrial
environments. The consortium partners have introduced multiple technical enablers covering
a wide range of communication technologies to address highly heterogeneous traffic scenarios
that entail transmission of industrial data. As WP3 encompasses all stages from local data
collection and storage to data transmission at a fusion center, the research outcomes in Deliv-
erable 3.3a are expected to provide the necessary inputs for the subsequent research activities
in WPs 4-6.

The research is performed within the context of the EU CHIST-ERA project FIREMAN
(grant CHIST-ERA-17-BDSI-003).
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1 Introduction

1.1 Objective of the document

The objective of Deliverable 3.3a is to compile and document in a coherent manner the
research outputs that have been carried out so far in Task 3.3: " Large-scale Data Transmission”
within the context of project FIREMAN. Task 3.3 aims to design agile communication schemes
able to achieve scalable and ultra-reliable, low latency transmission of the physical sensing
information to data acquisition centers. The developed connectivity solutions need to address
highly heterogeneous traffic scenarios that entail a wide range of industrial applications and
ensure a seamless cyber physical system operation. The outcomes of Deliverable 3.3a are
expected to provide the necessary inputs for efficient data fusion in WP4.

1.2 Structure of the document

The remainder of the document is organized as follows. Section 2 discusses the role of
emerging communication technologies in industrial connectivity and highlights the necessity for
the development of novel technical components for large-scale data transmission in the context
of WP3. Sections 3-7 are devoted to the elaboration of the technical enablers proposed by
the consortium partners and the presentation of related evaluation outcomes. Finally, Section
8 provides our concluding remarks and points out directions of future work.
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2 Next-generation technologies for industrial communi-
cation

Key developments in communication technologies have led to unprecedented advances in a
number of longstanding problems related to machine-type connectivity. In industrial environ-
ments, where machine-type communication (MTC) is predominant, fifth-generation (5G) and
beyond communication enablers are expected to play a pivotal role in the transformation of the
entire production chain, composed of processes, machines, workers, and production lines. In-
corporating robust connectivity schemes in the data acquisition process will eventually upgrade
the aging manufacturing industry towards a fully integrated, automated and interconnected
paradigm to improve productivity, operational and cost efficiency for the factories-of-the-future.

Today's industrial networks primarily rely on installed fixed-network technologies, e.g.,
EtherCAT, Modbus, etc., to support critical and real-time applications for stationary ma-
chines. Wired technologies are often complemented with wireless LAN-based solutions using
unlicensed spectrum, e.g., Wi-Fi, WirelessHART, etc., to support short-range sensor connectiv-
ity where communication requirements are typically non-critical. Thus, scaling and expanding
industrial operations can be difficult, as wires are very costly to install and maintain while
Wi-Fi cannot sustain high network performance and manage effectively the requirements of
advanced manufacturing use cases [1]. While 5G mobile cellular networks are progressively
challenging industrial Ethernet solutions, wires will -in many cases- become redundant allow-
ing the expansion of digital operations, e.g., for remote plant condition monitoring, and the
extension of machine lifetime, e.g., via predictive maintenance and timely anomaly detection.
The integration of 5G-based ultra-reliable low-latency communication (URLLC) as well as the
massive deployment of intelligent sensors offer great potential and unlock unprecedented in-
dustrial use cases to render smart manufacturing more agile and efficient. The evolution of 5G
through global standardization via the 3GPP offers a future-proof technology, robust to inter-
ference and security threats which may compromise the quality and privacy of industrial data.
In addition, Low-Power Wide-Area Networks (LPWANSs) have recently emerged as promising
solutions in the context of Industrial Internet of Things (lloT). In particular, the features of
LoORA networks are appealing for lloT applications and allow cost-effective lloT deployments
with high energy efficiency. The remarkable communication robustness of LORA networks
to achieve long—range connectivity can be useful in industrial applications where the wireless
channel is often impaired by multipath and fading, thus giving them an advantage compared
to other low-power wireless technologies.

The ever-increasing number of interconnected devices expected in future lloT applica-
tions will impose even more demanding requirements on the communication networks that will
quickly surpass the capabilities of current technologies. In this context, the focus of FIREMAN
consortium partners has been on the development of emerging communication technologies
capable of providing scalable and reliable connectivity for data acquisition in industrial se-
tups. In the following sections, a detailed description of the particular connectivity enablers is
provided along with indicative performance results.
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3 Non-orthogonal multiple access

3.1 Background

The three-layer model of cyber-physical systems (introduced in [2], as well as in Deliverable
2.2) constitutes the basis of FIREMAN solution and presumes massive connectivity between
machine-type devices, either in the uplink or downlink. Industrial loT and the pervasive edge
computing architecture (detailed in Deliverable 2.4) require a better usage of the wireless
channel. One promising way to implement it, is via non-orthogonal multiple access at the
physical layer. This section introduces a theoretical analysis of how massive multiple-input
multiple-output (MIMO) can be implemented with subarray activation, indicating advantages
in comparison to the dominant orthogonal access. The analysis provided here aims at evalu-
ating the performance of such a technique as a candidate to be deployed in industrial wireless
networks, and is related to the data and decision layers of the end-to-end FIREMAN solu-
tion [2].

3.2 Massive MIMO and subarray activation

5G wireless communication networks will enable unforeseen new industrial services and
applications with the most diverse requirements, such as massive connectivity, low latency,
and high reliability [3]. Non-orthogonal multiple access (NOMA) and massive MIMO are
considered as key enabling technologies for meeting these requisites in networks beyond 5G.
Specifically, massive MIMO explores the space domain through a massive number of antennas
to serve multiple users in parallel, while NOMA can also serve multiple users simultaneously,
but differently from MIMO, the parallel transmission is performed by multiplexing the users in
power domain, in which successive interference cancellation (SIC) is employed for reception.
Both technologies can reduce the system latency and increase the connectivity capacity. In
addition, the combination of MIMO and NOMA can provide remarkable improvements and
outperform conventional orthogonal multiple access (OMA) systems [4, 5].

Even though massive MIMO-NOMA can provide enormous advantages over classical
MIMO-OMA deployments, in some scenarios, the fast fading channels can still degrade the
system performance and reduce the communication quality. In such environments, diversity
techniques are crucial for enhancing the system performance and improve reliability. The appli-
cation of diversity strategies in classical communication systems have been exhaustively inves-
tigated for decades. However, only few works have addressed the refereed subject in massive
MIMO-NOMA setups. In [6], antenna diversity was employed to improve the outage perfor-
mance of a MIMO-NOMA system assuming a simple scenario with only one NOMA group.
In [7], the combination of Alamouti space-time block coding and MIMO-NOMA was investi-
gated, in which a closed-form outage probability expression was derived. Performance improve-
ments in MIMO-NOMA systems can also be achieved through antenna selection schemes [3].
However, it was shown that the optimal solution is very complex and, since NOMA sends a
unique superposed symbol, the antenna selection can not maximize the signal-to-interference-
plus-noise ratio (SINR) of all users at the same time.

The exploration of all forms of diversity, in frequency, code or time domains, will be essential
for satisfying the stringent quality of service (QoS) requirements of 5G-empowered industrial
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Figure 1. System model. The BS is equipped with multiple antennas subdivided into multiple
sub-arrays.

networks. However, there is a lack of related contributions, and only a very limited number
of works investigates diversity techniques in massive MIMO-NOMA systems. This motivates
further studies in this field of research. Owing to this fact, by combining concepts of time
diversity and antenna sub-array selection, we propose in this section a novel low-complexity
scheme with potential of improving the outage performance of each user in a massive MIMO-
NOMA deployment. This is achieved by successively activating antenna sub-arrays at the
base station (BS) and exploring space diversity in different instants of time at the users’
side. With this strategy, the system latency can still be maintained low. Furthermore, we have
performed an in-depth analytical analysis of the proposed design, in which an exact closed-form
expression for the outage probability is derived. The system behavior at high signal-to-noise
ratio (SNR) regime is also investigated, where an asymptotic outage approximation is attained,
enabling us to determine the system diversity order. Moreover, numerical simulation results are
presented to corroborate the theoretical development, and insightful discussions are presented.
In particular, our results show that the proposed strategy outperforms conventional full array
massive MIMO-NOMA and MIMO-OMA systems operating in time diversity mode.

3.2.1 System model and protocol description

Consider a scenario where a single BS equipped with an array of M antennas is transmitting
to multiple users. Each user employs N receive antennas, with M > N. Besides, the users
are assumed to be confined within S rich scattering clusters, following the one ring geometrical
model [9]. In each spatial cluster, there are G sub-groups, each one containing K users that
are multiplexed through power-domain NOMA.

It is also assumed that the users require a reliable data reception. To fulfill this requirement,
we propose a novel diversity strategy by exploring space and time dimensions. Firstly, at the
BS, the transmit antennas are equally divided into L sub-arrays, i.e., we create L partitions
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of M/L antenna elements, as shown in Figure 1. Due to this structure, M must be a
multiple of L. In addition, we adjust the separation distance between two adjacent sub-
arrays to be greater than half of the wavelength, i.e., greater than \/2, so that the channels
among sub-arrays become uncorrelated. Within each sub-array, we set the inter-antenna space
separation to be exactly A/2 and we consider correlation between antenna elements. Then, in
order to improve reliability, we configure the system to send L replicas of the same symbol.
More specifically, each symbol replica is transmitted by sequentially activating each sub-array.
Consequently, the transmission of one symbol is performed within L instants of time. The
proposed strategy will be called as successive sub-array activation (SSAA). Note that, since
the sub-arrays are uncorrelated, each transmission will propagate through different paths,
regardless of the separation time between two retransmissions. Therefore, diversity is achieved
through the space dimension.

As one can realize, differently from conventional time diversity schemes, that need to wait
for a whole coherent time to retransmit the data, our proposed system can operate with
very fast transmission rates. The time needed to retransmit the symbol replicas must be
just the enough to the receiver distinguishes the signals from each sub-array. As a result,
a very low latency can still be achieved, while guaranteeing an enhanced performance. Our
diversity strategy is also energy efficient in terms of power consumption, since, regardless
of the number of transmitted replicas, the total number of antennas activated during all
retransmissions remains constant, i.e., a total of M antennas is used to transmit L symbol
replicas. In addition to these advantages, since only one sub-array is activated at a time, it is
possible to reduce the number of dedicated electronic components that are connected to the
antenna elements, known as radio frequency (RF) chains. More specifically, by using simple
switches [10], the number of dedicated RF chains could be reduced to AM/L, i.e., the same
number of antennas in a sub-array, without degrading the system performance, what would
lead to a decrease in hardware cost and to further improvements in power requirements.

3.2.2 Numerical results and discussions

In this section!, some illustrative numerical examples of the proposed SSAA technique
are presented and compared with conventional massive MIMO-NOMA and OMA systems
operating in time diversity mode using the full antenna array. The total number of transmit
antennas at the BS is set to M = 90, in which, for comparison purposes, we adjust the
number of sub-arrays in MIMO-NOMA with SSAA to be equal to the number of time slots in
the full array time diversity implementation, i.e., L = T". In addition, we consider a scenario
with S = 4 scattering clusters, where, in each cluster, we assume the existence of 12 users
that are further subdivided into G = 4 sub-groups with K = 3 users each, and we configure
the beamformers to deliver V' = 4 effective data streams at each transmission for each of
the clusters. For users within each sub-group, the power allocation coefficients are set to
a; = 0.625,a, = 0.250 and a3z = 0.125, and fixed target rates, Ry = 1.4, R, = 1.5 and
R3 = 4 bits per channel use (BPCU). Furthermore, in order to maximize the array gain, the
azimuth angle of the BS is directed to the cluster of interest.

Figure 2 shows the outage probability in terms of transmit SNR. As can be seen, a perfect
agreement among simulated and analytical curves is observed. In addition, it can be noticed

1The mathematical derivations are presented in detail in [11,12].

Project Title: FIREMAN 9/45 https:/ /fireman-project.eu
Project Coordinator: LUT



Version 1.0, 30/4/2021

T T T
®  Simulation - Full array - N=4
~ — — — - Analytical - Full array - N=4
L} ®  Simulation - Full array - N=10| |
> N Analytical - Full array - N=10 | |
N\ ®  Simulation - SSAA - N=4 1
@ |- =" Anaytical - SSAA- N=4
NI \ B Simulation - SSAA - N=10
\ e \ Analytical - SSAA - N=10
\.\ \.\
N \
2 \ \
= \ \
] \ »
Q \® \
CQL 'Y \ .
N\ N ]
N User 1 User 1
8 . v Y
8 \ \ .\ \
\ AR N
\ \ \ \
Us\%r 2, Uség 2 \b »
® \\ \ \ \ E
\ \
\\User 3 \\ \ \
N \ \ \.
v \ . \
\ @ \ \ \
v \ \ \
| v | é \ \

20 35

SNR [dB]
Figure 2: Outage probability versus transmit SNR for massive MIMO-NOMA system with
SSAA technique and conventional full array system operating in time diversity mode (L
T =3).
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Figure 3: Exact and asymptotic outage probability curves for massive MIMO-NOMA system
operating with the proposed SSAA technique (N = 4).

that the proposed scheme provides remarkable outage performance improvements to massive
MIMO-NOMA systems. For example, when employing either N = 4 or N = 10, all users
adopting the SSAA strategy requires roughly 5dB less SNR to achieve the same outage level
of that achieved with the full array scheme. Figure 3 brings the validation of the high-SNR
analysis. One can observe that, for fixed number of transmit and receive antennas, the system
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Figure 4. Outage sum-rate for the proposed SSAA technique and the conventional full array
time diversity approach in massive MIMO-NOMA systems (N = 4).
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Figure 5: Outage sum-rate versus number of redundant transmissions for a fixed transmit SNR
of 16dB (N = 4).

diversity order increases as the number of sub-arrays gets higher.

Figure 4 plots the outage sum-rate versus transmit SNR. Once again, the benefits that
the SSAA scheme can provide to massive MIMO-NOMA networks are noticeable. As one can
observe, for all values of T', the proposed strategy outperforms the conventional time diversity
full array setup. For example, when T" = 3 and SNR = 12dB, the SSAA scheme achieves
an outage sum-rate of 3.76 BPCU against only 0.25 BPCU from the full array system, which
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represents a spectral gain of almost 15 times. The expressive gain that SSAA can achieve over
the system without diversity becomes also evident in this figure, in which a gap of almost 8dB
can be observed.

Figure 5 shows the outage sum-rate versus the number of redundant transmissions for a
fixed SNR of 16dB. It can be seen again the superior outage sum-rate performance of SSAA
for a fixed SNR setup. For instance, with 3 redundant transmissions, the massive MIMO-
NOMA system with SSAA achieves a rate of 5.93 BPCU, which is 2.3 BPCU higher than that
of the full array MIMO-NOMA system and almost 4 times higher than what is achieved by
the MIMO-OMA counterpart. For 5 redundant transmissions, the performance gains of SSAA
becomes even more prominent. In addition, as it can be observed, another advantage of our
proposed strategy is that, independently of how many retransmissions are performed, the total
number of activated antenna elements remains constant, i.e., M = 90, what does not happen
for the full array schemes.
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4 Network slicing

4.1 Background

An lloT scenario presents a variety of data acquisition processes with different traffic
characteristics and heterogeneous requirements in terms of data rates, latency, reliability and
number of connected devices. For example, video surveillance of the factory is an application
that requires high data rates with continuous traffic. On the other hand, tracking of assets is
an application that does not require high data rates and stringent reliability and latency re-
quirements, but features periodic traffic generated from a massive number of devices. Finally,
critical industrial control is an application that features event-driven traffic with very stringent
latency and reliability requirements. Thus, efficient radio resource allocation among data ac-
quisition processes with heterogeneous requirements and traffic characteristics is a challenging
task.

The previous generations of wireless communication systems were designed and optimized
focusing mostly on human-type communication (HTC) services, e.g., voice calls, text messages
and mobile internet. In addition to the traditional HTC services, 5G is the first generation
that natively supports MTC services, which are seen as key enablers of lloT applications.

More specifically, 5G features three basic services [13, 14]:

e enhanced Mobile BroadBand (eMBB): this use case is a natural extension of 4G. It aims
at HTC appications that require extremely high data rates (on the order of Gbps) and
moderate rates (on the order of tens or hundreds of Mbps) with very high availability;

e Ultra-Reliable and Low-Latency Communication (URLLC): this use case encompasses
MTC applications with very stringent requirements of latency (on the order of 1 ms)
and reliability (packet error rates on the order of 1075). Some examples of potential
URLLC applications are vehicle-to-everything (V2X) communications and critical control
and industrial automation;

e massive Machine-Type Communication (mMTC): corresponds to the provision of con-
nectivity to a massive number of low-power and low-complexity devices. The mMTC
traffic is mostly uplink-driven, with devices that are only sporadically active. Applica-
tions of MMTC include wireless sensor networks in industrial environments, where many
sensors may be employed to monitor machines and assets.

5G services can provide the wireless connectivity required by the data acquisition layer of
our proposed three-layer approach for industrial environments. The problem of heterogeneous
radio resource allocation among 5G services when they share the same Radio Access Network
(RAN) was addressed by [15], which denominated it as network slicing on the physical layer.
Similarly to the definitions of OMA and NOMA, they proposed the concepts of orthogonal
and non-orthogonal network slicing. By employing the former, different slices of the available
radio resources are allocated to different 5G services. On the other hand, employing the latter,
different 5G services can share the same slice by means of NOMA schemes.

In our works [16, 17], we proposed two extensions of the framework from [15] aiming at a
wider range of applications in the context of IloT applications. Aiming at the efficient radio
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Figure 6: Coexistence scenario between eMBB and URLLC in the uplink of a 5G network.

resource allocation among heterogeneous data acquisition applications, we study two different
uplink scenarios of a 5G network. In the following subsections, we present the adopted system
model and the numerical results obtained in both works.

4.2 Network slicing between eMBB and URLLC use cases

4.2.1 System model

We consider the uplink of a 5G network where multiple eMBB and URLLC devices transmit
independent packets to a common BS, as illustrated in Figure 6. All the devices and the BS
are assumed to be equipped with a single antenna.

We also consider a time-frequency grid composed of F' frequency channels and S minislots.
The set of S minislots composes one timeslot. As shown in Figure 7, the radio resources
are shared between eMBB and URLLC by employing orthogonal or non-orthogonal slicing
strategies. Under the orthogonal slicing, a subset Fi; < F' of frequency channels are allocated
to URLLC, while the remaining Iz = F — Fy; frequency channels are allocated to eMBB.
Conversely, eMBB and URLLC can share the same frequency channels when adopting the
non-orthogonal slicing. Each eMBB device is allocated in a single-frequency channel, and its
transmissions last during a whole timeslot. In order to satisfy the very stringent requirements
of latency, the URLLC transmission occurs within the duration of a single minislot. Besides, by
exploiting frequency diversity to meet the very stringent reliability requirements, the URLLC
device transmits accross the Fy; frequency channels simultaneously.

In order to increase the number of URLLC devices that may be connected to the same BS,
they transmit under a NOMA scheme, that is, multiple URLLC devices are allowed to transmit
simultaneously in the same minislot, as indicated by the darker blue tone in Figure 7. The BS
utilizes SIC decoding to recover the multiple overlapping URLLC packets, and also the eMBB
packets in the case of non-orthogonal slicing.

The wireless channel coefficients in the frequency channel f seen by the eMBB and URLLC
devices are independent and identically distributed (i.i.d.) and follow a complex Gaussian
distribution with average I';, that is, h; ; ~ CN(0,T;), i € {B,U}. As a consequence, the
channel gains g; ; = |h; ¢|* follow an exponential distribution with average T';. The noise power
at the BS is normalized to 1, such that the average channel gain I'; can be also interpreted
as the average received SNR.
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Figure 7: Orthogonal (a) and non-orthogonal (b) network slicing strategies for the coexistence
between eMBB and URLLC.

The BS and the eMBB devices are assumed to have perfect channel state information
(CSI). As a consequence, the eMBB devices can adapt their transmission power by employing
a truncated power inversion scheme. The URLLC devices are assumed to have no CSI, thus
they adopt with the same fixed transmission power.

Finally, the outage probabilities of eMBB and URLLC, which we denote by Pr(Ej)
and Pr(Ey), respectively, must satisfy predefined reliability requirements Pr(Ep) < ep and
PI‘(EB) < €y.

4.2.2 Numerical results and discussions

We resort to Monte Carlo simulations to evaluate the performance of both orthogonal and
non-orthogonal network slicing schemes?. We consider a time-frequency grid composed of
F =10 frequency channels and we evaluate the cases where ny € {1,2,3,4} URLLC devices
are operating under a NOMA scheme, i.e., transmit simultaneously in the same minislot. To
illustrate the performance of our slicing schemes, we set the reliability requirements ez = 103
and ey = 107 and plot the pairs of maximum achievable eMBB and URLLC sum rates (in
bits/s/Hz)3.

Figure 8 shows the results for the case when I'y; = 20 dB and I'g = 10, that is, when
the URLLC devices are under better channel conditions than the eMBB devices. We can
observe that the non-orthogonal slicing outperforms the orthogonal slicing for the whole range
of the eMBB sum rate, since the former allows us to achieve pairs of sum rates that are not
possible to achieve by using the latter. However, due to the higher level of interference among
the URLLC devices, the highest URLLC sum rates are achieved for n, = 1. Moreover, the
more we increase the number of URLLC NOMA devices, the more we decrease the achievable

2The mathematical formulations are presented in [16].
3The eMBB per device data rate must be scaled according to F, while the URLLC per device data rate
must be scaled according to ng.
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Figure 8: eMBB sum rate r§™ versus URLLC sum rate 7™ for the orthogonal and non-
orthogonal slicing when 'y =20 dB, I'g = 10 dB, F' = 10, ez = 1072 and ¢y = 107°.
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Figure 9: eMBB sum rate 3™ versus URLLC sum rate 73/™ for the orthogonal and non-
orthogonal slicing when I'y; = 10 dB, ' = 20 dB, F' = 10, e = 1072 and ¢y = 107°.

URLLC sum rate, which represents a trade-off between the URLLC data rate and the number
of connected URLLC devices.

Figure 9 shows the results for the case when I'y = 10 dB and I'g = 20, that is, when
the URLLC devices are under worse channel conditions than the eMBB devices. Note that
the orthogonal slicing is always the best option for r§™ < 25 bits/s/Hz. The non-orthogonal
slicing becomes advantageous only for %™ > 25 bits/s/Hz, that is, applications that require
very high data rates. Differently from the results shown in Figure 8, we observe that the

URLLC sum rates achieved for the cases where ny > 1 are higher than the case of ny =1,
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which represents an improvement in both data rate and number of connected devices. The
reason for this is the fact that now the levels of interference between the URLLC devices are
much lower when compared to the previous case.

Considering the results from both Figures 8 and 9, we conclude that the best compromise
between the number of NOMA URLLC devices and URLLC data rates is achieved for ny = 2.
It is also worth noting that NOMA with SIC decoding for many devices yields higher receiver
complexity and delay processing times, two factors that must be taken in consideration in real
implementations.

4.3 Network slicing between eMBB and mMTC use cases

4.3.1 System model

We consider the uplink of a 5G network where M MTC devices and one eMBB device
transmit independent packets to a common BS, as illustrated in Figure 10. The eMBB and
MTC devices are equipped with a single antenna, whereas the BS is equipped with L receive
antennas, indexed by [ € {1,..., L}.

Figure 10: Coexistence scenario between eMBB and mMTC in the uplink of a 5G network.

We also consider a radio resource composed of one timeslot ¢ in a frequency channel f.
This radio resource can be shared by the eMBB and mMTC traffics under orthogonal and
non-orthogonal network slicing schemes, as shown in Figure 11. By using the orthogonal
slicing, a fraction « of the timeslot is allocated to the mMTC traffic, while the remaining part
is allocated to the eMBB traffic. On the other hand, the traffic from both services overlap
during the whole timeslot when the non-orthogonal slicing is used.

The frequency channel f is assumed to be within the time- and frequency-coherence
interval, so that the wireless channel coefficients are constant within each timeslot and also
fade independently across different timeslots. The wireless channel gains of the eMBB and
MTC devices as seen by the receive antenna [, which we denote by g;; with i € {B, M},
are independent and identically distributed (i.i.d.) and follow a zero-mean complex Gaussian
distribution with variance T';, i.e., g;; ~ CN(0,T;), where T'; is the average channel gain.
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Figure 11: Orthogonal (a) and non-orthogonal (b) network slicing strategies for the coexistence
between eMBB and mMTC.

Let us denote by g, = [gi1,--., 9] the vector of the wireless channel gains from the
eMBB or MTC device to the BS as seen by the L receive antennas. In the case of interference-
free transmissions, the received SNR obtained after applying MRC is given by

7% = lleill*. (1)

We assume that the average transmit power of all devices is normalized to one. Moreover,
we also consider that the noise power at the receiver is normalized to one, such that the
average channel gain I'; can be also interpreted as the average received SNR.

No Channel-State Information (CSI) is assumed at the MTC devices, whereas the eMBB
device and BS are assumed to have perfect CSI as in [15]. As a consequence, the eMBB
device can adapt its transmit power using a truncated power inversion scheme according to
the instantaneous channel conditions. Since the MTC devices operate without CSI, they all
transmit with the same fixed power.

The outage probabilities of the eMBB and mMTC services are denoted as Pr(Ep)
and Pr(E),), respectively, and must satisfy the reliability requirements Pr(Ep) < ep and
PI”(EM) S €N

4.3.2 Numerical results and discussions

We again resort to Monte Carlo simulations to evaluate the performance of both orthogonal
and non-orthogonal network slicing schemes*. We set the reliability requirements ez = 1073
and ey, = 1073 for eMBB and mMTC respectively. We also set the average received SNRs
I's =20 dB and I'y; = 5 dB for the eMBB and the mMTC devices, respectively.

Figure 12 shows the eMBB per device data rate 75 versus the mMTC per device data rate
ras for increasing numbers of receive antenna elements L € {1,2,4,8 16} and for a setup
where M = 10 MTC devices are sharing the same radio resource with an eMBB device. The
curves corresponding to the orthogonal slicing are straigh lines because the eMBB and mMTC
data rates are linearly scaled according to the fraction of the timeslot that is allocated to

*The mathematical formulations are presented in [17].
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Figure 12: eMBB sum rate 7™ versus mMTC sum rate 3™ for the orthogonal and non-
orthogonal slicing when I's = 20 dB, I'); = 5 dB, €5 = 1073 and ¢); = 1071
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Figure 13: eMBB sum rate 3™ versus maximum number of connected MTC devices M.y
for the orthogonal and non-orthogonal slicing when I'p = 20 dB, I'j; = 5 dB, ez = 1073 and
EM = 1071,

each service. On the other hand, the curves corresponding to the non-orthogonal slicing are
non-linear because they depend on the varying levels of interference generated by the eMBB
traffic. We can observe that increasing L always increase the performance under both slicing
schemes. However, our main finding is the fact that, the more we increase the number of
receive antenna elements, the more advantageous the non-orthogonal slicing becomes when
compared to its orthogonal counterpart. For L. = 1 or L = 2, for example, the orthogonal
slicing is always better than the non-orthogonal one. However, for L = 8 or L = 16, we note
that the non-orthogonal slicing allows us to achieve pairs of data rates that are not possible
to achieve with the orthogonal slicing.

Figure 13 shows the eMBB per device data rate rp versus the maximum number of
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connected MTC devices M.« for increasing numbers of receive antenna elements L €
{1,2,4,8,16} and also considering a fixed data rate r); = 0.25 bits/s/Hz for the MTC
devices. From this figure, we observe that doubling the number of receive antennas elements
always corresponds to a very high increase in the number of MTC devices that can be served
by the BS while their requirements are still met. Moreover, we obtain the same main finding
from the previous figure: even though increasing L enhances the performance of both slicing
schemes, the performance gains are much more accentuated for the non-orthogonal slicing.
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5 Intelligent reflecting surfaces

5.1 Background

Intelligent reflecting surfaces (IRSs) have been recently proposed to actively or passively
modify channel gains using metasurfaces. In harsh environments like industrial plants, this
solution could improve the reliability of the wireless channel at the physical layer, and thus,
deserves further research attention. This section first investigates the key tradeoffs and po-
tential advantages of IRSs in the already discussed massive MIMO and NOMA setting. This
additional improvement is fundamental to improve the communication network which is neces-
sary to the industrial system and constitutes the basis of the three-layer model of cyber-physical
systems employed in FIREMAN solution [2]. Then, in Section 5.4, we evaluate how IRS can
be applied in a specific industrial application.

5.2 Intelligent reflecting surfaces in MIMO-NOMA systems

Massive MIMO and NOMA are two key techniques for enabling massive connectivity in
future wireless networks. A massive MIMO-NOMA system can deliver remarkable spectral
improvements and low communication latency. Nevertheless, the uncontrollable stochastic
behavior of the wireless channels can still degrade its performance. In this context, IRS has
arisen as a promising technology for smartly overcoming the harmful effects of the wireless
environment. The disruptive IRS concept of controlling the propagation channels via software
can provide attractive performance gains to the communication networks, including higher
data rates, improved user fairness, and, possibly, higher energy efficiency. In this section, we
demonstrate the main roles of IRSs in MIMO-NOMA systems. Specifically, we identify and
perform a comprehensive discussion of the main performance gains that can be achieved in
IRS-assisted massive MIMO-NOMA (IRS-NOMA) networks. We outline exciting futuristic use
case scenarios for IRS-NOMA and expose the main related challenges and future research
directions. Furthermore, we support our in-depth discussions with representative numerical
results. For a more detailed analysis, please refer to [18]. Figure 14 illustrates the scenario
covered in this section.

5.2.1 Intelligent reflecting surfaces

An IRS is an ultra-thin planar structure composed of a large number of reflecting elements
with a size smaller than the signal wavelength, known as meta-atoms [19]. The key advantage
of IRS structures is that each meta-atom can be dynamically tuned by software with distinct
phases and amplitudes of reflection so that they can collaboratively forward the impinging
waves with, ideally, any desired radiation pattern, like a hologram. Such a capability enables
the deployment of smart wireless environments with optimized and possibly energy-efficient
signal propagation, thus paving the way towards a new wireless communication paradigm.
For instance, by properly optimizing the IRS's reflection coefficients, signal beams can be
formed to achieve goals such as to enhance the performance of a specific terminal, to cancel
interference coming from other devices, or even to completely null out information leakage
at an eavesdropper [20]. In addition to these advantageous features, an IRS has potential to
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Figure 14: lllustration of potential achievements of IRS-NOMA networks. (a) The IRSs can
tune the channel gains to meet the data rate requirements of both near and far users. (b)
The IRSs can boost the performance of the network under fair resource allocation. (c) By
deploying an IRS at the cell-edge, more users can be served with NOMA. (d) The IRS-NOMA
system can achieve similar rate performance of conventional MIMO-NOMA with less transmit
power.

exhibit near-zero energy consumption since it does not comprise the power-hungry components
of conventional radiofrequency chains. In general, an IRS design contains passive metamaterial
parts and an active control components with only ultra-low-power electronic circuitry that can
be powered by energy harvesting wireless modules [21]. These make IRSs a promising plug-
and-play technology for improving the performance of future communication networks.

The IRS architecture is not a unified subject. The available literature proposes a variety
of IRS designs with a different number of layers and different technologies, including lig-
uid crystals, microelectromechanical systems, doped semiconductors, and electromechanical
switches [21]. Despite that, the majority of the architectures share at least three common lay-
ers, which consist of (1) a meta-atom layer, comprising a larger number of passive conductor
elements and low power active switches; (2) a control layer, which is responsible for adjust-
ing the amplitude and phase shift of each meta-atom element; and (3) a gateway layer (or
communication layer) that establishes the communication between the control layer and the
BS. Each meta-atom acts as a sub-wavelength scatterer with reconfigurable electromagnetic
properties. Such a feature enables them to collectively change the induced current patterns
in the IRS so that a desired electromagnetic field response can be generated. This allows the
IRS to manipulate the wavefronts to achieve objectives like steering, absorption, polarization,
filtering, and collimation [22].
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5.2.2 IRS’s channel model, estimation strategies, and associated tradeoffs

Propagation channels via an IRS behave differently from those observed in conventional
communication systems. First, in a classical cellular network, users are usually considered to
be located far from the transmit antennas. As a result, most of the conventional channel
models rely on the assumption that the system is operating in the far-field regime, i.e., the
impinging signals at the receive antennas are approximated as plane wavefronts. On the other
hand, in IRS-assisted communication systems, one cannot guarantee that users are positioned
far enough from an IRS, and the far-field assumption may not always hold. More specifically,
depending on the distance between the user and its serving IRS, as well as on the size of the IRS,
the system might operate instead in the near-field radiative regime. The mutual coupling effect
among IRS elements is another important effect that differentiates IRS systems from classical
counterparts. All of these characteristics make classical multi-path and path loss channel
models not suitable and inaccurate for modeling IRS-assisted communications. Therefore, the
development of more realistic models is necessary to capture the fundamental performance
limits of IRS systems in practice. This is in fact known to be an important open problem in
this area.

In a general IRS-aided MIMO design, the channel matrix from the BS to the user, via
an IRS, conventionally includes the channel responses from BS to the IRS, a diagonal matrix
that models the IRS's signal reflection, and the channel responses between the IRS and the
user. Specifically, the IRS receives the signal from the BS, and then reflect the impinging
signal by inducing the amplitude and phase changes adjusted by the control layer. As a result,
the BS-IRS-user link can be represented by a multiplicative channel model, which can be
added coherently with the direct link from the BS to either boost or attenuate the signal
strength at the receiver [20]. For a practical channel model, propagation phenomena as the
discussed above, i.e., far-field effect, mutual coupling, path loss, and multi-path, should be all
incorporated in these channel matrices.

To enable the real-time capabilities of an IRS, its control layer needs to optimize the
meta-atom elements based on the CSI of the entire system, including all propagation links.
To obtain such global CSI, different strategies with different tradeoffs can be employed. For
instance, it is possible to estimate the BS-IRS-user link directly on the IRSs, allowing them
to reconfigure their elements autonomously. To accomplish this feature, each IRS needs
to comprise at least low-power sensors and must have some processing capabilities. This
distributed design can facilitate, to some extent, the channel estimation process if compared
to other strategies. However, the IRS optimization complexity increases as the number of
elements becomes high, which can result in high energy consumption at the IRSs. Moreover,
hardware complexity and costs will also increase. Equipping the BS with a central controller
and employing sophisticated channel estimation protocols is another common approach used
to optimize the IRSs. In this centralized design, the estimation and optimization protocols
are executed at the BS, which can afford high computational power. Once the estimation
and optimization are completed, the BS only needs to send the result with the optimal set
of coefficients to the IRS's control layer. The main advantage of a centralized design is that,
without the need for sensing components, the IRS hardware can be further simplified, which
can potentially lead to lower energy consumption. The downside is that, when the number of
IRS elements grows, the channel estimation complexity and the signaling overhead from the
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BS to the IRSs will increase, which can be challenging in practical implementations.

5.3 IRS-NOMA networks: Potential improvements

In this section, we highlight four important performance gains that IRS-NOMA systems can
potentially provide, namely tuned channel gains, improved fair resource allocation, enhanced
coverage range, and high energy efficiency. These attractive achievements are illustrated
in Figure 14. For each of the illustrated gains, we perform a comprehensive and in-depth
discussion that is supported by numerical results generated from IRS-NOMA Monte Carlo
simulations. In particular, we consider the downlink transmissions of a cellular network having
a single BS equipped with a uniform linear array of 80 transmit antennas that serves users with
4 receive antennas. Unless stated otherwise, an IRS with 20 reflecting elements is installed
nearby to each user. Given that an IRS can forward the impinging signals with high directivity
and considering that users are separated far enough, we assume that the IRS of a given user
does not interfere with other IRSs. Furthermore, we present results considering both fixed
and optimized reflection coefficients. In the optimized IRS results, depending on the system
objectives, we dynamically tune the reflecting elements to either maximize or attenuate the
instantaneous rates achieved by each user, and, on the fixed setups, all reflection phases and
amplitudes are adjusted to 0° and 1, respectively. To realize these capabilities, we assume a
centralized architecture where the IRSs are coordinated by a central controller installed at the
BS, which can accurately estimate the CSI of all propagation links.

5.3.1 Tuned channel gains

In order for NOMA to be effective, during the SIC process at the BS, the users are sorted
in an ascending or descending order based on their channel gains so that, relying on this
information, the users can successfully employ SIC to recover the transmitted messages. This
renders the performance of MIMO-NOMA systems highly dependent on the users’ channel
conditions.

The IRS technology introduces a new paradigm to MIMO-NOMA networks by providing
it with flexibility in multiplexing users. By employing IRSs, it can become possible even to
change the original order of the users’ channel gains. This capability enables the network to
sort its users based on their particular data rate requirements rather than on the uncontrollable
random environment of classical communication systems. For instance, in conventional NOMA
deployments with fixed power allocation, when a user with high capacity requirements faces
highly unfavorable channel conditions, e.g., when the user is very far from the BS, it will
inevitably fall in an outage state (i.e., a state where its minimum performance requirements are
not met). This is a difficult situation to be solved by traditional approaches since, independently
of the power allocated, the weak user's rate will always be limited due to interference from
the strong user.

Figure 15 shows the simulation results for the scenario illustrated in Figure 14a, where
user 1 is located at 200 m and user 2 at 100 m from the BS. We see that the conventional
MIMO-NOMA system is not able to deliver the required rate of 4 BPCU for user 1. By
employing IRSs in this scenario, the system performance can be efficiently optimized. As
one can notice, by properly adjusting the reflection coefficients of the IRSs, user 1 that was
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Figure 15: Achievable rates versus SNR for MIMO-NOMA and IRS-NOMA systems under
fixed power allocation where user 1 is located at 200 m and user 2 at 100 m from the BS.
The power allocation coefficients of users 1 and 2 are 7/10 and 3/10, respectively.

originally experiencing bad channel conditions can achieve high performance and meet its
required data rate. In contrast, the channel gains of the nearer user 2 are optimized to provide
just the necessary capacity.

5.3.2 Improved fair power allocation

In some emerging applications, such as the lloT, it can be important that all devices
experience similar data rates. It has been demonstrated that, by properly performing power
allocation, MIMO-NOMA systems can achieve this interesting capability. Specifically, the
performance of different devices can be balanced by maximizing the minimum achievable rate
in the network so that everyone can experience similar rate levels. The main disadvantage of
such approaches is that to increase the performance of a weak device, the ones with good
channel conditions can be excessively penalized. In addition, if the channel conditions of the
weak device are too degraded, the data rates achieved under fair power allocation can be not
enough to meet the quality of service requirements of other devices, leading to poor network
performance. As illustrated in Figure 14b, installing IRSs in such deployments can be very
beneficial. Theoretically, all devices could reach the same data rate with the help of dynamic
fair power allocation, while the IRSs could boost the channel gains to guarantee a high network
performance.

This above achievement can be visualized in the simulation results presented in Figure 16,
where we employ to MIMO-NOMA and IRS-NOMA both fixed and the fair power allocation
policy. Here, we consider the existence of two users per NOMA group, one located at 100 m
and another at 200 m from the BS. One can see that the fair power allocation in the MIMO-
NOMA system can successfully balance the users’ rates. However, the strong user pays an
expensive price for enabling this capability. For instance, when the signal-to-noise ratio (SNR)
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Figure 16: Achievable rates versus SNR for MIMO-NOMA and IRS-NOMA systems under
fixed and fair power allocation, where the weak user is located at 200 m and the strong one
at 100 m from the BS. When fixed allocation is employed, the power coefficients for the weak
and strong users are 7/10 and 3/10, respectively.

is 36 dB, the rate achieved by both users in MIMO-NOMA under fair power allocation is
4 BPCU. This represents an expressive reduction of almost 3 BPCU to the strong user's rate.
On the other hand, the IRS-NOMA, in which we consider fixed reflection coefficients, can
provide a high data rate performance for all users. The rate curves become superior even to
that achieved by the strong one with fixed allocation, for the majority of the considered SNR
range. This confirms that IRS-NOMA can bring high-performance fair networks to reality in
the future.

5.3.3 Enhanced coverage range

In conventional MIMO-NOMA networks, it is difficult to provide uniform signal coverage
to all existing devices. Users that are far from a BS, or that are suffering heavy blockage
may experience poor or no signal reception. This issue becomes more relevant at the higher
frequency bands of 5G, 6G, and beyond. The short wavelengths of the millimeter-wave and
terahertz spectrum can resonate with atmospheric oxygen and water molecules, making a
significant part of the radiated energy to be dissipated through kinetic absorption, causing
strong signal attenuation. Such a harmful characteristic can be detrimental to the practical
implementation of MIMO-NOMA. Specifically, serving users that are facing a too degraded
signal reception with NOMA can lead to a substantial decrease in the system sum-rate. One
could increase the power allocated to strong users to improve the sum-rate, but this strategy
intensifies the interference at weak users, making their performance even worse. Consequently,
users that are suffering from severe channel attenuation usually end up being disconnected,
which limits the coverage range of practical MIMO-NOMA networks.  Fortunately, IRSs are
capable of enabling long-range communication to NOMA systems. As shown in Figure 14c, an
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Figure 17: Achievable rates when the SNR is 26 dBm for MIMO-NOMA and IRS-NOMA
systems serving three users with fixed power allocation. The near user is located at 100 m, the
intermediate user at 200 m, and the far user at 1500 m from the BS. The power coefficients
for the near, intermediate, and far users are 1/10, 3/10 and 6/10, respectively.

IRS could be installed close to users that are located in regions with no signal reception. As
a result, more users are allowed to be served with NOMA, thereby, enhancing the connectivity
capacity of such systems.

A practical demonstration of the aforementioned IRS capability can be seen in Figure
17. This simulation example shows the achievable rates for MIMO-NOMA and IRS-NOMA
networks under fixed power allocation when the SNR is 26 dBm. More specifically, we consider
three users in the group of interest. Two users are closer to the BS, with the nearest user
located at 100 m and the intermediate one at 200 m, while the third user is very far from the
BS, located at 1500 m. As one can observe, in the conventional MIMO-NOMA system, due
to the long distance from the BS, the far user is experiencing a weak signal reception that
allows a data rate of only 0.188 BPCU. When the same user is assisted by an IRS, its rate
is improved to 1.185 BPCU, which represents a gain of more than 6 times when compared
with that achieved in MIMO-NOMA and incredibly almost the same rate obtained by the
intermediate user. This result clearly demonstrates another attractive improvement that can
be achieved with IRS-NOMA systems.

5.3.4 High energy efficiency

Because NOMA exploits the power domain, the achievable rates of served users become
highly coupled with their power allocation coefficients. For example, a direct way to improve
the data rate of a weak user in a conventional MIMO-NOMA system can be achieved by
increasing its power coefficient and decreasing the coefficients of other users. However, since
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Figure 18: Energy efficiency versus transmit power for MIMO-NOMA and IRS-NOMA systems
under fixed power allocation. Two users are considered in this simulation, one located at 100 m
and another at 200 m from the BS. The power coefficients for the far and near users are 7/10
and 3/10, respectively.

too much power can be spent to achieve just a modest increase in the data-rate of one
particular user, and since the system sum-rate is actually decreased, this strategy renders a
low energy efficiency to MIMO-NOMA systems.

On the other hand, as it was demonstrated in the previous subsection, IRSs can improve the
data rates of weak users without requiring more transmit power. Achieving this benefit and not
increasing the energy consumption of the network is another potential advantage of IRS-NOMA
systems. Specifically, if we consider a centralized IRS deployment as explained in Subsection
5.2.2, the only energy required will be to enable the IRS's reconfigurability capability, which
can be implemented with the help of ultra-low-power electronics. In consequence, the use
of energy harvesting components can be enough to supply all the necessary power, providing
the IRS technology with an opportunity to become truly energy-neutral. As shown in Figure
14d, if this attractive feature becomes a reality, we can achieve higher performance gains with
less transmit power, significantly improving the energy efficiency of IRS-NOMA networks.
Nevertheless, it is noteworthy that, if the energy neutrality assumption cannot be satisfied,
the energy efficiency will inevitably be decreased.

In Figure 18, we present the energy efficiency curves versus transmit power for MIMO-
NOMA and IRS-NOMA schemes. In order to show how energy efficient IRSs can become,
we consider the scenario in which energy neutrality can be achieved, and as well as scenarios
where the IRS contributes to the power consumption of the network. As one can see, when
energy neutrality is considered, the IRS-NOMA system can offer remarkable energy efficiency
improvements that outperform the conventional MIMO-NOMA counterpart. For example,
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when the transmit power is 10 dBm, the conventional MIMO-NOMA system can reach a
maximum energy efficiency of 159.6 BPCU/Watt, while with the IRS-NOMA scheme, the
maximum energy efficiency increases up to incredible 427.2 BPCU/Watt and, at the same
time, the transmit power required to reach this point decreases to 6 dBm. However, when the
IRS’s energy consumption is taken into account, the energy efficiency is strongly impacted.
For instance, if we consider that each reflecting element introduces an additional 0.5 mW to
the total power consumption, the maximum energy efficiency is decreased to approximately
253 BPCU/Watt, and when the power consumption per element is 3 mW, the energy efficiency
becomes inferior to that achieved in the conventional MIMO-NOMA system.

5.4 IRS-aided grant-free uplink access

In this section, we leverage the emerging paradigm of IRS technology to enhance the
performance of grant-free access in industrial setups [23]. Among the various technical enablers
proposed for URLLC enhancement, e.g., flexible numerology, mini-slot frame structure, link
adaptation, etc., grant-free access protocols aim to minimize the latency associated with
the uplink connection establishment. In grant-free multiple access, the signaling overhead
can be significantly reduced by allowing UEs to directly transmit their uplink data without
sending scheduling requests to the BS and waiting for uplink grant allocation. Numerous
variants of grant-free access protocols have been developed over the recent years. Solutions
based on central coordination and feedback capabilities are rendered insufficient for mission-
critical applications in industrial environments, especially at high-frequency bands and in harsh
propagation environments where shadowing/blockage can cause direct links to the BS to be
in outage.

Based on their unique capability of controlling the wireless propagation environment, IRS
constitute a promising and low-cost solution to provide link diversity and achieve ultra-reliable
uplink connectivity. In this context, we propose an IRS-aided grant-free access scheme tailored
for mission-critical URLLC applications. In particular, we consider an IRS-based network ar-
chitecture for uplink data transmissions, aiming to exploit the additional degree of freedom for
system optimization. Based on the benchmark framework followed in [24], we consider two dif-
ferent uplink resource allocation schemes, i.e., dedicated and shared, for the UE transmissions
and we evaluate the performance in terms of outage probability for different receiver types.
Our numerical simulations reveal the reliability and capacity gains of the IRS-aided grant-free
access compared to the performance of the legacy grant-free access method. Besides allowing
for reduced receiver complexity, our proposed scheme improves the resource utilization as it
requires less number of slots for UE retransmissions.

5.4.1 System model

As illustrated in Figure 19, we consider a wireless industrial control scenario where a
single BS is serving N URLLC-type sensors attached to a motor to support a control-loop.
The sensors transmit their mission-critical data related to the motor states in periodic uplink
frames composed of M slots, each of which consists of L channel uses. Without loss of
generality, it is assumed that the packet length of each sensor occupies 1 slot. We further
consider a Rayleigh fading model for the channel, which remains constant over all L uses of
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Figure 19: System model of an IRS-aided uplink sensor data transmission in a wireless industrial

environment. The IRS is deployed on a nearby wall in the vicinity of both communication
ends [23].

the slot. We assume that the total transmitted power per sensor is independent of the number
of transmissions.

Besides the direct signal path between the industrial motor sensors and the base station,
communication also takes place via an IRS which consists of K passive reflecting elements
deployed in the vicinity of both communication ends. The sensors are equipped with omnidirec-
tional antennas and transmit data simultaneously. The IRS elements are deployed uniformly on
an ideal rectangular surface and the effective phase shifting values are considered to have low
phase resolution tuning capabilities. Two resource allocation schemes are considered for the
uplink transmissions, i.e., dedicated and shared slot assignment, are considered. In particular,

1. A dedicated resource allocation scheme, where every sensor transmission is assigned a
distinct slot. This scheme constitutes a robust approach against mutual interference by
allocating orthogonal resources to the sensors. However, despite the controlled interfer-
ence environment, this scheme may prove inefficient in terms of resource utilization.

2. A shared resource allocation scheme, where all sensors are able to share the available
slots among them. In stark contrast to the dedicated assignment, this scheme is more
spectrum-efficient at the expense of induced intra-slot interference in the sensors’ trans-
missions.

At BS side, three different receiver types, namely the zero-forcing (ZF), the minimum
mean squared error (MMSE), and the MMSE successive interference cancellation (MMSE-
SIC) receivers. For the performance assessment of mission-critical URLLC scenarios, as the
ones considered in FIREMAN, the outage probability per sensor data stream is chosen as the
most appropriate reliability metric. In general, the outage probability constitutes a widely-used
information theoretic tool to evaluate the performance in MIMO systems.
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Figure 20: Performance comparison of the different receivers and resource allocation schemes
for a grant-free transmission of N = 5 sensors with/without the assistance of an IRS with
K = 6 elements. A number of M = 11 slots is considered for the dedicated scheme whereas
M = 6 for the shared one [23].

5.4.2 Numerical results and discussion

We aim to assess the performance from the viewpoint of a MIMO framework. An IRS-
aided i-sensor MIMO communication model is therefore considered, as illustrated in Figure
19. The reliability performance of grant-free access is evaluated in terms of outage probability
for different receiver types, i.e., ZF, MMSE, and MMSE-SIC, and uplink resource allocation
schemes, i.e., dedicated and shared. In order to obtain an averaged system performance, the
achievable rates for each of the considered receiver types are averaged over 2 - 10° channel
realizations drawn from an i.i.d. Rayleigh distribution. A sensor transmission rate R = 2
bits/s/Hz is also assumed for the outage probability calculations.

Figure 20 illustrates the performance comparison of the different receiver types and resource
allocation schemes for a grant-free transmission with/without the assistance of an IRS. We
can observe that a grant-free scheme with shared slots and a ZF receiver leads to a degraded
performance with respect to the grant-free scheme with dedicated slot assignment. However,
as the receiver complexity increases, we note that the shared grant-free scheme gradually
achieves superior performance compared to the dedicated case. In addition, this reliability
gain is attained with relatively less (i.e., nearly half) slots, which reveals the resource efficiency
of the shared approach. In both resource allocation methods, the reliability gains of an IRS-
aided grant-free access can be easily identified for all receiver types. Interestingly, we can
observe that an MMSE receiver in an IRS-aided system outperforms the sophisticated MMSE-
SIC receiver in a system with no IRS for SNR values until 18dB. Thus, the presence of IRS may
allow the use of receivers with lower computational complexity to achieve acceptable outage
performance. Finally, we remark that the use of IRS in combination with advanced receiver
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Figure 21: Performance comparison of a non-IRS grant-free access scheme supporting N =5
sensors and an |IRS-aided grant-free access scheme supporting N = 11 sensors. A shared
resource allocation strategy is considered and the number of IRS elements is K" = 6 [23].

—
e
o

Outage probability
=)

_.
<
IS

SNR (dB)

Figure 22: Performance comparison of different retransmission policies for a dedicated resource
allocation scenario with N = 2 sensors and M = 10 slots. The following cases are illustrated:
Case 1: 4 retransmission slots per sensor with no-IRS assistance; Case 2: 1 retransmission
slot per sensor with no-IRS assistance; Case 3: 1 retransmission slot per sensor with an IRS of
K = 6 elements; Case 4: 1 retransmission slot per sensor with an IRS of K = 8 elements [23].

designs can achieve significantly low outage probability values, revealing their potential in
supporting URLLC.
Figure 21 corroborates the capacity gains achieved with an IRS-aided grant-free access
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scheme. In particular, an MMSE receiver in an IRS-aided system supporting 11 sensors si-
multaneously transmitting their data, achieves nearly similar outage performance compared to
an MMSE receiver in a non-IRS setup with 5 sensors. Thus, an IRS-aided grant-free scheme
is able to support more than double of the number of sensors using the same amount of
slots. The capacity potential of IRS is further enhanced when a higher-complexity receiver,
i.e., MMSE-SIC, is considered.

Figure 22 illustrates how the different retransmission strategies compare in terms of outage
probability for a grant-free scenario of dedicated slot allocation with/without the assistance
of an IRS. In particular, each of the N = 2 sensors is assigned a dedicated slot for its data
transmission while two allocation cases are considered for their retransmissions: /) 4 dedicated
slots per sensor; and /i) 1 dedicated slot per sensor. While for a non-IRS system, the first case
(i.e., 4 slots/sensor) is more robust in the high SNR regime compared to the more conservative
second case (i.e., 1 slot/sensor), we can observe that an IRS-aided system can significantly
improve the performance even for a smaller amount of retransmission slots. It can be also
noticed that the outage probability further decreases when the number of K elements of the
IRS increases.
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6 LoRa networks

6.1 Background

This section deals with the utilization of LORA networks as a data acquisition technology
on FIREMAN's physical layer. First, we introduce our perspective of its feasibility in industrial
scenarios according to recently published works. Then, we propose two techniques that can
exploit specific industrial scenarios’ characteristics. The key point behind our approach is
that one usually does not need a huge link budget as LORA presents. Techniques that
could exploit this extra link budget in order to mitigate a traffic-overloaded network seem an
interesting point to take into account. Thus, we aim at increasing the reliability on FIREMAN's
physical layer, rendering it suitable for information exchange among massive number of sensors
or transmission of high number of samples.

6.2 Feasibility performance

As we see in recent works, traditional LORA networks cannot entirely satisfy the stringent
requirements in industrial setups [25], specially when we increase the number of devices or
frequency of transmissions. The randomness of the channel access process, usually ALOHA-
kind, limits its performance, specially in heavy loaded networks. On the other hand, we can
find works showing that the big link budget of this technology can surpass the structures of an
indoor factory environment. This is a great deal considering that one could cover a big indoor
area with a single gateway. Results like this motivates the applicability of LORA networks and
the development of enhancements to solve these known issues for industrial scenarios [26-28].
Moreover, companies benefit from the openness of LORA networks. It can deploy a single
and private network for the whole site. If the servers are located internally, this could provide
better safety for the collected data. Besides that, one could implement application-specific
algorithms altogether with the network, since the company has total control of the network.

6.3 Enhancements

First, we will briefly address the system model and framework used to evaluate the per-
formance of LORA networks. The system model was based on [25]. We consider N devices
uniformly deployed over a R? disk with radius R and area V' = mR?. The position and activity
of the devices are modeled by a Poisson Point Process ® with density p > 0 in V and 0
otherwise, as N = pV/, and transmitting with an ALOHA-kind protocol with duty cycle p. We
denote the distance of the i-th device from the gateway as d;. All devices transmit with the
same power P; and bandwidth B. Here we simplified the model considering only the spreading
factor 7 (SF7), which gives a SNR threshold of ¢ = —6 dB. We model the path loss of each

-1
device with the equation g(d;) = PL;"' (g—g) [29], where 7 is the path loss exponent and

PLg is the loss at the reference distance dy meters.

The probability of a given transmission received successfully is modeled by two different
probabilities. The first considers the SNR, which relates to the position of the device. The
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derivation of this equation, which we call connection probability, is done in [25], resulting in

H, = exp <_ 7%%)) , (2)

as N' = —174 + NF + 10log(B) dBm is the variance of the additive white gaussian noise,
while NF is the receiver noise figure, usually 6 dB.

The second considers the SIR, relating to the interference generated by the several devices.
Since LORA presents capture effect, the receiving gateway can decode a message in the
presence of interference if the desired signal is 6 times stronger than the sum of the interference.
Thus, the so-called capture probability, whose derivation is better described in [30], is

2 2 R
Q1 = exp [—2 TR? pp o Fy (175;14‘5;—9—(1717)} . (3)

Finally, we have the success probability as Cy = H;(Q);. The work with LoRa within the FIRE-
MAN consortium resulted in two articles, both dealing with how to enhance the performance
of LoRa networks. We provide a brief overview in the following subsections.

6.3.1 Hybrid coded replication

The first article [30] works with message replication. It was first inspired by [31] that
proposes simple message replication scheme with the same mathematical framework we were
investigating. Then, we proposed a scheme based on the coded transmission scheme in [32],
but making use of both uncoded and coded replications. The result is a schematic codification
technique that generalizes both previous schemes and still adds a new configuration parameter.

The novel replication scheme, called Hybrid Transmission (HT), applies codification by
combining previous packets. For the sake of clearness, let us define original message as the
packet a device wants to transmit now. For each original message a device wants to transmit,
the device will transmit two types of messages: the original message, and the coded messages.
The key aspect of the technique is on combining three different parameters that will determine
how the codification will occur and how many original messages and coded messages the device
will transmit. The three parameters are:

e m: Number of different original messages.

e n: Number of different coded messages. With n=1, the coded message will be a
combination of the original message (k—th message) with the previous message ((k—1)-
th) message. With n=2, we will have the same message as n=1 and a combination of
the original message with the (k — 2)-th message.

e r: Number of replication of each coded message.

Thus, the total number of messages a device will transmit per original message is M = m+nxr.
Similar to [31], we adapted the capture equation to address the increased number of
replications, which implies bigger traffic, as

2 2 2
Qv =exp | =2 7R M pp 2 F 1%71‘1‘57—@ ; (4)
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and the final link success probability as C yr = H1Q1 -
Finally, we derived the resultant outage probability with the HT scheme, which is

OHT(m> n, T) = 017\7/}(2”+1) (Fm,nﬂ")2n7 (5)
where

Fon, = Oﬁ}” +(1— Oﬂ)(@ﬁ”’r — (9]2\} — 3(’);’}*”)
+ O (1 + O3 + O — 3037, (6)

and Oy = 1 — C p. Redundantly, the final success probability is Cyy = 1 — Oy

6.3.2 Superposed signal decoding

Based on the results and expertise gained from the first work, together with some recent
works with SIC decoding techniques for LoRa modulation [33-36], we have investigated the
impact of SIC decoding in the performance of LoRa networks. Some works tried to evaluate
this performance, but we were able to attain it with a closed-form equation with the same
framework we were working with. The key insight was on improving the capture effect, which
suffers severely from replications.

The hypothesis is on: “What if the gateway, when there is a collision between two packets,
could remove the strongest signal from the received signal and then try to decode the weaker
signal?”. Now, looking at the capture effect, we adapted the equation to assert this behavior.
Basically, instead of only considering cases where the SIR is above the capture threshold theta,
we should consider the inverse, SIR < —# dB, conditioning that there is only one interfering
signal. Thus, we came up with a SIC capture effect as®

2 2 OR"
(2 = exp laea 21 (17 =1+ = —ij,)} : (7)
n n dy

Thus, we have the SIC success probability as

Co = Hi(Q1 + Qo). (8)

6.3.3 Numerical results

On this section we are comparing a few cases of our proposed schemes and asserting some
future challenges and research questions on the area. We will consider a simplified industrial
LORA network as in [30], using only the SF7, transmission duration of 42.22 ms with a 9 bytes
of payload, all devices transmitting 1 message each minute, transmission power P = 11 dBm,
B =125 kHz, PLy = —55.05dB, n = 3.51, R = 200 and § = 1 dB. The HT parameters were
considered fixed for better simplicity as m = 2, n = 1 and r = 2. We consider the traditional
LoRa network case against the two proposed schemes and a combination of the two proposals.

On Figure 23 we can clearly see that for the cases we plotted, all schemes outperform the
traditional LoRa. Also, we see that the choice of the HT parameters is a key challenge to
gain performance, as it is tightly connected to the network setup. As we see, if the traffic

5A detailed mathematical derivation of the equation with some different system model is show in [37].
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Figure 23: Comparison between the different proposed LoRa schemes.

increases (i.e., more devices or more transmissions), more replications result in more collisions,
which can end up in worse performance. On the other hand, we see that the SIC technique
constitutes an interesting enhancement even for traffic-loaded networks, as its performance
tends to decrease slower. Thus, different from a replication scheme, it will be always beneficial
to have it. Also, we highlight the possibility of both schemes together, as SIC can enable the
possibility of more replications with higher reliability levels.

Finally, in [30] we devised an optimization scheme for the HT parameters. However,
that was only for demonstration purposes. We understand that the right use of the replication
parameters is a key challenge, and the use of Artificial Intelligence (Al) techniques is necessary.
Also, with superposed decoding, it is possible to develop some more sophisticated replications
schemes. All these topics are still under the consortium investigation; especially the use of Al
on loT networks is of particular interest for FIREMAN's framework.
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7 Generalized frequency division multiplexing schemes

7.1 Background

Despite the widespread use of orthogonal frequency division multiplexing (OFDM), other
approaches for frequency multiplexing are possible. One possibility is the generalized frequency
division multiplexing (GFDM). Initial analysis of the performance of GFDM indicates a poten-
tial for gains, but the studies in the field are still limited. Industrial settings could profit from
the flexibility of GFDM in order to improve the reliability of the wireless link. This section
introduces a general evaluation of GFDM as a first step towards a more focused study aiming
at a reliable wireless link for industrial cyber-physical systems, which is the basis of FIREMAN
solution.

7.2 Approach

Generalized frequency division multiplexing (GFDM) has arisen as a potential alternative
to orthogonal frequency division multiplexing (OFDM) for beyond 5G systems due to its
promising bandwidth efficiency improvements [38]. Specifically, GFDM filters each subcarrier
with a well-localized prototype filter and has low out-of-band (OOB) emission [39]. GFDM
is also designed with a cyclic prefix (CP) that can be used by a large number of transmitted
symbols instead of appending a CP per symbol, as in the OFDM case [40]. It has also been
shown that GFDM can be harmoniously integrated with MIMO channels [39].

Despite of the above attractive features, GFDM has some deficiencies. In particular, it
leads to self-interference among the transmitted symbols, which needs be equalized using, for
instance, linear receivers as minimum mean square error (MMSE) to recover individual input
samples from channel output. In this case, MMSE has the advantage of having low complexity
compared to other non-linear receivers. However, fundamental performance limits of such an
interesting combination, i.e., GFDM and MMSE receivers, are still unknown. Moreover, the
current available literature dealing with GFDM systems only provides a handful of studies
dealing with the sum rate of these systems. Seungyul et al. in [41] derived the data rates of
GFDM systems for two types of channels: additive AWGN channel and Long-Term Evolution
(LTE) Pedestrian B channel. However, such results relied on numerical approaches that were
only valid for specific scenarios, limiting their generalization and practical usefulness.

Aiming to fill partly the gap that exists in the literature, this section investigates the
achievable sum rate and outage capacity of GFDM systems employing MMSE receivers and
undergoing frequency-selective Rayleigh fading. To this end, a Gamma-based approximation
approach for the PDF of the SINR is presented, based on which, accurate analytical formu-
lations are attained. The idea behind the proposed approximation relies on the framework
proposed in [42]. The accuracy of our analysis is corroborated through Monte Carlo simula-
tion assuming different GFDM parameters. lllustrative numerical results are depicted in order
to reveal the impact of the key system parameters, such as number of subcarriers, number of
subsymbols, and roll-off factors, on the overall system performance. Our theoretical results
have not been reported in the literature yet and they can be used as a benchmark for future
wireless communication studies®.

5The detailed description of the system model and mathematical derivations are provided in [43].
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Figure 24: Simulated and analytic achievable sum rate for GFDM for different values of k,S,
roll-off, and L. The abbreviations S. and A. mean simulation and analytical respectively.
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Figure 25: Probability of outage versus SNR for different values of Ry, for GFDM (S = 3,
K = 32, L = 2) with Roll-off= 0.9. Every R, is in bps/Hz, and the abbreviations S. and A.
means simulation and analytical, respectively.

Figure 24 presents the achievable sum rate for some number of sub-carriers as K =
8,32,128, number of sub-symbols as S = 3,5, the roll-off factors = 0.1,0.9, and the num-
ber of channels steps is L = 2. In all cases, the analytical approximation (represented by
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lines) matches with high accuracy with the Monte Carlo simulation (represented by markers),
indicating the effectiveness of the proposed approach.

As the performance analysis itself, the achievable sum rate is presented as a function of the
SNR (p) using a logarithmic scale in the achievable sum rate axis. The greater the N = S.K,
the higher the achievable sum rate value. For example, when the SNR is 30 dB the achievable
sum rate for the case with K=8 and S=3 is less than 100 bps/Hz. For the same SNR value,
the achievable sum rate for K=128 and S=5 is approximately 400 bps/Hz.

To analyze the outage probability, we considered the following GFDM parameters: K = 32,
S =3, L =2, and roll-off= 0.1. Many curves were generated based on the assumption that
an arbitrary data rate is fixed. These data rates vary from 20 bps/Hz until 80 bps/Hz. As
less the value of the data rate, much is the chance of a specific scenario to be in outage.
For example, for a Ro,: = 20 bps/Hz and a SNR value of 10 dB the outage probability is
equal to 0.3. In the same analyse point, for a R.,: = 80 bps/Hz the outage probability is
increased to 0.95. The curves representing a combination of K and S GFDM parameters
are presented in Figure 25, showing an excellent agreement between the simulation and the
analytical approximation.
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8 Conclusion and future steps

An important step towards large-scale data acquisition in lloT environments resides at the
scalable and reliable sensor data transmissions to a fusion center. Deliverable 3.3a aims to
consolidate the research activities in the context of Task 3.3 related to "Large-scale Data
Transmission”. In particular, several technical enablers for beyond-5G connectivity have been
proposed by the consortium partners in an effort to address the stringent requirements of
industrial environments. This Deliverable is expected to provide valuable insights for the work
carried out in other WPs and, in particular, serve as an input for subsequent data processing
tasks performed at a higher level of the FIREMAN system architecture [2].

In what follows, we summarize the path forward for a set of connectivity enablers presented
in this Deliverable:

e Non-orthogonal multiple access and intelligent reflecting surfaces: FIREMAN will focus
on the combination of NOMA and IRS considering polarization diversity in both uplink
and downlink, indicating the performance gains of having polarized antennas combined
with IRS. These gains are promising towards increasing the reliability and spectral effi-
ciency of industrial wireless communication, rendering NOMA-IRS a candidate for either
dedicated industrial standards or beyond-5G systems.

e Network slicing: We plan extensions to include a spatial distribution and activation
probabilities for the nodes in both network slicing scenarios considered in this Deliverable.
In the case of coexistence between eMBB and URLLC, we foresee extensions to include
spatial diversity (that is, multiple antennas at the devices and/or BS), user pairing and
algorithms to guarantee user fairness. In the case of massive connectivity required by
mMTC applications, we have also studied the performance of other receive architectures
besides MRC-SIC, namely, ZF-SIC and MMSE-SIC architectures.

e Generalized frequency division multiplexing: The preliminary study will be further ex-
tended to reach the fundamental limits of GFDM, which is needed to assess its feasibility
as a potential solution for industrial networks. A potential study path is the combination
of GFDM with IRS focusing on harsh fading conditions similar to industrial environments.
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