
FIREMAN

WP3 Deliverable 3.1
Report on Physical Process Data Modelling

Project Title: Framework for the Identification of Rare Events via
MAchine learning and IoT Networks

Title of Deliverable: Report on Physical Process Data Modelling
Status-Version: Final-1.0
Delivery Date: 10/8/2020

Contributors: Daniel Gutiérrez Rojas, Pedro Nardelli, Charalampos
Kalalas, Constantinos Papadias

Reviewers: Francisco Helder Candido (UFC), Elvis Stancanelli
(UFC), Richard Demo Souza (UFSC)

Approved by: All Partners



Version 1.0, 10/8/2020

Document Revision History

Version Date Description
v0.1 30 April 2020 Table of Contents
v0.2 04 June 2020 Main contents added
v0.3 14 June 2020 Additional contents added
v0.4 19 June 2020 First version delivered for internal review
v0.5 05 July 2020 Second version delivered for external review
v0.6 24 July 2020 Addressed comments from external review
v0.7 31 July 2020 Approved form of Deliverable D3.1
v1.0 10 August 2020 Few additions to Deliverable D3.1

Project Title: FIREMAN
Project Coordinator: LUT

1/32 https://fireman-project.eu



Version 1.0, 10/8/2020

Summary

This document summarizes the progress made so far in the context of physical process data
modelling as a first step towards the large-scale data acquisition framework developed in FIRE-
MAN. The consortium partners have introduced several approaches for the accurate charac-
terization and classification of the sensor data generated in industrial environments with the
ultimate goal of addressing highly heterogeneous traffic scenarios that entail a wide range of
industrial data. As WP3 encompasses all stages from local data collection and storage to data
transmission, the research outcomes in Deliverable 3.1 are expected to provide the necessary
inputs for the subsequent research activities in WPs 3-5. The research is performed within the
context of the EU CHIST-ERA project FIREMAN.
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1 Introduction

1.1 Objective of the document

The objective of Deliverable 3.1 is to compile and document in a coherent manner the research
outputs that have been carried out in Task 3.1: Physical Process Data Modelling within
the context of the FIREMAN project. Task 3.1 constitutes the first stage of the data acquisition
framework developed in WP3 and focuses on the characterization and classification of the
sensor data in industrial environments. The developed framework is expected to address highly-
heterogeneous traffic scenarios that entail a wide range of industrial data. In this context,
the consortium partners have devised joint event-based modelling and traffic characterization
techniques for reduced use of communication and storage resources. Special emphasis is
also given on the characterization of sporadic industrial data with high spatial and temporal
correlation, which are hard to be modelled with reference methods.

This Deliverable covers well-known datasets related to measurements of physical processes
with different time-scales and levels of redundancy. As part of the FIREMAN project, the
achieved results indicate that event-driven methods developed based on the physical charac-
terization of the processes to be measured, can significantly reduce the traffic offered by the
network by assuming a heuristic scheme (e.g., either keep the operational value or the last
value) that recomposes the time-series at the aggregator node side. In addition, the burstiness
in the traffic characterization can be accurately modelled with the aid of Markovian point
processes. All cases covered by Deliverable 3.1 are related to scenarios investigated in FIRE-
MAN, namely Tennessee Eastman Process and Smart Grids, to validate our framework for
data acquisition which will be later employed in all cases covered in FIREMAN. In addition,
the traffic characterization in industrial processes is expected to play a pivotal role in the
design of advanced communication (emerging 5G and beyond) protocols to efficiently handle
mission-critical transmissions with stringent requirements (Tasks 3.3 and 4.1). It is important
to note that, although electricity metering is not directly our focus, the team decided to use the
extensive material available for such an application to evaluate the potential of event-driven
approaches combined with the knowledge of the physical process aggregated by the metering
device.

1.2 Structure of the document

The remainder of this document is structured as follows: Section 2 summarizes the key chal-
lenges encountered in the traffic characterization in industrial environments. Section 3 provides
a comprehensive description of the datasets used so far in the context of WP3 activities, aim-
ing to cover a wide range of industrial scenarios of particular research interest. Section 4
describes in detail the proposed approaches for traffic characterization along with performance
evaluation and model validation results. Finally, Section 5 provides our concluding remarks.
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2 Challenges on Traffic Characterization

Data generated in industrial environments are fundamentally different from traditional traffic
generated in human communication, e.g., in terms of packet size, intensity of packet gener-
ation, inter-arrival packet time distribution, correlation among different traffic streams, etc.
[1]. The captured sensor data in industrial setups are generally heterogeneous and highly-
dimensional, thus hinder the accurate mapping with the manufacturing process variables.
In addition, industrial data often exhibit non-stationary behaviour over small window sizes,
rendering indispensable the use of techniques for estimating traffic generation patterns and
modelling signal characteristics [2]. In some cases, industrial data exhibit high temporal and
spatial correlation making the standard Poisson process inappropriate for modelling. Traffic
characterization becomes therefore a non-trivial task, also given the high density of installed
sensors, and primarily aims at:

• filtering irrelevant or untrusted data by cross-checking against the state of the models;

• instructing sensor sampling and transmission schemes based on knowledge acquired from
historical data;

• tuning the operation of the underlying communication protocol by injecting only relevant
data in the network to reduce connectivity overhead and prevent the under-utilization
of the scarce radio resources.

The traffic analysis is necessary to transform multi-stream raw data into usable formats
and extract useful information from the traces. The ultimate goal is to timely and accurately
detect/predict “rare events” in the captured data. As discussed in Deliverable D2.3, with the
term “rare event”, we not only mean something that happens relatively infrequently, but also
something that has an effect on an industrial process, that will eventually cause a need for some
maintenance or other corrective action. For example, in the case of predictive maintenance for
field equipment, traffic characterization will help extract healthy/faulty condition indicators
and, ultimately, estimate when a machine failure will occur; thus, reducing downtime and
extending machine lifetime [3]. Since the abnormal behavior of the machines’ state corresponds
to rare anomalies in the datasets, their timely identification will provide useful insights for the
establishment of mission-critical communication links for faster reaction times.

In the context of this Deliverable, we give particular emphasis on modelling event-based
activation patterns which, due to their sporadic and bursty nature, may result in multimodal
probability distributions that are hard to be modeled with reference traffic models [1]. The
event-based approach in signal processing, communications and control is an established re-
search field that provides advantages to the widespread time-based approaches for specific
classes of signals [4]. The core idea behind the concept is clearly stated in [5]: (...) event-
based sampling, in which a sample is produced only when something significant (an “event”)
occurs in the signal. Events are then related to variations in the signal. For instance, the
signal is sampled whenever it crosses a predetermined threshold. Similarly, it can be sampled
when it varies too fast by using a threshold in the derivative of the signal; or it can also be
sampled when the cumulative value crosses a threshold (integral of the signal).

This kind of quantization has advantages not only in signal processing as in [6] but also
in communications [7, 4, 8] and control [9, 10]. Detection of spikes, higher-order variation
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or the cumulative values are important for different classes of applications. They range from
cardiac monitoring [11] to multi-agent Internet of Things (IoT) enabled systems [12]. Since
the sampling strategy is defined by events, the traffic offered to the communication network
will also be related to it. In this sense, the physical characterization of the processes needs to
be taken into account to have a proper map from the industrial processes to be sensed and
the event-based strategy to the traffic characterization.

In addition, as manufacturing processes are often associated with the generation of informa-
tion with high spatiotemporal correlation which renders the modelling procedure challenging,
tractable analytical models are developed to help identify specific properties of machine-type
data and make them more meaningful for their subsequent transmission. To this end, we
resort to Markovian Arrival Process (MAP)-based modelling approaches that generalize the
Poisson point processes by allowing non-exponential and dependent inter-event times. A tra-
ditional assumption when dealing with the analysis of point processes is that the events are
independent and identically distributed, which significantly simplifies the theoretical calcula-
tions and computational complexity, rendering the Poisson process widely used in stochastic
modelling. However, the independence and exponentiability assumptions become unrealistic
and restrictive in practice and more rigorous modelling approaches are required.
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3 Datasets

3.1 Tennessee Eastman Process

The dataset material consists of several faulty cases of an industrial plant, as produced by the
Tennessee Eastman problem [13]. The process has five major equipments, namely a condenser,
a vapor-liquid separator, a reactor, a product stripper, and a recycle compressor (Figure 1). Its
objective is to obtain the products G and H from the reactants A, C, D, and E. This is reached
by a set of four chemical reactions, in which components B and F are, respectively, an inert
and a byproduct. More details can be found in [14, 15]. This benchmark is suitable to evaluate
process monitoring schemes and control strategies based on data-driven analysis. Besides the
normal operation, 21 abrupt or incipient faulty conditions caused by common disturbances
in practice are simulated [16]. There are 52 monitoring variables or features, containing 11
manipulated variables and 41 measured variables. Once a faulty condition occurs, all are
generally affected by changes in their respective values.

The Tennessee dataset was generated in a process simulator that has been widely used by
the process monitoring community1. It is composed of 22 subsets named dXX te.dat, where
XX = 0, 1, 2, · · · , 21. The file d00 te.dat refers to the normal operating condition.

The subsets consist of 960 observations of the 52 variables, which are sampled every 3min
with a Gaussian noise. The faults are introduced after 8 simulation hours.

Figure 1: Process flow diagram of the Tennessee Eastman problem [15].

1https://github.com/camaramm/tennessee-eastman-profBraatz
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3.1.1 Extended Tennessee Eastman Process

Although the Tennessee Eastman process dataset has been a popular dataset for process
monitoring techniques, it is comprised of a relatively small number of data samples, which can
be highly limiting, e.g., for the implementation of deep learning techniques. A larger dataset
is required to investigate the effectiveness of unsupervised deep learning techniques for the
statistical process monitoring. An extended Tennessee Eastman process dataset is provided
by [17]. The dataset includes data samples from 500 simulation runs as the training data of
each operating mode (normal and 20 fault types) and from other 500 simulation runs as the
test data of each operating mode. From each simulation run, 500 data samples were obtained
for training, while 960 data samples were recorded for testing. Different types of faults were
introduced to the process after sample numbers 20 and 160 for the fault training and fault
testing, respectively.

Remark: Note that both normal and extended datasets from TEP are established bench-
marks where the faults different faults are always inserted in the same timestamp and the
algorithm needs to detect and classify the fault, as described in the literature [16]. In this
case, TEP is a very controlled scenario that is useful to test potential solution before their
actual deployment, understanding potential trade-offs and impact of different data acquisition
and transmission on the algorithms performance.

3.2 Electricity Metering

Electricity metering is a method to monitor the aggregated energy demand in households
considering different time-scales, ranging from below-second time-scales to almost one month.
With the advent of smart metering practices, electricity metering becomes an interesting source
of high-quality data for further investigation of the background processes that generate such a
demand. Traditionally, electricity metering is periodic. However, with the tendency to lowering
the sampling periods, a significant increase in network traffic is expected. This can be avoided
by using event-driven techniques grounded in the physical nature of electricity demand time-
series, namely ”little happens for long periods”, while the activities are localized when people
are at home. In this context, we have analyzed residential consumption data from several
freely available databases that offer low resolution data with long enough sampling period.
Their details are given as follows.

• UK Domestic Appliance-Level Electricity dataset (UK-DALE) [18]: 3 houses
with 1-second metering, from 6 months to more than a year in UK;

• UMass Smart* Data Set for Sustainability [19]: 3 houses from US with 1-second
resolution, with almost 3 months’ worth of data for each house;

• The Rainforest Automation Energy Dataset (RAE) [20]: 2 houses from Canada,
monitored for 2 months;

• Reference Energy Disaggregation Dataset (REDD) [21]: 6 houses in US, with
measurements of 1-second resolution for the mains, and 3-second resolution for the
subcircuits.
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Note that, although electricity metering is not the main focus of FIREMAN, it is probably the
most developed use case that employs the event-driven approach grounded in a physical model
with a possibility to test with different datasets. Therefore, we have also decided to investigate
the proposed method in more details in this case before utilizing it in the specific FIREMAN
ones. If required, based on the statistical characterization of the rare events in the different use
cases under investigation in the context of the project, appropriate extensions/modifications
of our proposed methods will be employed.

Table 1 presents an overview of the houses covered by the databases. The use of different
houses/databases is desirable to test the performance of the proposed method since each of
the houses has a unique power profile due to different appliances, number of occupants, and
locations (the RAE database is from Canada, the UK-DALE is from the United Kingdom, and
both REDD and Smart* datasets are from the USA).

In this way, we believe we can show the generality and consistency the proposed event-
driven methodology for electricity metering. From Table 1 we can see that some houses have
several missing measurements, and even full days without any measurement taken. This is
especially true for the REDD database, with the worst cases being houses 5 and 6.

Table 1: Overview of the used datesets

No. No. avg. Pmin Pmax Pavg

DB/house Days empty meas (kW) (kW) (kW)

UKDALE
1 643 0 86196 0.002 11.564 0.371
2 110 0 85540 0.006 6.747 0.337
5 137 0 85182 0.257 8.554 0.73

UMASS
A 92 0 85471 0.256 10.792 1.368
B 81 0 86400 0.138 10.406 0.684
C 81 0 86398 0 21.72 0.685

RAE
1 62 0 86343 0.225 17.206 1.104
2 59 0 85020 0.001 7.753 0.344

REDD

1 36 14 67898 0.091 12.333 0.384
2 35 19 70502 0.032 3.253 0.23
3 45 20 54896 0.001 8.06 0.446
4 48 23 64609 0 4.105 0.351
5 44 36 33569 0.157 12.129 0.623
6 24 3 40339 0.157 11.159 0.476
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Figure 2: Overview of IEC-61850 functionality and communication services [23].

3.3 IEC-61850 Distribution Automation

This synthetic dataset consists of IEC-61850 network traffic traces generated by intelligent
electronic devices (IEDs) based on open-source libraries for protocol implementation (Avail-
able online at: http://github.com/mz-automation/libiec61850) and a discrete-event
network simulator [22]. The IEC-61850 is a widely used standard for power utility automa-
tion and defines the message types between IEDs within a substation and the corresponding
system requirements. It ensures interoperability by introducing abstract data models and ser-
vices mapped to specific communication protocol profiles according to their requirements,
as illustrated in Figure 2. The IEC-61850 communication stack with a radio protocol stack
was implemented in the ns-3 simulator along with the traffic generation of IEC-61850 com-
munication services [24], [25]. The IEC-61850 packet traces were captured and saved for
post-processing using the Wireshark network protocol analyzer [26]. These traffic traces have
been further used for validation (i.e., parameter estimation) of our proposed smart grid traffic
models in Section 4. In particular, for model fitting purposes, the expectation-maximization
(EM) algorithm has been used as an iterative method of finding the maximum-likelihood es-
timates of the traffic model parameters. The traffic streams correspond to both intra- and
inter-substation communication in power systems and represent both normal and disturbance
scenarios. The dataset exhibits high levels of spatial and temporal correlation across the de-
vice measurements to model the real behaviour of substation automation systems, e.g., local
cascade failures result in inter-dependent transmissions of measurements from neighboring
devices.
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3.4 EPFL Smart Grid Pilot

This dataset consists of Phasor Measurement Unit (PMU) data collected in the context of a
real-time monitoring infrastructure of a smart grid pilot installed at the EPFL campus. The
PMU technology is widely considered as the most advanced metering infrastructure for power
systems, because it allows for synchronized and fast measurements of frequency, amplitude
and phase of the power system waveforms. The PMUs are connected to the medium-voltage
side of the network secondary substations by means of specific current/voltage transducers
and encapsulate their measurements, e.g., frequency, rate-of-change-of-frequency, voltage and
current levels and angles, in UDP datagrams according to the IEEE C37.118.2-2011 standard
[27]. A dedicated communication network is also considered for the transmission of the PMU
measurements to Phasor Data Concentrator (PDC) units for processing. Each PDC receives
and time-synchronizes phasor data from multiple PMUs to produce a real-time, time-aligned
output data stream. An open record of all past PMU measurements is also maintained in the
following link: http://nanotera-stg2.epfl.ch/data/.
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Figure 3: Average number of samples that need to be transmitted given a threshold for
event-driven acquisition.

4 Modelling Approaches

4.1 Event-driven Sampling

4.1.1 Application in Tennessee Eastman Process

We will employ here the event-driven data acquisition presented in Deliverable 2.3 (Section
4.1), where samples are only stored and transmitted if they assume a value outside a predefined
boundary region. Our method consists of the following steps: i) input data from all 52 sensors
(denoted by N); ii) variable average estimation and margin selection (x% of lowest/highest
values) from normal operation; iii) at every time slot (k) for each variable, if the values are
out of the margins, then the sample is transmitted; otherwise, if nothing is received at the
data fusion point, the variable will maintain the average value estimated from the previous
step; iv) compression rate calculation for each variable. Figure 3 presents the average number
of samples that need to be transmitted via the communication network considering the event-
driven acquisition using a percentage threshold of the max/min values in normal operation. For
example, without the event-driven method, there will be always 52 samples to be transmitted
in parallel. On the other hand, if the proposed event-driven method is based on a very
restrictive threshold (e.g., filtering 95% of the training set), then less than 10 samples need
to be transmitted in average (this considering all fault datasets). The larger the threshold,
the lower the number of samples to be acquired, and the lower the traffic to be offered to the
network. Note that this is not a linear relation.

Also, we have developed an alternative event-driven method that captures variations be-
tween the measures, only acquiring the values that have a minimum variation. The principle
operation can be described as follows: i) the maximum variation from sample to sample from
a normal operation state is calculated; ii) we then check in fault files whether the variation at
data acquisition point is less than a given x% of that max variation and, in case this happens,
iii) the sample value is not transmitted and we maintain the previous value that was sent at
the fusion point. The results using this alternative event-driven method are depicted in Figure

Project Title: FIREMAN
Project Coordinator: LUT

12/32 https://fireman-project.eu



Version 1.0, 10/8/2020

0 05 10 20 40 60 80 90 95
Delta Max percentage

0

10

20

30

40

50

Av
er

ag
e 

sa
m

pl
es

 tr
an

sm
itt

ed
 p

er
 ti

m
e 

slo
t

Figure 4: Average number of samples that need to be transmitted given a variation (delta)
for event-driven acquisition.

4. Under this approach, only samples that are above a percentage of the maximum variation
of sample per sample on the normal operation are transmitted. As before, more restrictive
thresholds (i.e., requiring large variation) imply in less samples to be transmitted. The study
of how the datasets constructed based on the event-driven approach affects the fault detection
and identification will be carried out in WPs 4 and 5. The impact of these techniques in the
data storage will be analyzed in Deliverable 3.2.

Another potential third alternative to be investigated in the future is transmitting a new
sample only when the prediction error (e.g. MSE) is beyond a given threshold. This would
require a more complex implementation (also related to the communication system) where
the same predictor must run at the transmitter and the receiver. It is also worth noting that
FIREMAN is using TEP as a way to benchmark and pre-evaluate specific promising approaches
that can support the detection of rare events when actual big data sets are used.

4.1.2 Application in Electricity Metering

In this section, we will first review the work done by Simonov et al. related to the event-
based sampling technique applied to electricity metering [28, 29, 30]. We will also present our
proposed extension, while discussing how each one of the options work.

4.1.2.1 Event-driven method by Simonov et al.

Let us first revisit the parameters utilized by Simonov et al. [28, 29, 30] about the event-driven
metering (EDM). The proposed EDM implementation is composed of three criteria (events):

1. A sudden variation (increase or decrease) in power demand, which is bigger than a set
limit ∆P , in Watts;

2. A cumulative power variation over time, denoted here as ∆Pslow, which can be set
independently of ∆P ;
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3. A time-based measurement, to be sent every time interval T (starting from 00:00:00 of
a given day), independent of the other two measurements (Tfixed).

The first event is straightforward: every time the instantaneous power variation goes over a
given threshold ∆P , a measurement (sample) is acquired and sent, which is useful for tracking
large changes in power. The ∆Pslow parameter monitors the power variation from the present
moment in relation to the last measurement sent. In this way, the authors dealt with the
small cumulative power variations (such as in fuzzy-controlled loads, or the switching of small
electric devices over time) which, when combined, might exceed the ∆P threshold.

Figure 5 shows the difference between enabling and disabling this option. The threshold
was set to 50W for both ∆P and ∆Pslow. It is possible to see that with this option disabled,
the power measurement is not updated until a step greater than 50W occurs, whereas the
slow variations are tracked correctly with the option enabled.

The author also states that the absence of information is meaningful: it means that
when no information is received (assuming perfect communication), no monitored quantity
exceeded the selected thresholds. The message format for the measurements in Simonov’s
method contains the following data in order to work:

• Type of event: Event-driven (ED) or time-driven (TD);

• Timestamp: instant where the measurement was taken;

• ∆ti: length of the interval since the last measurement;

• Ei−1: energy value of the previous reading;

• ∆Ei: energy accumulated from since last measurement;

•
∑
Ei: cumulative energy consumption.

4.1.2.2 Proposed extension

In this section, we describe how we extend Simonov’s EDM just presented and our rationale
behind it. Specifically, we implemented the EDM algorithm as described in [28, 29, 30] with
the following modifications:

1. We included a timeout parameter in addition to the original fixed-interval timed mea-
surements;

2. We implemented a filter to prevent sending consecutive measurements which both exceed
the ∆P threshold;

3. We also included a filter for removing ”spikes” from the sent measurements.

The timeout parameter guarantees that we have at least one measurement every T units
of time after the last measurement. This helps tracking periods of extremely low power
consumption that might not trigger ∆P or ∆Pslow. The timeout parameter also helps with
problem detection or other malfunctioning since it establishes a hard deadline in which one
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Figure 5: Comparison of the EDM strategies. Black: Original measurements; Blue: EDM
without ∆Pslow. Red: EDM with ∆Pslow enabled. Dashed lines indicate the limits (±50W, in
this case) upon which to trigger another event.

measurement must be sent. In case that no measurement arrives after T, it means that
something unexpected has happened. This could be caused, for instance, from dropped packets
in the communication network, meter fault, or energy interruption.

The consecutive measurements filter aims to reduce the number of measurements to be
sent. The idea is to deal with consecutive measurements that point in the same direction
(upwards or downwards). In almost every case, two consecutive measurements that both
exceed the ∆P threshold belong to the same event (for example, the switching of a high-
powered appliance such as a heater). This is also due to the effect of the sampling frequency,
since the power measurements in use in this study are taken every second, while the appliances
usually are not switched exactly after the beginning of the sampling interval. Figure 6 illustrates
this behavior.

The spike filter deals with sudden power variations that occur briefly and then return to
their steady-state value (e.g., the starting of a fridge’s compressor). This filter reduces the
amount of measurements sent while having slow impact on the reconstruction quality – since
the spike, although having a high value, is so short that it does not consume a significant
amount of energy – and also prevents one possible situation in which the ∆P threshold is
set to a value high enough that the upward part of the spike triggers an event (and sends
an update in the demand to the utility), while its downward part stays below the detection
threshold and is not registered, causing a considerable error in the power estimation. Figure 7
shows the result of this filtering.

We also propose a simplification of the measurement format (following the original EDM
format for simplicity) as follows:

• Timestamp: Point in time where the measure was taken;

• Pi: Instant power draw when the event was triggered;
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Figure 6: Consecutive measurements filter, eliminating consecutive measurements before send-
ing. The number of measurements went from 11 to 6, with almost negligible impact on the
signal reconstruction. The unit of the measurements is W.
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Figure 7: Example of spike caused by a fridge’s compressor. The results are presented com-
paring the original signal, EDM without and with filter. The measurements are given in W.

•
∑
Ei: Cumulative energy consumption;

• Type of event: which may be a instant power event (∆P ), cumulative power event
(∆Pslow), a timeout event (timeout) or a fixed time (Tfixed);

Our choice derived from the following reasoning: first, the ∆ti value is quite straightforward
to obtain, provided that previous information is available (as it is expected to be), therefore it
can be omitted. The same logic applies to ∆Ei. The Pi information is already monitored to
watch for power events, thus it is ready to be sent. Since it corresponds to the present state
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of the metered place, which is not expected to change in a certain amount of time, then it is
useful for forecasting the consumption. The

∑
Ei measurement tells us the current state of

energy consumption, which is useful for billing purposes.

4.1.2.3 Preliminary Analysis, ∆P threshold estimation

To determine the parameters used on the EDM strategy, some data manipulation is needed.
Remembering Section 4.1.2, the main purpose of the EDM measurements is the tracking of
relevant instant power variations (∆P ). To estimate this parameter, we employed the following
procedure:

1. Extract a week’s worth of data from each house;

2. Calculate the absolute instant power variation |∆P | for each time interval;

3. Order the resulting data by decreasing ∆P value.

Note that we have proceeded similarly for all houses but some were discarded from a few
plots: houses 3 to 6 from REDD due to lack of measurements, house A from UMass due to
high noise levels, and house 1 from UK-DALE (arbitrarily chosen so as not to overcrowd the
plot). The resulting plot can be seen in Figure 8. The plot is read in the following manner:
given a point in one of the lines (with x in cumulative percentage and y in W), its x-axis
value is the percentage of measurements that are equal or greater than the ∆P value on the
y-axis. We can see that the most of the power variations are in the range of just a few W;
for basically all of the houses, about 90% of the instant power variations are in the range of
10W or less, while values greater than 100W are in the range of 3% or less, which is a good
indicator that the EDM strategy can achieve good compression. The lower-left corner of the
figure gives us a more detailed view of the region [0.1, 10] ∗ [1, 1000](%,W).

4.1.2.4 Simulation results, ∆P = 100W

A scenario with ∆P = 100W was simulated for all houses as shown in Table 2. For instance,
UKDALE 5 has only 1% of the original measurements for the selected threshold while UMASS
C that has 2.5%, confirming the results from Figure 8.

We also calculated the normalized mean average error of the measurements in relation to
the original data. To calculate its value, we upscaled the EDM measurements, assuming that
every sample between two sent measurements is equal to the power value of the first of them,
that is,

Table 2: Simulation setting only ∆P = 100W (baseline)

UMass UKDALE RAE REDD
B C 2 5 1 2 1 2

# 3196 15110 4770 6080 8086 3957 1997 3526
% 0.53 2.50 0.79 1.01 1.34 0.65 0.33 0.59
Error (NMAE):

0.14 0.11 0.21 0.09 0.04 0.22 0.14 0.11
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Figure 8: Ordered ∆P percentage (main plot), and detail from [0.1, 10] ∗ [1, 1000](%,W)
(lower-left corner).

P[mi,mi+1) = Pm ∀m.

From this, we can calculate the normalized MAE as follows:

NMAE =

∑T
t=1 |Pr,t − Pm,t|∑T

t=1 Pr,t

,

where r is for the original data, and m is for the simulated measurements. The NMAE can
give us an idea of how each one of the settings influences the reconstruction of the original
power profile. In the next sections, we will show the resulting NMAE as absolute value and
the percentage of the original signal, which is an indicator of improvement (i.e., indicated as
a negative value due to a reduction in the error) or deterioration (i.e., indicated by positive
values) in the signal’s quality.

4.1.2.5 Spike + consecutive measurements filtering

We can also filter spikes, which are defined by sudden power variations of short duration, as
well as prevent consecutive measurements from generating two events in a row. Results of
using the filter are presented in Table 3.
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4.1.2.6 Cumulative power variation (∆Pslow) tracking

Another option is to track slow power variations that would not trigger an event otherwise.
Table 4 shows the resulting measures and differences compared to the baseline case. There is
a noticeable increase in the amount of measurements, but that also means a decrease in the
tracking error.

Fixed time measurements

Another available option is to configure the Tfixed parameter, which is responsible for
the fixed time measurements, and could be used for compatibility or billing purposes. This
parameter is completely independent from ∆P since it is a timed measure, so its combination
with the previous measurements is straightforward, being the sum of the amount of fixed-time
measurements and the ∆P events. We can see in Table 5 the results of setting T = 900s.

The difference between Tables 2 and 5 ranges from 649 to 671 extra measurements, which
is the value of 15-min measurements over one week, since: (60/15) ∗ 24 ∗ 7 = 672. The
difference is smaller than 672 due to some values being registered as power events before, and
now re-labeled as time events. Also, the week ends at 23:59:59, so the expected number of
fixed time events is actually 671. The periodic measurements have a clear impact in reducing
the error, but that comes at an expense of approximately 15% increase on the amount of
measures for the period and threshold selected for the houses.

Timeout

It is also possible to send a measurement whenever the last measurement sent exceeds
a given time limit, which is useful to ensure that there will be one measurement sent every
given number of seconds and, if this time is exceeded, then we have some problem either with
the meter itself, or with the communication layer. This is defined by the timeout parameter.
Table 6 shows the effect of setting timeout= 900s.

The timeout parameter also causes an increase in the number of measurements and helps
achieve similar error rates to the EDM with fixed time measurements, while requiring around
10% extra measurements on average for this case, but it behaves in a more unpredictable way,

Table 3: ∆P = 100W, spike filter on

UMass UKDALE RAE REDD
B C 2 5 1 2 1 2

# 1930 5995 2257 2264 5838 2353 889 2577
% 0.32 0.99 0.37 0.37 0.97 0.39 0.15 0.43
Measurement Differences:
# -1266 -9115 -2513 -3816 -2248 -1604 -1108 -949
% -39.6 -60.3 -52.7 -62.8 -27.8 -40.5 -55.5 -26.9
Error (NMAE):

0.13 0.11 0.30 0.14 0.04 0.26 0.12 0.11
% -10.6 -1.85 42.3 46.8 7.3 18.7 -12.8 -1.80
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Table 4: ∆P = 100W, cumulative tracking on

UMass UKDALE RAE REDD
B C 2 5 1 2 1 2

# 3823 17769 5416 7044 10747 5546 2246 4548
% 0.63 2.94 0.90 1.17 1.78 0.92 0.37 0.76
Measurement Differences:
# 627 2659 646 964 2661 1589 249 1022
% 19.6 17.6 13.5 15.9 32.9 40.2 12.5 29.0
Error (NMAE):

0.06 0.04 0.12 0.04 0.01 0.10 0.08 0.08
% -59.2 -61.1 -43.8 -58.5 -65.9 -52.5 -46.1 -28.8

Table 5: ∆P = 100W and Tfixed = 900s

UMass UKDALE RAE REDD
B C 2 5 1 2 1 2

# 3866 15759 5436 6744 8750 4626 2668 4188
% 0.64 2.61 0.90 1.12 1.45 0.76 0.44 0.70
Measurement Differences:
# 670 649 666 664 664 669 671 662
% 21.0 4.3 14.0 10.9 8.2 16.9 33.6 18.8
Error (NMAE):

0.06 0.06 0.09 0.03 0.04 0.14 0.05 0.06
% -58.5 -41.7 -58.7 -64.9 -12.2 -38.4 -66.0 -45.1

Table 6: ∆P = 100W and timeout= 900s

UMass UKDALE RAE REDD
B C 2 5 1 2 1 2

# 3608 15423 5173 6552 8089 4355 2466 3961
% 0.60 2.55 0.86 1.08 1.34 0.72 0.41 0.66
Measurement Differences:
# 412 313 403 472 3 398 469 435
% 12.9 2.1 8.4 7.8 0.0 10.1 23.5 12.3
Error (NMAE):

0.07 0.07 0.10 0.04 0.04 0.15 0.06 0.08
% -48.6 -35.2 -53.4 -59.6 0.0 -31.5 -56.7 -28.8

since it depends on the activity level of the house, as well as the ∆P threshold.

For example, we show the inter-arrival time as a function of the resulting measurements
for the baseline case in Figure 9. It is also possible to see that only a small amount of the
measurements (relative to the total number) are more than 900s apart, which is indicated by
the dash-dot vertical line and, in the specific case of RAE house 1, those amount to only 2
measurements. This result is interesting to build event-driven traffic models for communication
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Figure 9: Inter-arrival times for all houses, ∆P = 100W.

networks.

4.1.2.7 Traffic characterization

Figure 10 shows the inter-arrival rate for the same houses, but now with ∆P = 10W. For this
threshold level, two of the houses have all their measurements spaced less than 900s apart
(and one is pretty close, having a couple of measurements just after 1000s), and the rest of
them have roughly 1% of their measurements exceeding that value. Choosing an adequate
value for the timeout parameter is not trivial and is outside of the scope of this Deliverable.
For our simulations we have fixed the value of the timeout in 900s.

4.2 Markovian Point Processes

The stochastic modelling based on the MAP framework plays an important role in physical
process data modelling due to its versatile properties. MAP-based modelling, initially intro-
duced in [31], is able to capture the statistical dependence characteristics in a dataset as well
as the non-exponentiability of the data, i.e., it allows for dependent and non-exponentially
distributed inter-event occurrence times. It further provides a convenient and highly tractable
representation of the data process. As discussed in Sections 3.2-3.4, traffic characterization in
power grids constitutes an interesting use case with a wide variety of available datasets where
our modelling approaches could be employed. To this end, we have decided to first investigate
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Figure 10: Inter-arrival times for all houses, ∆P = 10W.

our proposed methods in power grid use cases involving rare events, e.g., power grid failures,
voltage drops, frequency offsets, etc., before applying them in the specific FIREMAN use cases.
In what follows, we explore the potential of MAP-based modelling in distribution automation
scenarios involving IED communication based on the IEC-61850 standard, as introduced in
Section 3.3.

Unlike the majority of existing literature works where delta traffic or simple Poisson mod-
els are used to represent the aggregate smart grid, we first leverage the Markov-Modulated
Poisson Process (MMPP) framework to capture the bursty behavior of IED monitoring traf-
fic in event-driven distribution-grid operations. In general, IED monitoring traffic exhibits a
multimodal probability distribution that cannot be accurately modeled with a simple Poisson
process since the exponentially distributed inter-arrival times may underestimate the inherent
traffic burstiness. Next, in order to capture the interdependent and non-exponential inter-
arrival times of an IED, we leverage a two-state MAP framework to properly characterize the
traffic stream. The essential difference with the MMPP, which constitutes a subclass of the
MAP, is whether or not the IED application phase is potentially changed just after an arrival,
which may vary depending on the substation automation scenario under consideration. We
provide the details in what follows.

4.2.1 Markov-Modulated Poisson Process

We consider a substation automation scenario where event-driven IED communication is re-
quired to detect out-of-step conditions (e.g., excessive/increasing phase angle), issue alarms
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Figure 11: GOOSE burst traffic pattern [32]. Under stable conditions, GOOSE messages
follow a periodic traffic pattern, but are generated in bursts when an event occurs.
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Figure 12: The state diagram of an IED traffic generation modeled with an MMPP. A two-
state Markov chain describes the transition between the regular and alarm operation of a
monitoring IED.

and initiate control actions to rectify the fault and/or isolate the system. Figure 11 illustrates
the traffic pattern of IEC 61850-8-1 Generic Object Oriented Substation Event (GOOSE)
messages that can be used for fast horizontal communication among IEDs to enable fast
transmission of substation events [32]. As illustrated in Figure 11, under stable operating
conditions, each IED periodically reports its application states via identical GOOSE messages
to neighboring IEDs, as a heart-beat function. Once an event (e.g., voltage drop) occurs and
thus a status change is detected, the retransmission period of GOOSE messages is shortened
(i.e., burst traffic) to ensure the timeliness of their delivery.

In order to capture the bursty characteristics and varying behavior of IED traffic, we model
each IED traffic generation using a two-state MMPP [33]. In particular, the MMPP can be
viewed as a superposition of two Poisson processes with an underlying continuous two-state
Markov chain modelling the transition between the processes. Thus, the overall arrival rate
of an MMPP is modulated by a continuous-time Markov chain. As illustrated in Figure 12,
the first state corresponds to the regular IED operation, modeled as a Poisson process with
rate λ1; the second state represents the alarm IED operation where the generation of a traffic
burst is also modeled as a Poisson process with rate λ2 > λ1, to account for the higher arrival
intensity of the alarm traffic.

The MMPP is characterized by an infinitesimal generator matrix D0 in case of no arrivals
and a diagonal rate matrix D1 in the case of an arrival. The matrix D0 is assumed to be stable
which implies that it is non-singular and the sojourn times are finite with probability 1. The
elements in D0 correspond to the state transitions without arrivals and each element in D1

represents a state transition in the case of an arrival. In particular, the matrices D0 and D1

are defined as

D0 =

[
−µ1 µ1,2

µ2,1 −µ2

]
, (1)
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D1 =

[
λ1 0
0 λ2

]
, (2)

respectively, where µi =
∑2

j=1
j 6=i

µi,j+λi. The definitions of D0 and D1 imply that D = D0+D1

is the irreducible infinitesimal generator of the underlying Markov process with stationary
probability vector π = {π1, π2}T , computed using the steady-state equation πD = 0 at an
arbitrary time instant.

After computing the stationary distribution of the two-state Markov chain, we can derive
the expression of the traffic generation probability, pon. Let

Pi,j (k, t) = Pr (Nt = k, Jt = j|N0 = 0, J0 = i) , (3)

be the entry of a matrix P (k, t) on the state space {(k, i, j) ; k ≥ 0, 1 ≤ i, j ≤ 2}, where
Nt denotes the number of arrivals during the time interval [0, t) and Jt the state of the Markov
chain at time t, respectively. The matrices P (k, t) satisfy the forward Chapman-Kolmogorov
equations [31]

d

dt
P (0, t) = P (0, t) D0, (4a)

d

dt
P (k, t) = P (k, t) D0 + P (k − 1, t) D1, k = 1, 2 . . . , (4b)

and using the initial condition P (0, 0)=I, P (k, t) can be determined. Then, pon, defined as the
probability to have at least one packet arrival within a time frame2 of 1ms, can be calculated
as

pon = 1−
∑
i

∑
j

Pi,j (0, t) . (5)

Let also toff denote the time between two consecutive arrivals in the stationary version of
the MMPP. Based on the properties of a stationary MAP, if e represents a unit column vector
of length equal to the order of the MMPP, the mean of toff, i.e., the expected holding time of
the off state, is given by

Toff =
1

πD1e
. (6)

For model validation purposes, the modules of the IEC-61850 communication stack with
the radio protocol stack has been implemented in ns-3 along with the traffic generation of IEC-
61850 communication services [25]. The IEC-61850 packet traces were captured and saved
for post-processing using the Wireshark network protocol analyzer. For model fitting, the EM
algorithm has been used as an iterative method of finding the maximum-likelihood estimates

2The time granularity of 1ms is chosen to correspond to the default transmission time interval of LTE/5G
systems. In this way, traffic activation takes rigorously into account the parameters of the communication
protocols for the subsequent data transmission.
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Table 7: Estimation results for 1000 traffic samples

Method
Parameters

λ1 λ2 µ1,2 µ2,1 pon Toff

EM (τ = 10) 0.835 4.562 0.245 0.087 0.231 1.132
EM (τ = 5) 0.867 6.78 0.763 0.082 0.276 1.947
EM (τ = 1) 0.913 8.456 1.143 0.092 0.447 1.243
EM (τ = 0.5) 0.946 9.255 1.056 0.091 0.351 1.896
EM (τ = 0.1) 0.987 9.573 0.979 0.095 0.373 1.721
Exact 1 10 1 0.1 0.4 1.68

Table 8: Estimation results for 10000 traffic samples

Method
Parameters

λ1 λ2 µ1,2 µ2,1 pon Toff

EM (τ = 10) 0.884 7.387 0.475 0.091 0.294 1.344
EM (τ = 5) 0.896 9.124 0.844 0.089 0.333 1.582
EM (τ = 1) 0.957 10.532 0.932 0.094 0.372 1.668
EM (τ = 0.5) 0.984 10.176 0.973 0.098 0.386 1.744
EM (τ = 0.1) 0.996 10.034 0.992 0.099 0.397 1.695
Exact 1 10 1 0.1 0.4 1.68

of the parameters of an underlying distribution from given data. In particular, considering the
matrices D0 and D1 with the following real values:

D0 =

[
−2 1
0.1 −10.1

]
,

D1 =

[
1 0
0 10

]
,

we evaluate the estimation performance for the model parameters assuming different config-
urations of the EM algorithm. As illustrated in Table 7, we have considered different lengths
of observation time intervals τ , i.e., 10, 5, 1, 0.5, and 0.1 sec, which correspond to different
levels of accuracy, complexity and number of iterations (total execution time) of the EM algo-
rithm. It can be observed that for fine-grained values of the observation time, the estimation
accuracy improves and closely approaches the exact parameter values. On the other hand, as
observed time intervals become larger, the estimates move away from the actual parameters.
In addition, as shown in Table 8, the achieved accuracy becomes even higher when a larger
number of traffic samples is fed in the EM algorithm.

4.2.2 Markovian Arrival Process

As discussed before, the indicative use case of the power grid exhibits certain operational
behaviours that require accurate modelling of rare events. In particular, power grids are often
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Figure 13: The transition state diagram of an IED traffic generation modeled with a MAP. A
two-state Markov chain describes the transition between the regular and alarm operation of a
monitoring IED. 0 and 1 illustrate moves without and with arrivals, respectively.

vulnerable to cascade component failures which can lead to the isolation of a large number
of grid segments causing consumer interruptions or even the collapse of the entire power
system. In substation automation scenarios characterized by a cascade of component outages,
communication often involves the transmission of highly space- and time-correlated messages.
In the case of an arc-fault detection in substation automation [22], a cascading power fault
affects neighboring segments in the grid and triggers the transmission of notification alarm
messages among geographically-adjacent protection devices.

Let Si be the set of sensors that an IED i is equipped with and let Ui be the set of its
neighboring devices. Let also αi,s [t] be a binary parameter that indicates whether sensor s of
an IED i captures a local event at time t. Then, the spatiotemporal correlation in the arrival
stream of an IED i can be captured with the aid of the parameter βi [t],

βi [t] =


1, if

∑
s∈Si αi,s [t] > 0 ,

1, if
∑

j∈Ui

∑
s∈Sj αj,s [t] > 0 ,

0, otherwise,

(7)

where an arrival in an IED i may be triggered due to a detection of a local event either by one
of its own sensors or by one of the sensors of its neighboring IEDs.

To model this traffic behavior, we employ a two-state MAP-based modelling approach
which maintains the tractability of the Markovian structure and accurately captures inter-
dependent arrivals. The MAP, initially introduced in [31], constitutes a stochastic counting
process that is able to represent time correlation in the arrival streams and provide analytical
tractability. As illustrated in Figure 13, the difference with the MMPP-based modelling is
whether or not the IED application phase is potentially changed just after an arrival. Recall
that D1 in Eq. (7) is a diagonal matrix, i.e., all inter-state transitions are accompanied by no
arrivals, and all arrivals are assumed to be caused only by self-state transitions. On the other
hand, MAP provides a more generic framework where an arrival may result in a state change
which is the case of local cascade failures in substation automation systems.

The arrival rate of the MAP is governed by a continuous-time Markov chain [34]. The
states of the Markov chain correspond to the IED application phases and a transition between
states generates an arrival with a given probability. To account for the spatial and temporal
correlation in the arrival stream of an IED i, the convex combination of the infinitesimal
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Figure 14: Samples of empirical (bins) and learned with MAP (solid line) inter-arrival time
distribution for the IED alarm state. The proposed MAP framework is able to accurately
capture the various inter-arrival times due to the cascade events.

generator matrices, D0 and D1, in the regular and event phase is considered with the aid of
the parameter βi [t], as in [35]. Therefore, MAP is characterized by the rate matrices {D′0,D′1}
where

D′0 = (1− βi [t]) D0, regular + βi [t] D0, event, (8a)

D′1 = (1− βi [t]) D1, regular + βi [t] D1, event. (8b)

Following a similar procedure as in the MMPP-based modelling for the calculation of the traffic
generation probability, pon, let

Pi,j (k, t) = Pr (Nt = k, Jt = j|N0 = 0, J0 = i) , (9)

be the entry of a matrix P (k, t), where Nt denotes the number of arrivals during the time
interval [0, t) and Jt the phase of the Markov process at time t, respectively. The matrices
P (k, t) satisfy the forward Chapman-Kolmogorov equations [31]

d

dt
P (0, t) = P (0, t) D′0, (10a)

d

dt
P (k, t) = P (k, t) D′0 + P (k − 1, t) D′1, k = 1, . . . , (10b)

and using the initial condition P (0, 0)=I, P (k, t) can be determined. Then, pon is calculated
as

pon = 1−
∑
i

∑
j

Pi,j (0, t) , (11)
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and for the average holding time of the idle state, Toff, the following holds: Toff = [πD1e]−1,
where π denotes the stationary probability vector and e represents a unit column vector.

As illustrated in Figure 14, the learned distribution of the inter-arrival time using the
MAP framework is able to accurately capture the bursty nature of the empirical samples,
corresponding to various peaks in the probability density function. Thus, MAP is shown
to be capable of detecting the inter-dependent inter-arrival times governed by multimodal
distributions. Our framework is therefore suitable for reflecting the variations in the arrival
streams for event-driven traffic.
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5 Conclusions

As the first output of the WP3 dealing with large-scale data acquisition in industrial environ-
ments, Deliverable 3.1 aims to consolidate the research activities in the context of Task 3.1
related to ”Physical Process Data Modelling”. To this end, a detailed description of the
various datasets used by the consortium partners has been presented along with modelling
approaches that build on the aforementioned sources of data. In particular, the consortium
partners have focused on event-based modelling and traffic characterization techniques aiming
for a reduced use of communication and storage resources. This pre-processing task is expected
-among others- to optimize the subsequent data transmissions by injecting only relevant data
in the network to reduce overhead and increase spectral efficiency. Several aspects, such as
the spatial and temporal correlation of the data, have received particular research attention.
This Deliverable is intended to serve as a baseline for the modelling of the physical processes
targeted by FIREMAN and hence as input for the work carried out in other WPs.
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